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1. Scope

This document defines the specific Diagnostics and Monitoring Functions using the framework as defined in [DiagMonTS].

Existing DiagMon framework features are reused and this document provides information on the standardised MO format of a set of DiagMon Functions.   This specification defines:

· The standardized DiagMon  Function Identifier (DFID) format for each of the DiagMon Functions covered in this specification

· Any additional information to execute the DiagMon Function 

· The location and format of the data as result of DiagMon Function execution on the device
2.         References

2.1 Normative References

	[3GPP_24008]
	“3GPP TS 24.008: Technical Specification Group Core Network and Terminals; Mobile radio interface Layer 3 specification; Core network protocols” 

	[DiagMonTS]
	“DiagMon Management Object”, Version 1.0, Open Mobile Alliance, OMA-TS-DiagMonMO-V1_0, URL:http://www.openmobilealliance.org/

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance™, OMA-TS-DM_TND-V1_2. URL:http://www.openmobilealliance.org/ 

	[ISO8601]
	ISO 8601:2000, Data elements and interchange formats -- Information interchange -- Representation of dates and times. URL:http://www.iso.ch/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[3GPP-TS_23.038]
	3GPP TS 23.038 “Alphabets and language-specific information”, URL: http://www.3gpp.org/ftp/Specs/archive/23_series/23.038/


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	DiagMon Functions
	An extension to the DiagMon framework that allows the Diagnostics & Monitoring System to access Diagnostics and Monitoring information from the Device, and can request the Device to execute Diagnostic and Monitoring operations.


3.3
Abbreviations

	DFID
	DiagMon Function Identifier

	DiagMon
	Diagnostics and Monitoring

	DM
	Device Management

	MO
	Management Object

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Naming Authority

	SDO
	Standards Developing Organization

	URL
	Uniform Resource Locator


4. Introduction                                                    (Informative)
This section is informative.

In order to provide advanced customer care services, the DiagMon [DIAGMON] enabler provides an interface between the Management Authority and Devices – based on OMA DM.

The DiagMon Function specification defines a number of standardised instantiations of the [DIAGMON] framework for the purposes of obtaining diagnostics and monitoring information in a predictable and industry-wide manner.

4.1 DFID Registration

Open Mobile Naming Authority (OMNA) maintains a registry of standardized DiagMon Functions.  This registry can be found at the following URL:

http://www.openmobilealliance.org/tech/omna
The OMNA DiagMon Registry is open to OMA Working Groups, external Standards Developing Organizations (SDOs) and vendors.  The registration process binds a DiagMon Function to a globally unique DFID.

The following procedure needs to be followed for registering a DFID with OMNA.
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5. Device 

5.1 Battery

5.1.1 Battery Info

5.1.1.1 Introduction

These continuously available functions will allow the server to determine a variety of battery information, such as the percentage of charge remaining in the battery or batteries. Since these functions are continuously available, no operations are allowed. No configuration is required either. 

This value is useful, for example, in determining if there is enough power to do time-intensive operations such as firmware update.

The continuously available functions are battery level, battery status, battery manufacturer, battery version, battery date of manufacture, battery ID, and battery type. 

5.1.1.2 DFID

The DFID for this function SHALL be "urn:oma:mo:oma-diag:device:BatteryInfo:1.0".
5.1.1.3 Non-applicable nodes from DiagMon MO definition

The following nodes SHOULD NOT be used for this function:

· Operations (the function is always available)

· DiagMonConfig (the function is only available for Get purposes)


· ServerID (the function is only available for Get purposes).
· Status (the function is always available)
5.1.1.4 Function Description
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Figure 1 - Battery Info Function

Note that only nodes that are different from the DiagMon framework description are described.
	<x>/DiagMonData/<x>



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This interior node is a placeholder for zero or more instances of battery data.


	<x>/DiagMonData/<x>/BatteryStatus



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get 
	

	
	The BatteryStatus parameter is used to indicate the status of the battery. The value of BatteryStatus MUST be one of the following values (the values are case insensitive):

BatteryStatus

Description

Charging

The battery is currently charging.

Charge complete

The battery is fully charged and still on power.

Damaged
The battery has some problem.

Low Battery

The battery is low on charge.

NotInstalled
The battery is not installed.

Missing

The battery is not installed.

Normal
The battery is operating normally and not on power.

Unknown
The battery information is not available.




	<x>/DiagMonData/<x>/BatteryLevel



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get 
	

	
	This node contains the current battery level as a percentage (with a range from 0 to 100). In the case where the battery level is not known, the value of the BatteryLevel node SHALL be 0.


	<x>/DiagMonData/BatteryMan



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get 
	

	
	This node contains the name of the battery manufacturer.


	<x>/DiagMonData/BatteryVer



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get 
	

	
	This node contains the version of the battery.


	<x>/DiagMonData/BatteryDate



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	date
	Get 
	

	
	This node contains the date of the battery manufacture. If the date of manufacture is not available, this value MUST be null.


	<x>/DiagMonData/<x>/BatteryID



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get 
	

	
	This node contains the ID of the battery.


	<x>/DiagMonData/<x>/BatteryType



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get 
	

	
	This node contains the type of the battery technology (e.g. NiMH, LiPl).


5.1.2 Battery Standby Time

5.1.2.1 Introduction

This function will allow the server to determine what the estimated standby time is when operating on battery. The time will be the aggregate of all battery/batteries standby time.

5.1.2.2 DFID

The DFID for this function SHALL be "urn:oma:mo:oma-diag:device:BatteryStandbyTime:1.0".
5.1.2.3 Non-applicable nodes from DiagMon MO definition

The following nodes SHOULD NOT be used for this function:

· Operations (the function is always available)

· DiagMonConfig (the function is only available for Get purposes)

· ServerID (the function is only available for Get purposes).
· Status (the function is always available)
5.1.2.4 Function Description
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Figure 2 - Battery Standby Time Function

Note that only nodes that are different from the DiagMon framework description are described.

	<x>/DiagMonData/ BatteryStandbyTime



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	The BatteryStandbyTime parameter contains the estimated number of minutes of operation based upon the current drain and all battery charge. 

	
	


5.2 Memory
5.2.1 Introduction
This function allows the Diagnostics and Monitoring system to retrieve device memory information which is useful in determining if there is enough device memory or storage to run an application, store SMS, etc. 
5.2.2 DFID

The DFID for this function SHALL be “urn:oma:mo:oma-diag:device:memory:1.0”
5.2.3 Non-applicable nodes from DiagMon MO definition

The following nodes SHOULD NOT be used for this function:

· Operations (the function is always available)

· DiagMonConfig (the function is only available for Get purposes)

· ServerID (the function is only available for Get purposes).

· Status (the function is always available).
5.2.4 Function Description 
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Figure 3 - Memory Function
Note that only nodes that are different from the DiagMon framework description are described.

	<x>/DiagMonData/SMS



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	int
	Get
	

	
	The SMS parameter contains the estimated amount of available SMS storage (expressed in Kilobytes).


	<x>/DiagMonData/MMS



	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	Optional
	ZeroOrOne
	int
	Get
	

	The MMS parameter contains the estimated amount of available MMS storage (expressed in Kilobytes). 

	<x>/DiagMonData/RAMAvail



	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	Required
	One
	int
	Get
	

	The RAMAvail parameter contains the estimated current available amount of runtime memory resource for system or application software running (expressed in Kilobytes).


<x>/DiagMonData/RAMTotal

Status
Tree Occurrence
Format
Min. Access Types
Required
One
int
Get
The RAMTotal parameter contains the total amount of runtime memory resource for system or application software running (expressed in Kilobytes).
<x>/DiagMonData/StorageIntAvail

Status
Tree Occurrence
Format
Min. Access Types
Required
One
int
Get
The StorageIntAvail parameter contains the estimated current available amount of storage space, which can store data and software in the Device (expressed in Megabytes).
<x>/DiagMonData/ StorageIntTotal

Status
Tree Occurrence
Format
Min. Access Types
Required
One
int
Get
The StorageIntTotal parameter contains the total amount of storage space, which can store data and software in the Device (expressed in Megabytes).
<x>/DiagMonData/StorageExtAvail

Status
Tree Occurrence
Format
Min. Access Types
Optional
ZeroOrOne
int
Get
The StorageExtAvail parameter contains the estimated current available amount of external storage space (expressed in Megabytes). The external storage can store data and software. The external storage is typically a memory card (i.e. SD card,) or any R/W storage media.

<x>/DiagMonData/StorageExtTotal

Status
Tree Occurrence
Format
Min. Access Types
Optional
ZeroOrOne
int
Get
The StorageExtTotal parameter contains the total amount of external storage space (expressed in Megabytes). The external storage can store data and software. The external storage is typically a memory card (i.e. SD card,) or any R/W storage media.


5.3 APU/GPU

5.4 Diagnostic

5.5 Panic Logs

5.5.1 Introduction
This function allows the Diagnostics and Monitoring system to retrieve panic logs and device crash information. This value is useful in determining if there is a device or application malfunction and retrieve associated information on the event occurrences.

5.5.2 DFID

The DFID for this function SHALL be “urn:oma:diag:device:paniclog:1.0”
5.5.3 Non-applicable nodes from DiagMon MO definition

The following nodes SHOULD NOT be used for this function:


DiagMonConfig subnodes (ConfigParms and DefDuration are not necessary)

5.5.4 Function Description 
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	<x>/DiagMonData/PanicLog



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	xml
	Get 
	

	
	This diagnostic function specific child node contains the panic log and associated data encapsulated in xml format describing panic/device crash logs.


5.6 Restart

5.6.1
Introduction

This function allows the Diagnostics and Monitoring system to remotely restart a device.  As an optional capability, different “restart levels” may be supported to enable varying degrees of device initialization.

This function has to be invoked explicitly.  The status of this DiagMon function can be reported asynchronously, using the Generic Alert mechanism [DMPRO] or it can be stored in the DM Tree for later retrieval.

5.6.2
DFID

The DFID for this function SHALL be “urn:oma:diag:device:restart:1.0”.
5.6.3
Non-applicable nodes from DiagMon MO definition

The following nodes SHOULD NOT be used for this function:

· ConfigParms

· DiagDataURL

· DefDuration

· DefMemory

· ReportCondition

· Status

· Stop

5.6.4
Function Description
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Figure 5 - Restart Function
Note that only nodes that are different from the DiagMon framework description are described here.

	<x>/DiagMonConfig/Level



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	int
	Get, Replace
	

	
	This optional leaf node specifies the level at which the device restart operation is requested (e.g. restart only the applications, restart the operating system, etc.). Semantics of different restart levels are up to implementation. 


	<x>/DiagMonData/ResultCode



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	int
	Get
	

	
	This optional leaf node provides the status of the last restart operation.  The allowed range of values for this node is as per the following table:
Code

Meaning

100

No information on status of the last restart operation

200

Success

250 - 299

Success: vendor specified result code for added information

400

Failure

450 - 499

Failure: vendor specified result code for added information

500 - 599

Reserved




5.6.5
Additional Information

At least one of the following nodes MUST be defined for this DiagMon Function:

· ServerID

· ResultCode

6. Radio Protocol (3GPP, 3GPP2, WiFi, Bluetooth, WiMAX, etc.)

NOTE:  There may only be references to other groups' functionality in this section.
6.1 RF Metrics

6.2 Location Metrics

6.3 Handoff Metrics

6.4 Air Interface Metrics

6.4.1 Mobility Management Rejection

6.4.1.1 Introduction

This function will allow the server to retrieve information associated with the failure of a device to establish connection with a mobile network.  This function stores Mobility Management Reject Codes (as defined in [3GPP_24008]), along with Cell ID and time/date stamp associated with each connection failure. 

6.4.1.2 DFID

The DFID for this function SHALL be “urn:oma:diag:device:mobility_management_rejection:x1.0”.
6.4.1.3 Non-applicable nodes from DiagMon MO definition

All nodes are relevant for this function.

6.4.1.4 Function Description
Note that only nodes that are different from the DiagMon framework description are described.
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	<x>/DiagMonData/<x>



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get 
	

	
	This interior node acts as a placeholder for Mobility Management Reject information.


	<x>/DiagMonData/<x>/MMRCode



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get 
	

	
	This node contains the Mobility Management Reject Cause code as defined in Table 10.5.95 of [3GPP_24008].


	<x>/DiagMonData/<x>/CellID



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get 
	

	
	This node contains the Cell ID of the serving cell associated with the Mobility Management Reject.


	<x>/DiagMonData/<x>/TimeDate



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get 
	

	
	This node contains the Time and Date associated with the Mobility Management Reject, encoded per [ISO8601].


7. Call 

7.1 Call Paging

7.2 Voice Calls

7.3 Data Calls

8. IP Layer 

NOTE:  There may only be references to other groups' functionality in this section.

8.1 IP Session State

8.2 Data Session Metrics

8.3 HTTP Traffic

8.4 Socket Based Metrics

9. Application Layer 

9.1 SMS
9.1.1 SmsOptions

9.1.1.1 Introduction

It is possible for the SMS options to be changed, and since these options are only stored on the Device, the server will need to be able to query these options.

This continuously available function will allow the server to determine SMS options, e.g. data coding.
9.1.1.2 DFID

The DFID for this function SHALL be "urn:oma:diag:device:SmsOptions:1.0".
9.1.1.3 Non-applicable nodes from DiagMon MO definition

The following nodes SHOULD NOT be used for this function:
· Operations (the function is always available)

· DiagMonConfig (the function is only available for Get purposes)

· ServerID (the function is only available for Get purposes).
· Status (the function is always available)
9.1.1.4 Function Description
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Figure 7 – SMSOptions Function
Note that only nodes that are different from the DiagMon framework description are described.
/<x>/DiagMonData/DataCoding

	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	chr
	Get 


This node contains the data coding method of the short messages. The value MUST be one of the following as defined in section 4 ‘SMS Data Coding Scheme’ of [3GPP-TS_23.038]:

	Data Coding Scheme
	Description

	7bit
	GSM 7 bit default alphabet.

	ucs2
	UCS2 (16bit).

	8bit
	8 bit data.


/<x>/DiagMonData/DeliveryReportStatus

	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	chr
	Get 


This node indicates whether the delivery report is switched on. The value MUST be one of the following:

	Value
	Description

	on
	The delivery report option is switched on within Device.

	off
	The delivery report option is switched off within Device.

	not supported
	The delivery report option is not supported by the Device.


9.1.2 SmsUsage

9.1.2.1 Introduction

There are circumstances where it is very useful for a server to query a device about the number of SMS messages that have been sent over a period of time. The SmsUsage function will allow a Server to start the Client counting the number of SMS messages sent, and allow the server to sample the value while the function is running.

After the Device performs an Exec on the 'Start' node, the Device MUST set the value of SMSSent to zero, and start counting the number of SMS being sent.

After the Device performs an Exec on the 'Stop' node, the Device MUST stop counting the number of SMS being sent.

The value of SMSSent SHOULD be available on a real-time basis. 
9.1.2.2 DFID

The DFID for this function SHALL be "urn:oma:diag:device:SmsUsage:1.0".
9.1.2.3 Non-applicable nodes from DiagMon MO definition

The following nodes MUST NOT be used for this function:
· DiagMonConfig (the function is only available for Get purposes).
9.1.2.4 Function Description
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Figure 8 – SMSUsage Function
Note that only nodes that are different from the DiagMon framework description are described.
<x>/DiagMonData/SmsSent
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	int
	Get 


This node contains the number of short messages sent since the Start was executed. (Note that Exec on Start will reset the value).

9.2 Voice SMS

9.3 MMS

9.4 Browsing

9.5 Java Download

9.6 Phone as Modem

9.7 Application Monitoring
9.7.1 Introduction

This function allows the Diagnostics and Monitoring system to retrieve application usage metrics, e.g. usage frequency, the last usage date, etc. These metrics are useful in determining how often and how long an application has been used. A service provider could use this information to better allocate scarce R&D funds to support the more popular applications. The DiagMon server will be required to start and stop the function.

9.7.2   DFID

The DFID for this function SHALL be “urn:oma:diag:device:appmonlog:1.0”

9.7.3   Non-applicable nodes from DiagMon MO definition

The following nodes SHOULD NOT be used for this function:

· DiagMonConfig/ConfigParms

9.7.4   Function Description 


[image: image6.emf]DiagMonData?

<x>*

DFID

Status

Ext?

Description? AppMonLog?

Operations

Start

Stop

ServerID?

DiagMonConfig?

DiagDataURL?

DefDuration?

DefMemory?

ReportCondition?

Frequency?


Figure 9 – Application Monitoring Function
	<x>/DiagMonData/AppMonLog



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	xml
	Get 
	

	
	This diagnostic function specific child node contains the application usage metrics data (e.g. usage frequency, the last usage date, etc) encapsulated in XML format. Note that the actual XML content of the log will be up to the vendor to determine.

The value of ‘Frequency’ node defined in [DiagMonTS] specifies the rule when the device needs to report the metrics data to DiagMon server or data server. The DiagMon server can also obtain the metrics data using Get command targeting the ‘AppMonLog’ node.


10. User Interface Layer 

10.1 Settings

10.2 Phone Book

10.3 Call History

10.4 UI Mapping

10.5 Key Press History
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for DiagMon Client

	Item
	Function
	Reference
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


B.2 SCR for DiagMon Server

	Item
	Function
	Reference
	Requirement
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Editor’s Note: The rest of this section will be populated after the DFID registration procedure has been agreed upon.  The MO registration procedure, as described in the ACMO document, may be a good starting point.
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Figure � SEQ Figure \* ARABIC �6� - Mobility Management Rejection Function








� EMBED Visio.Drawing.11  ���





Figure � SEQ Figure \* ARABIC �4� - Panic Logs Function
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