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1 Reason for Change

Suggested updates to the informative appendices of the FUMO specification draft.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve this change request and apply the changes to version 1.0 of the Firmware Update Management Object specification.
6 Detailed Change Proposal

1. This one rather trivial change to Appendix C is additive to the changes proposed in OMA-DM-2005-0017-FUMO-CR-On-Recommendations.  The proposed change is shown below.
a)  It is anticipated that updating the firmware will require that the device become inoperable during the time of the firmware upgrade.  It is also likely that the update process will not be capable of immediately returning to operating condition in the case of an interruption.  In the case that the device cannot immediately return to operating condition, the end-user should be presented with a warning that the phone will be offline and the approximate time of the update prior to beginning the firmware installation
2. Appendix D, first paragraph, change “…protocol proposed here…” to “…protocol defined in this specification…”:  Note, all of the changes described in this item (#2) through item #7 are shown as mark-ups in the excerpt that follows item #7.  
3. Appendix D, subsections need to be numbered.

4. Appendix D, reference to “exec” command in “Alternative Firmware Download” section is incorrect, the Section number for Exec should be 6.1

5. Appendix D, noted as informative and made all SHALLs, MAYs and SHOULDs lowercase.

APPENDIX D – Firmware Update Package Download   (Informative)
The firmware download may occur either through a OMA DM 'Replace' command or via an alternative (external descriptor-based download) method by initiating the download process with the appropriate behavioral parameters.  There are advantages and disadvantages to each process and it is at the discretion of the operators and manufacturers to select preferred implementation.  The protocol defined in this specification allows for either download method to be used.

D.1. Download Process Setup 
This step will allow the OMA DM session to set the appropriate parameters on the device to retrieve and process the firmware updates.  The required management tree object is one of the following:

· .x/Download/PkgURL: Server URL where the firmware update download descriptor resides.  This object value would be used in an alternative download method.

· .x/DownloadAndUpdate/PkgURL: Server URL where the firmware update download descriptor resides.  This object value would be used in an alternative download method and an immediate update process would be started following the download.

· . x/Update/PkgData: Binary Object where the firmware data package is to be placed directly, using OMA DM protocol.

For alternative (descriptor based) download, a Replace command SHALL be used on the PkgURL element to store the appropriate URL information.  

D.2. OMA DM Firmware Download

The OMA DM download method requires that the firmware binary is stored into the device management tree in the following node of the Firmware Update Managed Object Tree:

· x/Update/PkgData

The firmware update package is “Replaced” with the downloaded opaque binary data containing the upgrade to be applied to the device by the client.  

D.3.  Alternate Firmware Download

Descriptor based downloads are expected to be the alternative to OMA DM based downloads. To provide a more flexible download solution, the download mechanism has been abstracted to provide operators with an interface to use other download mechanisms.  The interface for this abstraction is the Exec command as described in 6.1  

An example of an external download mechanism is presented using the Open Mobile Alliance Generic Content Download Over The Air Specification v1.0[DLOTA].  This provides a strong user-experience and has been standardized as a download mechanism by OMA.

The download process follows the process below:

· Download Step 1: Download Initiation

· Download Step 2: Download descriptor retrieval

· Download Step 3: Descriptor processing

· Download Step 4: Capabilities check

· Download Step 5: User confirmation

· Download Step 6: Object retrieval

· Download Step 7: Object store

· Download Step 8: Download Notification

D.4.  Download Step 1: Download Initiation

OMA DM provides the Exec command as an interface between OMA DM processes and external processes.  The Firmware Update Protocol defines a new device management tree object in the OMA DM Definitions section that is used as a target of Exec to initiate the download process.  An example is as follows:

<Exec>


<CmdID>3</CmdID>


<Item>



<Target>




<LocURI>.x/DownloadAndUpdate</LocURI>



</Target>


</Item>

</Exec>

By default, the Exec uses that value of the node at the ‘target’ in this case ‘.x/DownloadAndUpdate, the associated PkgURL element is employed as the URL from which the update will be downloaded.  The preceding Exec command will launch the specific process that will initiate the firmware update download in accordance with any parameters provided with the Exec command as shown below.  The implementation of this command shall ensure that the entire firmware update file download is completed prior to starting any code rewrites on the device.

D.5.  Download Step 2: Download Descriptor Retrieval

. 

Based on the URL provided during the OMA DM session, the OMA compliant download agent downloads the Download Descriptor.  The OMA OTA Download Specification v1.0 uses download descriptor to provide information about the download to the device.[OTA, Section 5.1.1. Step 1].  The request may be accompanied with the following selection criteria in order to help determine the appropriate update for the device:

· Man = Manufacturer identifier

· Mod = Model identifier

· FwV = Firmware version

These parameters may be sent in either of two ways:

As part of the Http GET Request URL:

Example 1: http://host:port/get?do=dd&mfr=ManufacturerName&mdl=ModelName&ver=FirmwareVersion
As part of Http Header, for example: User-Agent.  This can be configurable.

Example 2:

http://host:port/get?do=dd

USER-AGENT: Man/ManufacturerName Mod/ModelName FwV/FirmwareVersion 

D.6.  Download Step 3: Process Download Descriptor

The OMA Download Agent processes the Download Descriptor in accordance with the rules of Section 5.2.1.1 of the OMA Download v1.0 specification. The Download Descriptor provides information about the firmware update, device requirements, and also contains a URI to the Delivery Server for the actual download of the update file.

D.7.  Download Step 4: Capabilities Check

The Download Agent uses the information in the descriptor in the manner specified in the OMA Download v1.0 specification, 5.2.2. Step 3; Capabilities Check.  This step is used to prevent downloading of firmware update objects that are inappropriate.  If, for any reason, update package cannot be installed, the status is posted to the notification server specified in the descriptor and the end-user is notified. 

A complete error list can be found in the OMA Download v1.0 specification in section 5.2.

D.8.  Download Step 5: User Confirmation

OMA OTA Download mechanism provides for user confirmation.

The following information from the download descriptor should be made available to the user, if available, to accept or reject the download.

· Name

· Vendor

· Size

· Type

· Description

In addition, the Description field may include:

· Estimated download time

· Estimated update time

As these elements are not uniquely defined in the OMA Download v1.0 specification, they are recommended to be included as part of the Description.

The user may choose to:

· Accept

· Reject

· Delay 

If the user does not approve the downloading, the OMA Download Agent must post a “User Cancelled” status report to the server per the OMA Download v1.0 specification.

The user confirmation solicited here is for enabling the download only.  Additional confirmation may also be selectively employed to conduct subsequent operations such as firmware updates.  

The user delay is designed to support the scenario where the operator or manufacturer does not want to allow the user to reject the download, but only delay it.  It may be coupled with the user-prompt parameters.  

The Delay case is not addressed by the OMA Download Specification v1.0.  The Delay function shall be a device specific implementation that will re-initiate the update request by the OMA download agent at a predetermined time interval, after a ‘backoff’ period, etc.

D.9.  Download Step 6: Retrieve the Update Package

In accordance with the OMA Download specification, the retrieval of the firmware update object is typically performed using HTTP (or HTTPS) but always according to the scheme in the ObjectURI attribute of the Download Descriptor.  Details of the required supported protocols are found in paragraph 5.2.4 of the OMA Download Specification v1.0.

The OMA Download Agent invokes the URL in the objectURI element of the Download Descriptor to request the update package.  This URL points to the Delivery Server and contains all the mandatory parameters and may contain optional parameters.  Below are examples of HTTP requests for the Update Package sent by the Download Agent to the Delivery Server.  Both examples utilize client capability advertisement through HTTP or HTTPS.

Example 1: Parameters part of URL 

http://host:port/get?do=upd&mfr=ManufacturerName&mdl=ModelName&ver=FirmwareVersion
Example 2: Parameters part of Http Header. 

http://host:port/get?do=upd
USER-AGENT: Man/ManufacturerName Mod/ModelName FwV/FirmwareVersion

In this case the parameters should be inside HTTP headers.

Errors shall be posted in accordance with section 5.2.4 of the OMA Download Specification v1.0.

HTTP Byte Ranges

In order to provide for devices with limited available RAM to handle larger update downloads, the following techniques are recommended practices to reduce the download into manageable parts.  In accordance with RFC 2616, Section 14.35.1, the Download Agent may request a subset of the of the update package binary by specifying a byte range in the request header.

Example: The “Range” HTTP request header. The first 500 bytes

Range: bytes=0-499 

The requested byte position is inclusive.
Servers supporting HTTP byte range must respond back with the update package binary of the requested range and the response HTTP header will contain the information of the bytes being sent. There will be a Content-Range header indicating the bytes range being send and a Content-Length header indicating the actual number of bytes being sent.

Example: HTTP response header. First 500 bytes of total 1234 bytes

Content-Range: bytes 0-499/1234

Content-length: 500

D.10  Download Step 7: Object Store

The OMA Download Specification indicates that installation is complete when the downloaded object has been prepared for execution/rendering on the device, or an unrecoverable failure has occurred.  

For firmware updates, we follow this model and allow that a successful download implies installation for the purpose of notifying the OMA compliant download server.

D.11  Download Step 8: Download Notification

If the installNotifyURI attribute in the Download Descriptor has been explicitly used, the OMA Download Agent informs the status of the installation to the server indicated in the installNotifyURI field of the descriptor.  For the purpose of firmware upgrades, this only implies that the firmware update has been successfully downloaded.  It does not imply that the firmware update has been processed.
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