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1 Reason for Change

If the Exec command is executed asynchronously, the device MUST send a LAWMO Alert to the LAWMO Server about the result of the operation via a Generic Alert message. This CR aims to add description on how to report Exec result using Generic Alert
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM group agrees with this CR and incorporate it into LAWMO TS
6 Detailed Change Proposal

Change 1:  Add use of Generic Alert
6.2 Report Exec Result Using Generic Alert
If the Exec command is executed asynchronously, the LAWMO Client MUST send a LAWMO Alert to the LAWMO Server about the result of the operation via a Generic Alert message [DMPRO]. The alert message includes the following data:

· The URI of the Primitive node on which the Exec command was invoked MUST be included in the <Source>/<LocURI> element 

· If the alert type is “org.openmobilealliance.lawmo.OperationFailed”, the LAWMO Result Code indicating the failure reason MUST be included in <Item>/<Data> element.

· If the alert type is “org.openmobilealliance.lawmo.OperationComplete”, the LAWMO Result Code 200 (“Operation Succeeds”) MUST be included in <Item>/<Data> element 

· The alert type MUST be included in <Meta>/<Type> element.

Alerts that are reporting an error or failure condition SHOULD report an importance level defined in [DMPRO] higher than Informational in the Mark field of the Meta information. 

The following is the example message:

<Alert>

   <CmdID>2</CmdID>

   <Data>1226</Data>
    <!-- Alert Code for Generic Alert -->

   <Item>      
<Source>

<LocURI>./LW/Operations/FullyLock</LocURI>
</Source>

        <Meta>

          <Type xmlns="syncml:metinf">org.openmobilealliance.lawmo.OperationFailed</Type>

          <Format xmlns="syncml:metinf">text/plain</Format>

          <Mark xmlns="syncml:metinf">warning</Mark>  

        </Meta>

        <Data>401</Data>     <!-- LAWMO Result Code -->
   </Item>
</Alert>
6.2.1 LAWMO Result Code

The LAWMO Result Code MUST be sent as an integer value in  <Item>/<Data> element of the message for reporting.  The Result Code MUST be one of the values defined below:

	Result Code
	Result Message
	Informative Description of Status Code Usage

	200
	Operation Succeeded
	Operation is completed successfully

	201
	Device is Fully-Locked
	FullyLock operation is completed successfully.

	202
	Device is Partially-Locked
	PartiallyLock operation is completed successfully.

	203
	Device is UnLocked
	UnLock operation is completed successfully.

	204
	Specified wipe list in Device is Wiped
	Wipe list specified to be wiped  is erased from device

	400
	Client Error
	Client error – based on User or Device behaviour

	401
	User cancelled
	User chose not to accept the operation when prompted

	402
	Fully Lock Device Failed
	The Fully Lock Device Operation failed

	403
	Partially Lock Device Failed
	The Partially Lock Device Operation failed

	404
	UnLock Device Failed
	The UnLock Device Operation failed

	405
	Wipe Device’s Data Failed
	The Wipe Device’s Data Operation failed

	450-499
	Client Error  – Vendor Specific
	Client Error encountered for Operation with Vendor Specified Result Code


6.2.2 Alert Types for LAWMO

One of the following alert types MUST be used in a Generic Alert [DMPRO] message originating from a Lock And Wipe Management Object: 

· org.openmobilealliance.lawmo.OperationComplete: This alert type is used to claim that the alert message conveys the result of LAWMO Operation(s) that was performed on the device.

· org.openmobilealliance.lawmo.OperationFailed: This alert type is used to claim that the alert message conveys the LAWMO Result Code indicating the failure reason of LAWMO Operation.
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