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Change Request

	Title:
	Prevent Replay Attack
	|X| Public      |_| OMA Confidential

	To:
	LightweightM2M

	Doc to Change:
	OMA-RD-LightweightM2M-V1_0_20110818-D

	Submission Date:
	09 April 2012

	Classification:
	|X| 0: New Functionality
|_| 1: Major Change
|_| 2: Bug Fix
|_| 3: Clerical

	Source:
	Mr. Zhang Yong, CMCC, zhangyongyj@chinamobile.com


	Replaces:
	n/a


Reason for Change
A network Hacker listens to messages between the M2M Server and M2M device. When any message is captured, he resends this message to its destination. The server or device will receive the same message multiple times. This attack behaviour consumes the limit resource of server or device. In order to prevent this type of attack, the server or device should discard message that is the same as early received message. 
Impact on Other Specifications
N.A
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
It is recommended to the group to accept the change proposed in this contribution.
[bookmark: _Toc211749339]Detailed Change Proposal
Change 1: Split a long message into multiple small messages
6.Requirements                                 	                                                                                                          (Normative)
[bookmark: _Toc18142918][bookmark: _Toc196557510][bookmark: _Toc245116529]6.1 High-Level Functional Requirements
	Label
	Description
	Release

	LightweightM2M-HLF-00X
	The Lightweight M2M enabler SHALL support a mechanism to prevent replay attack.
	1.0

	
	
	


Table 1: High-Level Functional Requirements
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