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1 Reason for Change

This CR introduces Object Instance and fixes table format in 9.2.4
2 Impact on Other Specifications

None
3 Intellectual Property Rights
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4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Introduction of Object Instance
7. Identifiers and Resources 

This section defines the identifiers and resource model for the LWM2M Enabler. 

7.1 Resource Model

The LWM2M Enabler defines a simple resource model where each piece of information made available by the LWM2M Client is a Resource, and Resources are logically organized into Objects. Figure 1 illustrates this structure, and the relationship between Resources, Objects and the LWM2M Client. The LWM2M Client may have any number of Resources, each of which belongs to an Object.
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Figure 1 Relationship between LWM2M Client, Object and Resources
Resources are defined per Object, and each resource is given a unique identifier within that Object. Resources are accessed directly by the LWM2M Server. Each Resource is defined to have one or more Operations that it supports. An Object and Resource MAY contain multiple instances of that Object and Resource respectively. Objects SHOULD have associated Access Control Lists (ACLs) that control what the LWM2M Server can access using what operations. Figure 2 shows which operations the resources support, and how Objects and Resources are associated with ACLs. In the example, Resource 1 supports read, write and execute, while Resource 2 supports only read operations.
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Figure 2 Supported operations and access control lists

An Object defines a grouping of Resources, for example the Firmware Update Object would contain all the Resources used for firmware update purposes. Each Object is assigned a unique OMA Management Object ID and corresponding ID Index, which may be used to perform Group Operations on the set of Resources associated with that Object. The LWM2M enabler defines standard Objects and Resources and vendor specific Objects may be added for their own uses.
EDITOR NOTE: Add more clarification about the vendor specific Objects.
7.2 Identifiers

Seven identifiers are defined by the LWM2M Enabler: Endpoint Client Name, LWM2M Server URI, Short Server ID, Human Readable Object URN, Object ID, Object Instance ID, Resource ID and Resource Instance ID. These identifiers are defined in Table 1.
Table 3 Definition of LWM2M terms

	Identifier
	Semantics
	Description

	Endpoint Client Name
	String (max 63 bytes)
	Uniquely identifies the LWM2M Client on one LWM2M Server. Provided to the Server during Registration For example the IMEI, serial number or a logical name of the device.

	LWM2M Server URI
	URI
	Uniquely identifies the LWM2M Server. Provided to the Client during Bootstrap procedure. 

	Short Server ID
	16-bit unsigned integer
	Short integer ID, assigned by the LWM2M Client. This identifier uniquely identifies each LWM2M Server configured for the LWM2M Client.
Default Short Server ID is 0 and default Short Server ID MUST not be used for identifying the LWM2M Server

	Human Readable Object URN
	URN for the OMA Management Object
	Assigned by the object specification

	Object ID 
	16-bit unsigned integer
	Uniquely identifies the Object in the LWM2M Client. Short integer ID, assigned by OMA

	Object Instance ID
	16-bit unsigned integer
	Uniquely identifies the Object Instance in the Object. Short integer ID, assigned by the LWM2M Server/Client

	Resource ID
	16-bit unsigned integer 
	Uniquely identifies the Resource in the Object. Short integer ID, assigned by the object specification

	Resource Instance ID
	16-bit unsigned integer
	Uniquely identifies the Resource Instance in the Resource. Short integer ID, assigned by the LWM2M Server/Client


Editor’s Note: where to store these identifiers is TBD

7.3 Data Formats for Transferring Resource Information
Four data formats are defined by the LWM2M Enabler in this section. The LWM2M Server MUST support all data formats. The plain text and opaque formats MUST be supported by both the LWM2M Server and the LWM2M Client. The LWM2M Client MUST support the TLV data format for Object or multiple-instance Resource requests. 

The Object specification defines the data format that a Resource supports, either plain text or opque for singular Resources or TLV for multiple instance Resources. 

In addition to the data formats defined in the Object specification, a LWM2M Client MAY choose to support the JSON format for Object or multiple instance Resource requests.

7.3.1 Plain Text

The plain text format is used for write and read operations on singular Resources where the value of the resource is simply represented as as a UTF-8 encoded string (similar to the Media Type text/plain). This string can contain a character sequence, integer number, decimal number or any other sequence of valid UTF-8 characters. 
For example a request to Resource 0 from Object 3 would return the following plain text payload:

Open Mobile Alliance
This data format has a Media Type of application/lwm2m-plain (TBD).
7.3.2 Opaque

The opque format is used for write and read operations on singular Resources where the value of the resource is an opaque sequence of binary octets (similar to the Media Type application/octet-stream). This data format is used for binary resources such as firmware images or application specific binary formats. 
This data format has a Media Type of application/lwm2m-opaque (TBD).
7.3.3 TLV

For requests to Objects or Resources with multiple instances, the binary TLV (type-length-value) format is used to represent an array of values using a company binary representation, which is easy to process on simple embedded devices. 

The format is an array of the following byte sequence, where each array entry represents a Resource or Resource Instance:

	Field 
	Format and Length
	Description

	ID
	16-bit unsigned integer
	The Resource ID or Resource Instance ID of the array entry

	Length
	16-bit unsigned integer
	The Length of the following field in bytes

	Value
	Sequence of bytes, length indicated by the Length field
	Either a plain text or opque value depending on the Resource’s data format


EDITORS NOTE: Mention that if there is a singular value in the array, that is OK.

This data format has a Media Type of application/lwm2m-tlv. 

7.3.4 JSON

For requests to Objects or Resources with multiple instances, a simple JSON format may be used where a set of values is represented. Each entry of the JSON format is a key:value pair, where the key is the Resource ID for requests to an Object or the instance number for requests to a Resource with multiple instances. 

This data format has a Media Type of application/lwm2m-json (TBD). 

The format when an Object is requested follows the following syntax:

{  "<Resource ID>":"<Value>",
  "<Resource ID>":"<Value>",

  "<Resource ID>":"<Value>"

}
For example a request to Example Object 3 in the example would return the following JSON payload:

{ "0":"Open Mobile Alliance",
  "1":"LWM2M v1.0",

  "2":"9347112"
}
The format when a Resource with multiple instances is requested follows the following syntax:

{ 

  "<Resource Instance ID>":"<Value>",
  "<Resource Instance ID>":"<Value>",

  "<Resource Instance ID>":"<Value>"

}

Change 2:  CoAP Binding Modification
7.3.5 Management & Service Enablement Interface
The Management & Service Enablement Interface is used to access an Object or an individual Resource of an Object. An Object Instance is identified by the path /{Object ID}/{Object Instance ID}. If an Object supports a single Object Instance, {Object Instance ID} MUST be empty string (i.e. /{Object ID}/). A Resource is identified by the path /{Object ID}/{Object Instance ID}/{Resource ID} and Resource Instance is identified by the path /{Object ID}/{Object Instance ID}/{Resource ID}/{Resource Instance ID}.
An Object or Resource is Read by sending a CoAP GET to the corresponding path. The response includes the value in the corresponding Plain Text, TLV or JSON format. 

An Object or Resource is Written to by sending a CoAP PUT to the corresponding path. The request includes the value to be written in the corresponding Plain Text, TLV or JSON format. 

An Object or Resource is Executed by sending a CoAP POST to the corresponding path. The request MAY include a payload if so specified by the Resource. 

	Logical Operation
	CoAP Method
	Path
	Success
	Failure

	Read Downlink
	GET
	/{Object ID}/{Object Instance}/{Resource ID} 
	2.05 Content
	4.00 Bad Request, 4.04 Not Found, 4.05 Method Not Allowed

	Write Downlink
	PUT
	/{Object ID}/{Object Instance}/{Resource ID} 
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.05 Method Not Allowed

	Execute Downlink
	POST
	/{Object ID}/{Resource ID}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.05 Method Not Allowed


Table 3: Registration Interface URI
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Figure 3: Example of Information & Management interface exchanges.

7.3.6 Information Reporting Interface

Periodic and event-triggered reporting about resource values from the LWM2M Client to the LWM2M Server is achieved through CoAP Observation [OBSERVE]. This simple mechanism allows the LWM2M Server to send an Observe GET request for an object, which results in asynchronous notifications whenever that object changes (periodically or as a result of an event). The minimum and maximum period of notifications can be controlled by including the minimum (pmin) and/or maximum (pmax) period for notifications to be sent in seconds. 

	Logical Operation
	CoAP Method
	Path
	Success
	Failure

	Read Downlink
	GET with Observe option
	/{Object ID}/{Object Instance ID}/{Resource ID}?pmin={minimum period}&pmax={maximum period}
	2.05 Content with Observe option
	4.00 Bad Request, 4.04 Not Found, 4.05 Method Not Allowed

	Write Downlink
	Asynchronous Response
	
	2.04 Changed
	


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Table 7: Operation to Method Mapping
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Figure 4: Example of an Information Reporting exchange.
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