Doc# OMA-DM-LightweightM2M-2012-0116-CR_Bootstrap_Interface_Chapter_Modification[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-LightweightM2M-2012-0116-CR_Bootstrap_Interface_Chapter_Modification
Change Request



Change Request

	Title:
	Bootstrap Interface Chapter Modification
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM LightweightM2M

	Doc to Change:
	OMA-TS-LightweightM2M-V1_0_0-20130123-D

	Submission Date:
	4 Feb 2012

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Seongyoon Kim, LGE, seongyoon.kim@lge.com
Seungkyu Park, LGE, seungk.park@lge.com

	Replaces:
	n/a


1 Reason for Change

This CR is to update bootstrap chapter. The change is listed below.
· Adding bootstrap sequence section

· Modifying re-bootstrap section (option for cleaning up Access Control Object for a certain server and interface to update some Resource of bootstrap information

· Adding security consideration
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Bootstrap Chapter Modification
6.2.3 Bootstrap Mode Sequence
(Informative)
When the LWM2M Device is powered on and there is no Object Instance in the LWM2M Client, the LWM2M Client can refer to the preferred bootstrap mode sequence which is preconfigured in the LWM2M Client. The LWM2M Client tries to perform the bootstrap mode in the bootstrap mode sequence in order; if the bootstrap mode the LWM2M Client tried is failed, then the LWM2M Client tries to perform the next bootstrap mode in the bootstrap sequence. Since configuring bootstrap mode sequence is depended on the policy, this section just gives information to help implementation.
6.2.4 Re-bootstrap

If the LWM2M Client and the LWM2M Server cannot communicate by the other interfaces due to security key mismatch, the LWM2M Server wants to update read-only Resource(s), or re-bootstrap is needed for any other reasons, the LWM2M Client or the LWM2M Server MAY perform re-bootstrap process by using one of the bootstrap modes in 6.2.2.


To make the state of LWM2M Server clean, the re-bootstrap message containing a LWM2M Server Object Instance MAY have an initialization option to remove an existing LWM2M Server Object Instance and ACL value of a certain LWM2M Server in Access Control Object Instances and provision the LWM2M Server Object Instance to the LWM2M Client.
Without initialization option, since the LWM2M Client is already bootstrapped previously, re-bootstrap message MAY NOT need to have all the Resources of the specific Object Instance. Therefore re-bootstrap message can be used for updating some Resources of the Object Instance, which can reduce communication overhead.











6.2.5 Security Consideration

Since the message in Bootstrap interface conveys sensitive information, the LWM2M enabler MUST use Raw Public Key or Certificate modes for Bootstrap interface, as described in Section 8.1.2 or 8.1.3 respectively.
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