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1 Reason for Change

This CR is to update bootstrap chapter. The change is listed below.
· Adding bootstrap sequence section

· Modifying re-bootstrap section (option for cleaning up Access Control Object for a certain server and interface to update some Resource of bootstrap information

· Adding security consideration

· Fixing some editorials
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Bootstrap Chapter Modification
6.2 Bootstrap Interface

Bootstrap process is used to provision essential information into the LWM2M Client to make the LWM2M Client be able to register to a certain LWM2M Server.
This chapter describes what information is conveyed in bootstrap message, where the LWM2M Client puts that information and how to provision the bootstrap information. Please note the LWM2M Client SHALL support at least one bootstrap mode (manufacturer pre-configuration, SmartCard provisioning, LWM2M Server-initiated bootstrap, LWM2M Client-initiated bootstrap) whereas the LWM2M Server MUST support this interface.

Editor’s Note: Security Mechanism for bootstrap interface must be provided. This security mechanism must be differentiated from security mechanism of the other interfaces.
6.2.1 Bootstrap Information

This section specifies what information is conveyed in the bootstrap message to the LWM2M Client and where the LWM2M Client stores the information.

The information is listed in Table X. A LWM2M Client MAY be configured to use one or more LWM2M Servers, with a set of bootstrap information for each LWM2M Server.

Table X. Bootstrap Information List
	Entity
	Semantics
	Description

	LWM2M Server
	Object Instance
	Stores account of the LWM2M Server according to Appendix B.1


	Additional  Objects  (e.g: Connectivity  Object) 
	Object Instances
	Stores the  specific  Object  information 


6.2.2 Bootstrap Modes
The LWM2M enabler defines several bootstrap modes: manufacturer pre-configuration bootstrap, SmartCard provisioning, server initiated bootstrap and client initiated bootstrap.
Note: discuss LWM2M Server for Bootstrap could be different from LWM2M Server for Registration

6.2.2.1 Manufacturer pre-configuration
In this mode, the LWM2M Client is already provisioned at manufacturer stage. Therefore the LWM2M Client doesn’t need any communication with the LWM2M before the registration. 

6.2.2.2 SmartCard provisioning

When the Device supports a SmartCard, the LWM2M Client SHALL support retrieval, and processing of Bootstrap Message contained in the SmartCard as described in Appendix C. When Bootstrap Message retrieval is successful, the LWM2M Client SHALL process the Bootstrap Message from the SmartCard and SHALL apply it to the Device configuration.
In this mode,  the  LWM2M Client SHALL  also check that the bootstrap data previously bootstrapped from the SmartCard are unchanged in the SmartCard; if changed, the previous bootstrap information SHALL be disabled  in the LWM2M Client, and  the LWM2M Client SHALL apply the new  bootstrap data from SmartCard to the Device configuration.
6.2.2.3 Client initiated Bootstrap

In this mode, the LWM2M Client retrieves the bootstrap message from a LWM2M Bootstrap Server, Prior to the client initiated bootstrap, the LWM2M Client needs to be pre-provisioned at the manufacturer stage with a bootstrap URI. The below figure shows the client initiated bootstrap flows.
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Figure 6. Procedure of Client Initiated Bootstrap

Step #1: Request bootstrap to bootstrap URI

The LWM2M Client requests bootstrap to bootstrap URI which has been pre-provisioned. When requesting the bootstrap, the LWM2M Client sends its Endpoint Client Name.

Step #2: Provision bootstrap information

The LWM2M Server provisions bootstrap information which is specified in 6.2.1.
6.2.2.4 Server Initiated Bootstrap

In this mode, the Device leaves the assembly line in a clean and empty state. Once this Device is personalized, e.g. by inserting a SmartCard, the prerequisites for this process are in place. The problem is now to inform the LWM2M Server of the Device identity; this can be achieved - for instance – by the network the first time the Device registers to the network. When this happens a trigger could be sent from the network to the LWM2M Server with the Device identity used by the LWM2M Client.

Regardless of whether the Device identity reaches the LWM2M Server, the LWM2M Server is now in a position where it can send out a Bootstrap Message. This message contains enough information for the LWM2M Client to be able to initiate a management session with the LWM2M Server that sent out the Bootstrap Message. 
The below figure shows the server initiated bootstrap flows.
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Figure X. Procedure of Server Initiated Bootstrap

Step #1: Provision bootstrap information

The LWM2M Server provisions bootstrap information which is specified in 6.2.1.
6.2.3 Re-bootstrap

If the LWM2M Client and the LWM2M Server cannot communicate by the other interfaces due to security key mismatch, the LWM2M Server wants to update read-only Resource(s), or re-bootstrap is needed for any other reasons, the LWM2M Client or the LWM2M Server MAY perform re-bootstrap process by using client initiated bootstrap or server initiated bootstrap mode.
Since the LWM2M Client is already bootstrapped previously, re-bootstrap message MAY NOT need to have all the Resources of the specific Object Instance. Therefore re-bootstrap message can be used for updating some Resources of the Object Instance, which can reduce communication overhead.













6.2.4 Security Consideration

Since the message in Bootstrap interface conveys sensitive information, when the LWM2M Client supports client initiated bootstrap or server initiated bootstrap mode, it is RECOMMANDED that the LWM2M enabler uses Raw Public Key Certificates or x509 Certificate modes as described in Section 8.1.2 or 8.1.3 respectively.
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