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1 Reason for Change

Since Access Control Object is used to control access of instantiated Object /Object Instance (“real one”) from LWM2M Server, Access Control Object cannot block/grant Object/Object Instance creation from a certain LWM2M Server.
Therefore, this CR proposes adding a Resource called “Creatable Object” in LWM2M Server Object. This Resource value can control which LWM2M Server can create which Object.
Example of this is that vendor Server can create Firmware Object, but service Server cannot create Firmware Object.

Since Creatable Object Resource value is really sensitive, this CR also proposes Creatable Object is read-only Resource. (This Resource can be manipulated by bootstrap interface)

2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Adding Creatable Object
C.1 LWM2M Object: LWM2M Server

Description: This LWM2M objects provides the data related to a LWM2M server, the initial access rights, and security related data.
Object Info:
	Object
	Object ID 
	Object URN
	Multiple Instances?

	LWM2M Server
	0
	
	Yes


Resource Info:

	Resource Name
	Resource ID
	Access Type
	Multiple

Instances?
	Type
	Range or Enumeration
	Units
	Descriptions

	LWM2M Server URI
	0
	R, W
	No
	String

	0 – 255 bytes
	-
	Uniquely identifies the LWM2M Server, and is in the form:

“coaps://host:port”, where host is an IP address or FQDN, and port is the UDP port of the Server. 

	Security Mode
	1
	R, W
	No
	Integer
	8-bit
	-
	Determines which security mode of CoAP is used
0: Pre-Shared Key mode
1: Raw Public Key mode
2: Certificate mode

	Security Key
	2
	R, W
	No
	Binary
	Variable
	-
	Stores security key of security mode. The format of the keying material is defined by the security mode.

	Short Server ID
	4
	R
	No
	Unsigned Integer
	16-bit
	-
	Short integer ID, assigned by the LWM2M Client. This identifier uniquely identifies each LWM2M Server configured for the LWM2M Client.

default Short Server ID (i.e. 0) MUST not be used for identifying the LWM2M Server

	Default Minimum Period
	5
	R, W
	No
	Unsigned Integer
	16-bit
	s
	The default value the Client should use for the Minimum Period of an Observation in the absence of this parameter being included in an Observation.

	Default Maximum Period
	6
	R, W
	No
	Unsigned Integer
	16-bit
	s
	The default value the Client should use for the Maximum Period of an Observation in the absence of this parameter being included in an Observation.

	Disabled
	7
	R, W
	No
	Boolean
	1-bit
	
	If true, this LWM2M Server is disabled for a certain period defined in the Disabled Timeout Resource. In this period, the LWM2M Client MUST NOT send any message to the Server and ignore all the messages from the Server. When disabled, Client MUST perform de-registration process and underlying network connection between the Client and Server MUST be disconnected.

	Disabled Timeout
	8
	R, W
	No
	Unsigned Integer
	32-bit
	s
	A period to disable the Server. After this period, the LWM2M Client MUST set false to the value of Disabled Resource and perform registration process to the Server. If this Resource is not set, a default timeout value is 86400 (1 day).

	Creatable Objects
	9
	R
	Yes
	Integer
	16 bit
	-
	Lists Object ID of creatable Objects. The LWM2M Server can only create Object or Object Instances listed in this Resource Instances.
Note: it doesn’t mean the Server cannot access other Objects or Object Instances. If the Server has access right, then the Server can access that Objects or Object Instances.
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