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1 Reason for Change

This CR provides how to create Access Control Object Instance when an Object Instance is created
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Update 6.3.4
6.3.4 Create
The Create operation is used for the Server to create Object Instance at once. This operation MUST target either to the Object Instance which has not yet been instantiated or to the Object. The Object ID MUST be listed in Objects and Object Instances parameter in the previous Registration or Update message. The Create operation has the following parameters:
Table 2 Create parameters
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance to create. If this Resource is not specified, the Client decides ID of an Object Instance.

	New Value
	Yes
	-
	The new value included in the payload to create the Object Instance.


When Create operation is done in the Client, the Client MUST automatically create an Access Control Object Instance with following setting:
· Object ID and Object Instance ID assigned to Object Instance which is created by the Create operation
· ACL which contains an ACL entry (Short Server ID of the Server and full access right)
· Access Control Owner as Short Server ID of the Server
Change 2:  Update B.2
B.2 LWM2M Object: Access Control

Description: Access Control Object is used to check whether the LWM2M Server has access right for performing an operation. Each Access Control Object Instance contains ACL for a certain Object Instance.
Object Info:

	Object
	Object ID 
	Object URN
	Multiple Instances?

	Access Control
	2
	
	Yes


Resource Info:

	Resource Name
	Resource ID
	Access Type
	Multiple

Instances?
	Type
	Range or Enumeration
	Units
	Descriptions

	Object ID
	0
	R, W
	NO
	Unsigned Integer
	16-bit
	-
	See Table 3.

	Object Instance ID
	1
	R, W
	NO
	Unsigned Integer
	16-bit
	-
	See Table 3.

	ACL
	2
	R, W
	YES
	Binary
	8-bit
	-
	Resource Instance ID MUST be the same with Short Server ID of a certain LWM2M Server which has an access right.
Resource Instance ID 0 MUST be used for default ACL entry.
Value corresponding to the Resource Instance ID is 1 byte access right value specified as below.
1st lsb: Read
2nd lsb: Write
3rd lsb: Execute
Other bits are reserved for future use

	Access Control Owner
	3
	R, W
	NO
	Unsigned Integer
	16-bit
	-
	Short Server ID of a certain LWM2M Server. This LWM2M Server only MUST be able to write these Resources of theObject Instance.


Editors’note: Add Example of Object Instance
Note: All the Server can read this Object Instance and Access Control Owner can write this Object Instance.

Note: Create/Delete operation targeting Access Control Object or Access Control Object Instance MUST NOT be allowed in Device Management and Service Enablement interface.
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