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Reason for Change
This CR proposes to resolve editor’s note in Appendix C.2.1
Impact on Other Specifications
None
Intellectual Property Rights
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Recommendation
DM WG to review and agree this CR
Detailed Change Proposal
Change C.1
[bookmark: _Toc353539095]C.2 LWM2M Object: Access Control
Description: Access Control Object is used to check whether the LWM2M Server has access right for performing an operation. Each Access Control Object Instance contains ACL for a certain Object Instance.

Object Info:


	Object
	Object ID 
	Object URN
	Multiple Instances?

	Access Control
	2
	
	Yes



[bookmark: _GoBack]

Resource Info:


	Resource Name
	Resource ID
	Access Type
	Multiple
Instances?
	Mandatory?
	Type
	Range or Enumeration
	Units
	Descriptions

	Object ID
	0
	R, W
	NO
	
	Unsigned Integer
	16-bit
	-
	See Table 3.

	Object Instance ID
	1
	R, W
	NO
	
	Unsigned Integer
	8-bit
	-
	See Table 3.

	ACL
	2
	R, W
	YES
	
	Binary
	8-bit
	-
	Resource Instance ID MUST be the same with Short Server ID of a certain LWM2M Server which has an access right.
Resource Instance ID 0 is for default ACL entry.
Value corresponding to the Resource Instance ID is 1 byte access right value specified as below.
1st lsb: Read
2nd lsb: Write
3rd lsb: Execute
4th lsb: Create
5th lsb: Delete
Other bits are reserved for future use

	Access Control Owner
	3
	R, W
	NO
	
	Unsigned Integer
	8-bit
	-
	Short Server ID of a certain LWM2M Server. This LWM2M Server only can manage these Resources of the Object Instance.




[bookmark: _Toc353539096]C.2.1 Object Instance Consideration
This Object MUST be instantiated in two cases:

	Case 1: Object Instance for authorizing 
Read, Write, Execute and Delete operation
	Case 2: Object Instance for authorizing 
Create operation

	The Object Instance MUST be used for authorizing Read, Write, Execute and Delete operation.
In this case, Object ID, Object Instance ID, ACL, and Access Control Owner Resource MUST be specified.
Access right for Create operation in the Object Instance MUST be ignored.
This Object Instance MUST be managed by Access Control Owner.
	The Object Instance MUST be used for authorizing Create operation.
In this case, Only Object ID and ACL MUST be specified and the other Resources MUST NOT be specified.
Access right except for Create operation MUST be ignored.
This Object Instance MUST be managed by Bootstrap interface.
The LWM2M Server can only perform Create operation on Object Instances, Object IDs of which are listed in the Object Instance.



Editor’s note: wording should be improved.
Editors’note: Add Example of Object Instance


Modify Appendix B
Appendix B. Example LWM2M Client (Informative)
This section defines an example LWM2M Client for a simple imaginary device with a Cellular interface including instantiated Objects and their values, which is used throughout this specification in examples. The example device has two Server Objects (it is configured to register with two different LWM2M Servers), two accompanying ACL Objects for those servers, a Device Object and a Connectivity Monitoring Object for a Cellular interface. The first Server controls the access control rights for both servers. 

Table 3 Object instances of the example.
Object
Object ID 
Object Instance ID
LWM2M Server Object [1]
1
1
LWM2M Server Object [2]
1
2
Access ControlCL Object [0]
2
0
Access ControlCL Object [1]
2
1
Access Control Object [2]
2
2
Device Object 
3
-
Connectivity Monitoring Object
4
-
 








Table 4 LWM2M Server Object [1]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coap://server1.example.com
	Example LWM2M server

	Lifetime
	1
	
	86400
	

	Security Mode
	2
	
	0
	PSK mode

	Security Key
	3
	
	-
	

	Short Server ID
	4
	
	1
	

	Default Minimum Period
	5
	
	300
	

	Default Maximum Period
	6
	
	6000
	

	DisableTimeout
	8
	
	86400
	

	Notification Storing When Disabled or Offline
	9
	
	True
	

	Binding Preference
	10
	
	0
	UDP binding preference



Table 5 LWM2M Server Object [2]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coap://server2.example.com
	Example LWM2M server

	Lifetime
	1
	
	86400
	

	Security Mode
	2
	
	0
	PSK mode

	Security Key
	3
	
	-
	

	Short Server ID
	4
	
	2
	

	Default Minimum Period
	5
	
	60
	

	Default Maximum Period
	6
	
	6000
	

	DisableTimeout
	8
	
	86400
	

	Notification Storing When Disabled or Offline
	9
	
	False
	

	Binding Preference
	10
	
	1
	UDP with Queuing binding preference



Table 6 Access ControlCL Object [0] (for the Device Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	3
	Device Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	1
	R. W, E
	Server 1 has all access rights. Note that the Resource Instance ID indicates the Server ID. 

	ACL
	2
	2
	R
	Server 2 has read-only access rights. Note that the Resource Instance ID indicates the Server ID.

	Access Control Owner
	3
	
	1
	Server 1 controls this Object’s access rights.



Table 7 Access ControlCL Object [1] (for the Connectivity Monitoring Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	4
	Connectivity Monitoring Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	1
	R
	Server 1 has read-only access rights. Note that the Resource Instance ID indicates the Server ID.

	ACL
	2
	02
	R
	The other Servers except Server 1Server 2 haves read-only access rights. Note that thise Resource Instance ID indicates the default Server ID.

	Access Control Owner
	3
	
	1
	Server 1 controls this Object’s access rights.



Table 6 Access Control Object [2] (for the Firmware Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	5
	Firmware Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	1
	C
	Server 1 can create Firmware Object Instance

	Access Control Owner
	3
	
	-
	This Object Instance must be managed by Bootstrap Interface




Table 8 Device Object
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Manufacturer
	0
	
	Open Mobile Alliance
	

	Model Number
	1
	
	Lightweight M2M Client
	

	Serial Number
	2
	
	345000123
	

	Firmware version
	7
	
	1.0
	

	Power source status
	10
	
	0
	Line power

	Battery level
	11
	
	100
	

	Memory free
	16
	
	15
	15 kB of free memory

	Error code
	18
	
	0
	No errors

	Current Time
	20
	
	1367491215
	May 2nd, 2013 at 11:42 AM GMT

	Time Zone
	21
	
	2
	GMT+2 (CET)



Table 9 Connectivity Monitoring Object
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Network Bearer
	0
	
	0
	GSM Bearer

	Available Network Bearer
	1
	
	0
	GSM Bearer

	Radio signal strength
	2
	
	92
	RSSI in dBm

	
	
	
	
	

	Link Quality
	3
	
	2
	RxQual Downlink

	IP Addresses
	4
	
	192.168.0.100
	

	Parent IP Addresses
	5
	
	192.168.1.1
	

	Link Utilization
	6
	
	5
	%

	APN
	7
	
	internet
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