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Reason for Change
A situation exists in the Bootstrap Sequence where the Client fails to register with fails to all the servers or the LWM2M Client hasn’t been configured with LWM2M Server Object Instance(s). In this scenario either a Server or Client Initiated Bootstrap is warranted.
However there is a problem that Client and Server do not know if who should initiate the Bootstrap.

Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
This can be solved by adding a ClientHoldOffTime to the LWM2M BootstrapServer and adding additional logic into the Bootstrap sequence
Detailed Change Proposal

Change to 5.1.3 : Change step 4 with new text

[bookmark: _Toc357006217]5.1.3 Bootstrap Sequence
The LWM2M Client SHALL follow the procedure specified as below when attempting to bootstrap a LWM2M Device:
1. If the LWM2M Device has SmartCard, the LWM2M Client tries to obtain Bootstrap Information from the SmartCard using the SmartCard Provisioning bootstrap mode. 
2. If the LWM2M Client is not configured using the SmartCard Provisioning bootstrap mode, the LWM2M Client tries to obtain the Bootstrap Information by using Manufacturer Pre-configuration bootstrap mode.
3. If the LWM2M Client has any LWM2M Server Object Instances from the previous steps, the LWM2M Client tries to register to the LWM2M Server(s) configured in the LWM2M Server Object Instance(s).
4. If If LWM2M Client fails to register to all the LWM2M Servers or the Client doesn’t have any LWM2M Server Object Instances, and the LWM2M Client hasn’t received a Server Initiated Bootstrap within the ClientHoldOffTime, the LWM2M Client performs the Client Initiated Bootstrap.LWM2M Client fails to register to all the LWM2M Servers or the Client doesn’t have any LWM2M Server Object Instance, the Client performs Client initiated bootstrap


Change to 5.1.5 

[bookmark: _Toc357006219]5.1.5 LWM2M Object: LWM2M Bootstrap Server

Description: This LWM2M object SHOULD be pre-configured and MUST NOT be accessed by LWM2M Server.

Object Info:

	Object
	Object ID 
	Object URN
	Multiple Instances?

	LWM2M Bootstrap Server
	
	
	No






Resource Info:

	Resource Name
	Type
	Range or Enumeration
	Descriptions

	LWM2M Bootstrap Server URI
	String

	0 – 255 bytes
	Uniquely identifies the LWM2M Bootstrap Server and is in the form:
“coaps://host:port”, where host is an IP address or FQDN and port is the UDP port of the LWM2M Bootstrap Server. 

	Security Mode
	Integer
	8-bit
	Determines which security mode of DTLS is used
0: Pre-Shared Key mode
1: Raw Public Key mode
2: Certificate mode

	Public Key or Identity 
	Opaque
	Variable
	Stores the Certificate (Certificate mode), public key (RPK mode) or PSK Identity (PSK mode). The format is defined in Section D.1.1.

	Secret Key
	Opaque
	Variable
	Stores the secret key or private key of the security mode. The format of the keying material is defined by the security mode in  Section D.1.1

	ClientHoldOffTime
	Integer

	32-bit
	The number of seconds to wait before initiating a Client Initiated Bootstrap once the LWM2M Client has determined it should initiate this bootstrap mode 
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