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1 Reason for Change

The TS specifies the Endpoint Client Name is Unique within a Server but doesn’t specify how this can be guaranteed. 

 Without a guaranteed uniqueness, clashes of Endpoint Client Names ARE guaranteed.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Add a new attribute for EPType: OUI-PC-SN; IMEI and allow for vendor extensions.
5 Detailed Change Proposal
Change 1:  Section 5.1.2.3 Client Initiated Bootstrap Replace Step #1 with following text and add editor note
Step #1: Request bootstrap to bootstrap URI

The LWM2M Client sends a “Request Bootstrap” logical operation to LWM2M Bootstrap Server URI which has been pre-provisioned. When requesting the bootstrap, the LWM2M Client sends the LWM2M Client’s “Endpoint Client Name”  and “Endpoint Client Name Type” parameters in order to allow the L2M2M Bootstrap Server to provision the proper Bootstrap Information for the LWM2M Client.

Editors note: Figure 5 must be adjusted as well

Change 2:  Section 5.2.1 Registration

5.2.1 Registration

Registration is performed when a LWM2M Client sends a “Register” logical operation to the LWM2M Server. After the LWM2M Device is turned on and the bootstrap procedure has been completed, the LWM2M Client MUST perform a “Register” logical operation to each LWM2M Server that the LWM2M Client has a Server Object Instance.  Table 3 describes the parameters used for the “Register” logical operation.
The “Register” logical operation includes the “Endpoint Client Name” and “Endpoint Client Name Type” parameters along with other parameters listed in Table 3. The “Register” logical operation MUST include a value for the “Endpoint Client Name” parameter that is unique on that LWM2M Server.
Upon receiving a ”Register” logical operation from the LWM2M Client, the LWM2M Server records the IP address and port from the IP packet of the registration message and uses this information for all future interactions with that LWM2M Client.
If the LWM2M Client sends a “Register” logical operation to the LWM2M Server even though the LWM2M Server has registration information of the LWM2M Client, the LWM2M Server removes the existing registration information and performs the new ”Register” logical operation. This situation happens when the LWM2M Client forgets the state of the LWM2M Server (e.g., factory reset).
Table 3: Registration parameters
	Parameter
	Required
	Default Value
	Notes

	Endpoint Client Name
	Yes
	
	See Section 6.2

	Endpoint Client Name Type
	Yes
	-
	Defines the type of Endpoint Client Name used for the LWM2M Client on the LWM2M Server (including LMWM2M Bootstrap Server).
See Section 6.2.1

	Lifetime
	No
	86400
	If Lifetime Resource does not exist in a LWM2M Server Object Instance (see section D.1), the Client MUST NOT send this parameter and the Server MUST regard lifetime of the Client as 86400 seconds The registration SHOULD be removed by the Server if a new registration or update is not received within this lifetime.

	SMS Binding Support
	No
	
	Inclusion of this parameter indicates the Client supports the SMS binding. The value of this parameter is the MSISDN where the Client can be reached.

	Objects and Object Instances
	Yes
	
	The list of Objects supported and Object Instances available on the Client.

	LWM2M Version
	No
	1.0
	Indicates the version of the LWM2M Enabler that the LWM2M Client supports. This parameter is required only for LWM2M versions > 1.0.

	Queue Mode 
	No
	
	Indicates that the LWM2M Client requests the LWM2M Server to work in Queue Mode (see Section 8.4 Queue Mode Operation). 


The list of Objects and Object Instances is included in the payload of the registration message. Each Object is described as a Link in the CoRE Link Format [RFC6690]. The Target component of the link is required, and consists of the Object path. Any other parameters included in the link MUST be silently ignored, unless specified for use by the LWM2M Enabler. The Media Type of this payload is application/link-format.

<snip>

Change 3:  Chapter 6.2 / Table 12 LWM2M Identifiers /Modify the Endpoint Client Name identifier.
6.2 Identifiers

The LWM2M Enabler defines specific identifiers for entities used within the LWM2M Protocol. These identifiers are defined in Table 12.

Table 12: LWM2M Identifiers
	Identifier
	Semantics
	Description

	Endpoint Client Name
	String (max 63 bytes)
	SHOULD follow guidelines defined in chapter 6.2.1.
Identifies the LWM2M Client on one LWM2M Server (including LMWM2M Bootstrap Server) within the context of the Endpoint Client Type. 

Provided to the LWM2M Server during Registration, also provided to LMWM2M Bootstrap Server when executing the Bootstrap procedure.

	LWM2M Bootstrap Server URI
	URI
	Uniquely identifies the LWM2M Bootstrap Server.  Provided to the LWM2M Client during the Bootstrap procedure 

	LWM2M Server URI
	URI
	Uniquely identifies the LWM2M Server. Provided to the Client during Bootstrap procedure. 

	Short Server ID
	16-bit unsigned integer
	Uniquely identifies each LWM2M Server configured for the LWM2M Client. The identifier is assigned by the LWM2M Client.
Default Short Server ID is 0 and default Short Server ID MUST not be used for identifying the LWM2M Server.

	Human Readable Object URN
	URN for the OMA Management Object
	Assigned by the Object specification.

	Object ID 
	16-bit unsigned integer
	Uniquely identifies the Object in the LWM2M Client. This identifier is assigned by OMA.

	Object Instance ID
	8-bit unsigned integer
	Uniquely identifies the Object Instance of the Object within the LWM2M Client. This identifier is assigned by LWM2M Client or LWM2M Server.

	Resource ID
	16-bit unsigned integer 
	Uniquely identifies the Resource within the Object.  Short integer ID, with a range assigned by the Object specification and unique to that Object, and a Reusable Resource ID range assigned by OMNA and re-usable between Objects.

	Resource Instance ID
	8-bit unsigned integer
	Uniquely identifies the Resource Instance in the Resource. This identifier is assigned by LWM2M Client or LWM2M Server.


6.2.1 Endpoint Client Name
Following formats are recommended for this identifier to garanty uniqueness: 
	Endpoint Client Name Type
	Format

	1 – OUI-PC-Serial Number
	<OUI> "-" <ProductClass> "-" <SerialNumber> or 
<OUI> "-" <SerialNumber> 
as defined in chapter 3.4.4 of [TR-069]

	2 – URN
	IMEI URN: Identify an International Mobile Equipment Identifiers [3GPP-TS_23.003]. The IMEI URN specifies a valid, 15 digit IMEI. The format of the URN is IMEI:###############
ESN URN: Identify an Electronic Serial Number.  The ESN specifies a valid, 8 digit ESN.  The format of the URN is ESN:########
MEID URN: Identify a Mobile Equipment Identifier. The MEID URN specifies a valid, 14 digit MEID. The format of the URN is  MEID:##############
UUID URN: Identify an  Universally Unique IDentifier (UUID). The UUID specifies a valid, hex digit character string as defined in [RFC4122]. The format of the URN is 
UUID:########-####-####-############
Other URN types MAY be used. 

	3-64 
	Reserved for future OMA use

	65 – 255
	Reserved for Vendor Specific use


Editor’s Note: IMEI URN format to be checked since urn:gsma:imei:xxx has been defined in ( draft-montemurro-gsma-imei-urn-14) 
6.2.2 Reusable Resources

When Objects are designed for a similar purpose, for example Objects for use in network management, or Objects for use in embedded device automation, similar resources are useful in more than one Object. For example in embedded device automation, Objects for different purposes may contain common resource types such as digital input, digital output, analogue input, analogue output, dimmer value, unit, min measurement, max measurement, value range etc. 

If a resource can feasibly be re-used with the same meaning in multiple Object definitions, it can be defined as a Reusable Resource ID and registered with OMNA. Other Objects may then make use of this Reusable Resource ID in another Object definition. The definition of the Resource MUST be the same with the exception of the Multiple Resource, Mandatory and Description fields. 
Change 4:  Chapter 8.2.2 / Table 16 Operation to Method and URI Mapping , Modify the Write and Update operation URIs and figure 
.
	Logical Operation
	CoAP Method
	URI
	Success
	Failure

	Write Uplink
	POST
	/rd?ept={Endpoint Client Name Type}&ep={Endpoint Client Name}&lt={Lifetime}&sms={MSISDN}
&lwm2m={version}&q
	2.01 Created
	4.00 Bad Request

	Update Uplink
	PUT
	/{location}?ept={Endpoint Client Name Type}&ep={Endpoint Client Name}&lt={Lifetime}&sms={MSISDN}
&lwm2m={version}
	2.04 Changed
	4.00 Bad Request


Editors Note: Figure also needs adjusted.
Change 5:  Chapter 8.2.3 / Table 17 Operation to Method and URI Mapping, Modify the Request Bootstrap operation URIs and figure
	Logical Operation
	CoAP Method
	URI
	Success
	Failure

	Request Bootstrap
	POST
	/bs? ept={Endpoint Client Name Type}&ep={Endpoint Client Name}
	2.04 Changed
	4.00 Bad Request


Editors Note: Figure also needs adjusted.
Change 6:  Chapter 8.4/ Table 20: Response Codes, Add a response for duplicate Endpoint Type and Name
	Logical Operations
	Available CoAP Response Codes
	Reason Phrase

	Device Discovery and Registration Interface

	Register
	2.01 Created
	Register operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified
Unknown Endpoint Client Name and Endpoint Client Type

	
	4.09 Conflict
	The Endpoint Client Type and Endpoint Client Name result in a duplicate entry on the LWM2M Server.


	Bootstrap Interface

	 Request Bootstrap
	2.04 Changed
	Request Bootstrap is completed successfully

	
	4.00 Bad Request
	Unknown Endpoint Client Name and Endpoint Client Type


Editor Note: 4.09 error code. What is the response format – Can we provide information and suggestion for a Endpoint Client Name to use in the response.
Change 7:  Section 7.1.3 X.509 Certificates , Modify check for Endpoint Client Name to include Type
A LWM2M Client Certificate MUST include the “Endpoint Client Type” and “Endpoint Client Name” parameters used to register the device in the Subject Common Name (CN) field of the Certificate. The format of the parameters in the CN field MUST be “Endpoint Client Type”:”Endpoint Client Name”. Upon registration, the LWM2M Server MUST check that this CN field matches the “Endpoint Client Name” and “Endpoint Client Type” parameters of the registration message during authentication and MUST reject the handshake if these fields do not match. The LWM2M Server SHOULD also verify that the Certificate is signed by the indicated Issuer.

Change 8:  Section 2.1 , additional references
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