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1 Reason for Change

Security Key Ressource Format chapter would be more revelant if put right after the LWM2M Server Access Security Object description.

LWM2M Server Object and ACL Object have the same ID.

LWM2M Server Object ressources need renumbering.

ACL Ressources use undefined Data Types.

Example LWM2M Client and example registration need to be updated. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR.
6 Detailed Change Proposal

Change 1:  Gather critical server informations
D.1 LWM2M Object: LWM2M Server Access Security

Description: This LWM2M object provides the keying material of a LWM2M Client appropriate to access a specified LWM2M Server. One Object Instance SHOULD address a LWM2M Bootstrap Server 

These LWM2M object resources MUST only be changed by a Bootstrap Server or SmartCard provisioning and MUST NOT be accessible by any Server.
 LISTNUM 
Object Info:
	Object
	Object ID 
	Object URN
	Multiple Instances?
	Mandatory?

	LWM2M Server Access Security
	0
	
	Yes
	Yes


Resource Info:

	Resource Name
	Resource ID
	Access Type
	Multiple

Instances?
	Mandatory?
	Type
	Range or Enumeration
	Units
	Descriptions

	LWM2M Bootstrap Server URI
	0
	
	No
	Yes
	String


	0 – 255 bytes
	-
	Relevant information for Bootstrap Server only.

Uniquely identifies the LWM2M Bootstrap Server, and is in the form:

“coaps://host:port”, where host is an IP address or FQDN, and port is the UDP port of the Server. 

	Bootstrap Server
	1
	
	No
	Yes
	Boolean
	
	-
	Determines if the current  instance concerns a LWM2M Bootstrap Server (true) or a standard LWM2M Server(false) 

	Security Mode
	2
	
	No
	Yes
	Integer
	0-3
	-
	Determines which security mode of DTLS is used
0: Pre-Shared Key mode
1: Raw Public Key mode
2: Certificate mode

3: NoSec mode

	Public Key or Identity
	3
	
	No
	Yes
	Opaque
	
	-
	Stores the Certificate (Certificate mode), public key (RPK mode) or PSK Identity (PSK mode). The format is defined in Section 0.

	Secret Key
	4
	
	No
	Yes
	Opaque
	
	-
	Stores the secret key or private key of the security mode. The format of the keying material is defined by the security mode  in  Section 0.

	Short Server ID
	5
	
	No
	Yes
	Integer
	1-65535
	-
	Relevant information for non Bootstrap Server only.

Used as link to associate server object instance.

	Client Hold Off Time
	6
	
	No
	Yes
	Integer


	
	s
	Revelant information for a Bootstrap Server only. The number of seconds to wait before initiating a Client Initiated Bootstrap once the LWM2M Client has determined it should initiate this bootstrap mode


D.1.1 Security Key Resource Format

This section defines the format of the Secret Key and Public Key and Identity resources of the LWM2M Server and LWM2M Bootstrap Objects. These resources are used to configure the security mode and keying material that a Client uses with a particular Server. The Objects are configured on the Client using one of the Bootstrap mechanisms described in Section 5.1. The use of this keying material for each security mode is defined in Section 7.1.

D.1.1.1 Pre-Shared Key (PSK) Mode

The PSK is a binary shared secret key between the Client and Server of the appropriate length for the Cipher Suite used [RFC4279]. This key is composed of a suqeuence of binary bytes in the Secret Key resource. The default PSK Cipher Suites defined in this specification use a 128-bit AES key. Thus this key would be represented in 16 bytes in the Secret Key Resource. 

The corresponding PSK Identity for this PSK is stored in the Public Key or Identity resource. The PSK Identity is simply stored as a UTF-8 String as per [RFC4279]. Clients and Servers MUST support a PSK Identity of at least 128 bytes in length as required by [RFC4279].

D.1.1.2 Raw-Public Key (RPK) Mode

The raw-public key mode requires a public key and a private key of the appropriate type and length for the Cipher Suite used. These keys are carried as a sequence of binary bytes with the public key stored in the Public Key or Identity Resource, and the private key stored in the Secret Key Resource. The default RPK Cipher Suites defines in this specification use a 256-bit ECC key. Thus the Certificate Resource would contain a 32 byte public key and the Secret Key Resource a 32 byte private key.

D.1.1.3 Certificate Mode

The Certificate mode requires an X.509v3 Certificate along with a matching private key. The private key is stored in the Secret Key Resource as in RPK mode. The Certificate is simply represented as binary X.509v3 in the value of the Public Key or Identity Resource.
D.2 LWM2M Object: LWM2M Server

Description: This LWM2M object provides the data related to a LWM2M Server. A Bootstrap Server has no such an object instance associated to it.
Object Info:
	Object
	Object ID 
	Object URN
	Multiple Instances?
	Mandatory?

	LWM2M Server
	1
	
	Yes
	Yes


Resource Info:

	Resource Name
	Resource ID
	Supported Operations
	Multiple

Instances?
	Mandatory?
	Data Type
	Range or Enumeration
	Units
	Descriptions

	LWM2M Server URI
	0
	R, W
	No
	Yes
	String


	0 – 255 bytes
	-
	Uniquely identifies the LWM2M Server, and is in the form:

“coaps://host:port”, where host is an IP address or FQDN, and port is the UDP port of the Server. 

	Lifetime
	1
	R, W
	No
	Yes
	Integer
	
	s
	Specify the lifetime of the registration in seconds. 

	Short Server ID
	2
	R
	No
	Yes
	Integer
	1-65535
	-
	This identifier uniquely identifies each LWM2M Server configured for the LWM2M Client.

default Short Server ID (i.e. 0) MUST not be used for identifying the LWM2M Server

	Default Minimum Period
	3
	R, W
	No
	No
	Integer
	
	s
	The default value the Client should use for the Minimum Period of an Observation in the absence of this parameter being included in an Observation.

If this Resource doesn’t exist, the default value is 1.

	Default Maximum Period
	4
	R, W
	No
	No
	Integer
	
	s
	The default value the Client should use for the Maximum Period of an Observation in the absence of this parameter being included in an Observation.

	Disable
	5
	E
	No
	No
	
	
	
	If this Resource is executed, this LWM2M Server Object is disabled for a certain period defined in the Disabled Timeout Resource. In this period, the LWM2M Client MUST NOT send any message to the Server and ignore all the messages from the Server. When disabled, Client MUST perform de-registration process and underlying network connection between the Client and Server MUST be disconnected.

	Disable
Timeout
	6
	R, W
	No
	No
	Integer
	
	s
	A period to disable the Server. After this period, the LWM2M Client MUST perform registration process to the Server. If this Resource is not set, a default timeout value is 86400 (1 day).

	Notification Storing When Disabled or Offline
	7
	R, W
	No
	Yes
	Boolean
	
	
	If true, the LWM2M Client stores Observe Notifications to the LWM2M Server while the LWM2M Server account is disabled or the Client is offline. After the LWM2M Server account is enabled or the Client is online, the LWM2M Client reports the stored Notifications to the Server.

If false, the LWM2M Client discards all the Observe Notifications or temporally disables the Observe function while the LWM2M Server is disabled or the Client is offline.

The default value is true.

The maximum number of storing Notification per the Server is up to the implementation.

	Binding 
	8
	R, W
	No
	Yes
	String
	The possible values of Resource are listed in 5.2.1.1
	
	This Resource defines the transport binding configured for the Client.

If the Client supports the binding specified in this Resource, the Client MUST use that for current binding and mode.


	Registration Update Trigger
	9
	E
	No
	Yes
	
	
	
	If this resource is executed the LWM2M Client SHALL perform an “Update” logical operation  with this LWM2M Server using the Current Transport Binding and Mode.













1. 
2. 
· 
· 
3. 
4. 
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Change 2:  Editorial cleanup in ACL
D.3 LWM2M Object: Access Control

Description: Access Control Object is used to check whether the LWM2M Server has access right for performing an operation. Each Access Control Object Instance contains ACL for a certain Object Instance.

Object Info:

	Object
	Object ID 
	Object URN
	Multiple Instances?
	Mandatory?

	Access Control
	2
	
	Yes
	No


Resource Info:

	Resource Name
	Resource ID
	Supported Operations
	Multiple

Instances?
	Mandatory?
	Data Type
	Range or Enumeration
	Units
	Descriptions

	Object ID
	0
	R, W
	NO
	Yes
	Integer
	1-65535
	-
	See Table 3. The Object ID and The Object Instance ID are applied for 

	Object Instance ID
	1
	R, W
	NO
	Yes
	Integer
	0-65535
	-
	See Table 14: LWM2M Identifiers

	ACL
	2
	R, W
	YES
	Yes
	Integer
	8-bit
	-
	Resource Instance ID MUST be the same with Short Server ID of a certain LWM2M Server which has an access right.

Resource Instance ID 0 is for default Short Server ID.

Value corresponding to the Resource Instance ID is 1 byte access right value specified as below.

1st lsb: Read

2nd lsb: Write

3rd lsb: Execute

4th lsb: Create
5th lsb: Delete
6th lsb: Discover Attributes
7th lsb: Write Attributes
Other bits are reserved for future use

	Access Control Owner
	3
	R, W
	NO
	Yes
	Integer
	0-65535
	-
	Short Server ID of a certain LWM2M Server. This LWM2M Server only can manage these Resources of the Object Instance.


Change 3:  Reflects modification to example LWM2M client

Appendix E. Example LWM2M Client (Informative)
This section defines an example LWM2M Client for a simple imaginary device with a Cellular interface including instantiated Objects and their values, which is used throughout this specification in examples. The example has the Endpoint Name “example-client”. The example device has two Server Objects (it is configured to register with two different LWM2M Servers), two accompanying ACL Objects for those servers, a Device Object and a Connectivity Monitoring Object for a Cellular interface. The first Server controls the access control rights for both servers. 

Table 1: Object instances of the example


Table 2: LWM2M Server Access Security Object [0]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Server URI
	0
	
	coap://bootstrap.example.com
	Example Bootstrap Server

	Bootstrap Server
	1
	
	true
	

	Security Mode
	2
	
	0
	PSK mode

	Public Key or Identity
	3
	
	[identity string]
	PSK Identity

	Secret Key
	4
	
	[secret key data]
	AES key

	Short Server ID
	5
	
	0
	unused

	Client Hold Off Time
	6
	
	3600
	


Table 3: LWM2M Server Access Security Object [1]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Server URI
	0
	
	
	unused

	Bootstrap Server
	1
	
	false
	

	Security Mode
	2
	
	0
	PSK mode

	Public Key or Identity
	3
	
	[identity string]
	PSK Identity

	Secret Key
	4
	
	[secret key data]
	AES key

	Short Server ID
	5
	
	101
	

	Client Hold Off Time
	6
	
	0
	unused


Table 4: LWM2M Server Access Security Object [2]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Server URI
	0
	
	
	unused

	Bootstrap Server
	1
	
	false
	

	Security Mode
	2
	
	0
	PSK mode

	Public Key or Identity
	3
	
	[identity string]
	PSK Identity

	Secret Key
	4
	
	[secret key data]
	AES key

	Short Server ID
	5
	
	102
	

	Client Hold Off Time
	6
	
	0
	unused


Table 5: LWM2M Server Object [1]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coap://server1.example.com
	Example LWM2M server 1

	Lifetime
	1
	
	86400
	

	
	
	
	
	

	
	
	
	
	

	Short Server ID
	2
	
	101
	

	Default Minimum Period
	3
	
	300
	

	Default Maximum Period
	4
	
	6000
	

	DisableTimeout
	6
	
	86400
	

	Notification Storing When Disabled or Offline
	7
	
	True
	

	Binding
	8
	
	U
	UDP binding preference


Table 6: LWM2M Server Object [2]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coap://server2.example.com
	Example LWM2M server 2

	Lifetime
	1
	
	86400
	

	
	
	
	
	

	
	
	
	
	

	Short Server ID
	2
	
	102
	

	Default Minimum Period
	3
	
	60
	

	Default Maximum Period
	4
	
	6000
	

	DisableTimeout
	6
	
	86400
	

	Notification Storing When Disabled or Offline
	7
	
	False
	

	Binding
	8
	
	UQ
	UDP with Queuing binding preference


Table 7: Access Control Object [0] (for the Device Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	3
	Device Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	101
	R. W, E
	Server 1 has all access rights. Note that the Resource Instance ID indicates the Server ID. 

	ACL
	2
	102
	R
	Server 2 has read-only access rights. Note that the Resource Instance ID indicates the Server ID.

	Access Control Owner
	3
	
	1
	Server 1 controls this Object’s access rights.


Table 8: Access Control Object [1] (for the Connectivity Monitoring Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	4
	Connectivity Monitoring Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	101
	R
	Server 1 has read-only access rights. Note that the Resource Instance ID indicates the Server ID.

	ACL
	2
	0
	R
	The other Servers except Server 1 have read-only access rights. Note that this Resource Instance ID indicates the default Server ID.

	Access Control Owner
	3
	
	1
	Server 1 controls this Object’s access rights.


Table 9: Access Control Object [2] (for the Firmware Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	5
	Firmware Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	101
	C
	Server 1 can create Firmware Object Instance

	Access Control Owner
	3
	
	-
	This Object Instance must be managed by Bootstrap Interface


Change 4:  Editorial change

5.2.1 Registration

Registration is performed when a LWM2M Client sends a “Register” logical operation to the LWM2M Server. After the LWM2M Device is turned on and the bootstrap procedure has been completed, the LWM2M Client MUST perform a “Register” logical operation to each LWM2M Server that the LWM2M Client has a Server Object Instance.  Table 3 describes the parameters used for the “Register” logical operation.
The “Register” logical operation includes the Endpoint Client Name parameter along with other parameters listed in Table 3. The “Register” logical operation MUST include a value for the Endpoint Client Name parameter that is unique on that LWM2M Server.

Upon receiving a ”Register” logical operation from the LWM2M Client, the LWM2M Server records the IP address and port from the IP packet of the registration message and uses this information for all future interactions with that LWM2M Client.

If the LWM2M Client sends a “Register” logical operation to the LWM2M Server even though the LWM2M Server has registration information of the LWM2M Client, the LWM2M Server removes the existing registration information and performs the new ”Register” logical operation. This situation happens when the LWM2M Client forgets the state of the LWM2M Server (e.g., factory reset).
Table 10: Registration parameters
	Parameter
	Required
	Default Value
	Notes

	Endpoint Client Name
	Yes
	
	See Section 6.2

	Lifetime
	No
	86400
	If Lifetime Resource does not exist in a LWM2M Server Object Instance (see section D.1), the Client MUST NOT send this parameter and the Server MUST regard lifetime of the Client as 86400 seconds The registration SHOULD be removed by the Server if a new registration or update is not received within this lifetime.

	LWM2M Version
	No
	1.0
	Indicates the version of the LWM2M Enabler that the LWM2M Client supports. This parameter is required only for LWM2M versions > 1.0.

	Binding Mode
	No
	U
	Indicates current binding and Queue mode of the LWM2M Client. “U” means UDP binding, and "S" means SMS binding. The "Q" can be appended to represent the binding works in the Queue mode.
For example, "UQS" means the Client uses both the UDP binding with Queue Mode enabled and the SMS binding with Queue Mode disabled.
The valid values of the parameter are listed in the section 5.2.1.1.

	SMS Number
	No
	
	The value of this parameter is the MSISDN where the Client can be reached for use with the SMS binding.

	Objects and Object Instances
	Yes
	
	The list of Objects supported and Object Instances available on the Client.


The list of Objects and Object Instances is included in the payload of the registration message. Each Object is described as a Link in the CoRE Link Format [RFC6690]. The Target component of the link is required, and consists of the Object path. Any other parameters included in the link MUST be silently ignored, unless specified for use by the LWM2M Enabler. The Media Type of this payload is application/link-format.

The payload for a LWM2M Client supporting LWM2M Server, Access Control, Device, Connectivity Monitoring and Firmware Objects from Appendix D would simply be:

</1>,</2>,</3>,</5>

If Objects Instances are already available on the LWM2M Client at the time of registration, then the format would be (for the example client of Change 3: ):

</1/101>, </1/102>, </2/0>, </2/1>, </2/2>, </3/0>, </4/0>

By default, the RFC6690 links of Objects are located under the root path as in the examples above. However, devices might be hosting other resources on an endpoint, and there may be the need to place Objects under an alternative path. This is achieved by including an OMA LWM2M link in addition to the Object links as follows, e.g. to place Objects under the “/lwm2m” path:

</lwm2m>;rt="oma.lwm2m", </lwm2m/1/101>, </lwm2m/1/102>, </lwm2m/2/0>, </lwm2m/2/1>, </lwm2m/2/2>, </lwm2m/3/0>, </lwm2m/4/0>

The RFC6690 Resource Type value “oma.lwm2m” is registered with the appropriate IANA registry for this purpose.

If the LWM2M Client supports the JSON data format for all the Objects it SHOULD inform the LWM2M Server by including the content type in the root path link using the ct= link attribute. An example is as follows (note that the content type value 100 is an example, the actual value will be assigned by IANA for the LWM2M JSON format).

</>;rt="oma.lwm2m";ct=100, </1/101>, </1/102>, </2/0>, </2/1>, </2/2>, </3/0>, </4/0>
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