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1 Reason for Change

· Linked to A047  comments of LWM2M CONNR 

· Provide precision related to  Smartcard and LWM2M Device  secure channel for Bootstrap Data provisioning.
2 Impact on Other Specifications

N/A
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR.
5 Detailed Change Proposal

Change 1:  Reference upgrade relative to GP reference 
2. References

2.1 Normative References
	[GLOBALPLATFORM  ]     
	GlobalPlatform  v2.2.1 - January 2011 -  ) 


	[GP SCP03]     
	GlobalPlatform  Secure Channel Protocol 03 (SCP 03) Amendment D v1.1 Sept 2009


	[GP AMD_A]     
	Card Content Management Amendment A v1.0.1 Jan 2011



Change 2:  Smartcard provisioning section :   secure channel reference updated 

3. Interfaces
3.1 Bootstrap Interface
3.1.1 Bootstrap Information 
3.1.2 Bootstrap Modes
5.2.1.1 Manufacturer Pre-configuration
5.2.1.2 Smartcard Provisioning
When the Device supports a Smartcard, the LWM2M Client SHALL retrieve, and process the bootstrap data contained in the Smartcard as described in Appendix F. When the bootstrap data retrieval  is successful, the LWM2M Client SHALL process the bootstrap data from the Smartcard and SHALL apply the Bootstrap Information to its configuration.

Due to the sensible nature of the Bootstrap information, a secure channel SHOULD be established between the Smartcard and the LWM2M Device.
When such a secure channel is established between the Smartcard and the LWM2M Device, this secure channel SHALL be based on [GLOBALPLATFORM]   procedure, mainly described in Appendix H.
Change 3:  Security section update
4. Security
4.1 UDP Channel Security

Concerning Smartcard provisioning, the same care has to be taken and a secure channel between the Smartcard and the LWM2M Device has to be established  as described in Appendix H in reference to  [GLOBALPLATFORM 3].[GP SCP03] [GP AMD_A]
Change 4:  Appendix H : Smartcard / LWM2M Device secure channel based on   Global Platform SCP03  specification

Appendix H. Secure channel between Smartcard and LWM2M Device Storage for secure Bootstrap Data provisioning 

During LWM2M Bootstrap procedure, sensitive data have to be provisioned in LWM2M Device. 

When Bootstrap information comes from Smartcard, a secure channel SHOULD be established.  This secure channel  SHALL follow the following procedure based on [GLOBALPLATFORM][GP SCP03] [GP AMD_A] which is illustrated below. The Bootstrap information will be retrieved from Smartcard as described in Appendix F of this document.

Pre-requisite :  the Smartcard and the LWM2M device have to share the same static Keys KEY_ENC, KEY_MAC, KEY_DEK as specified in  [GLOBALPLATFORM] [GP SCP03] [GP AMD_A] 

These keys are provisioned in the devices in using out-of-band methods.
The steps for the secure transfer are the following and are  illustrated below (figure XX):

· Secure channel (mutual authentication) is established

· PKCS#15 flow  as described in Appendix F takes place for selecting the Bootstrap file in Smartcard

· The secure transfer of the sensitive Bootstrap data is then performed  

Figure XX  :Bootstrap Infromation transfer from Smartcard to LWM2M Device  using Secure channel according to [GLOBALPLATFORM] [GP SCP03] [GP AMD_A] (Security domain of the PKCS#15 application defined as default Security Domain)
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