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1 Reason for Change

.  ACL  Clarification

· Addressing few comments of the CONR
	A130
(not addressed yet)
	2013.07.02
	7.2.1.
	Source: timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: Each ACL Object Instance MUST be managed by a LWM2M Server called Access Control Owner. 

Need to define how to determine the Access Control Owner - Is it the LWM2M Server that creates the ACL Object Instance. Does the Ownership extend to the association of the ACL Object Instance with the Resource Object Instance?

Proposed Change:  Need to clarify who will be the ACS Owner.

	A133
	2013.07.02
	7.2.2.3
	Source: timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: For the  “Write” logical operation, the LWM2M Client MUST perform the logical operation on the Object Instance and sends response only if all the Resources conveyed in the logical operation are allowed to perform the “Write” logical operation. If any Resource does not support the “Write” logical operation, the LWM2M Client MUST inform the LWM2M Server of the Resources which don’t support the logical operation by sending “Access Type Permission Denied” error code for the affected Resources.

How is the error coded since we have to return the resources that are not supported - what information is returned.

Proposed Change:  Clairfy the returned informaiton

	A134
	2013.07.02
	7.2.2.3
	Source: timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: For the “Execute” logical operation, the LWM2M Client MUST not perform the logical operation.
What does it send back? Access Type Permission Denied?

Proposed Change:  Clarify what is sent back.

	A135

(not addressed yet)
	2013.07.03
	7.2.2.3
	Source: LGE

Form: DOC#0025

Comment: there is no mentioning of authorization of some logical operation
Proposed Change: add some text for “Write Attribute” and “Discover”

	A136
	27/06/2013
	7.2.2.4
	Source: Oberthur

Form: DOC#0022

Comment: If the LWM2M Client needs to send a “Notify” logical operation containing an Object Instance or a Resource to the Server, the LWM2M Client MUST check whether the LWM2M Server is authorized for the “Read” logical operation. If the LWM2M Server is not authorized, the Client MUST NOT send the “Notify” logical operation and MUST perform the “Cancel Observation” logical operation.

How is it possible ? After the server has sent an observe to a resource, the client is supposed to send Notifications to the server. To accept Observe, the object is readable.. If the object/resource becomes not readable then no Notification can occur. Clarification needed
Proposed Change:


	A165
	2013.07.02
	D.3
	Source: timothy.carey@alcatel-lucent.com

Form:  DOC#0023

Comment: ACL Resource: Resource Instance ID MUST be the same with Short Server ID of a certain LWM2M Server which has an access right
 I don’t understand this.

Also what is missing is how to correlate the Resource Instance ID with the Resource ID of the Object Instance. - My assumption is Resource Instance ID 0 = Object Resource ID 0; Resource Instance ID 1 = Object Resource ID 1 and so on but this will not work for multiple Short Server Ids – You have to decouple these.

In addition - Resource Instance (ACL Entry) is unique for each Short Server ID, Resource Instance ID

Proposed Change:  Clarify that the ACL Entry is a unqiue for the ShortServerId and target Resource ID. Also clarify how the target Resource ID is related to the ACL Entry.
Other sections of the document may also need updated revisited.


2 Impact on Other Specifications

N/A
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR.
5 Detailed Change Proposal

Change 1:  LWM2M ACL  clarification  
7. Security

7.1 UDP Channel Security
7.2 Access Control

7.2.1 Access Control Object 
In order to  authorize which   operations  specified in section 5.3,  a LWM2M Server can perform on a given Object Instance  within a LWM2M Client, an Access Control Object Instance is assigned per Object Instance that requires authorization  (see Fig XX   ) . Within the Access Control Object Instanceis an ACL Resource which may come in several Instances  (see Fig XX   ):  each ACL Resource Instance is associated to a different Server and  represents the Access Right determining  which operations a LWM2M Server can perform on the Object Instance 
For realizing a simple association between  an  ACL Resource Instance and a given Server, the Short Server ID value  is assigned to this ACL Resource Instance  ID (see Fig XX  ):  

An ACL Resource Instance consisting of the default Short Server ID (i.e. 0) MAY be used to grant access rights to LWM2M Servers which are not specified in the ACL Resource Instances.
Each ACL Object Instance MUST be managed by a LWM2M Server called Access Control Owner. The other LWM2M Servers except Access Control Owner MUST NOT manage the Access Control Object Instance.

The ACL Object Instance is further defined and described in Appendix D.3 and Examples of Access Control Object Instance is specified in Appendix B. 
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Figure xx : illustration of the relations between the LWM2M Access Control Object and the other  LWM2M objects
7.2.2 Authorization 

The LWM2M Client authorizes operations requested by a LWM2M Server on one or several  targeted Resources after performing a 2-steps check  :

· 1 step : the LWM2M Client gets the Access Right of the targeted Object Instance (as described in section 7.2.3) - in possibly  using the appropriate  ACL Resource Instance -   and then checks  this  Access Right  against the Server requested operation . 
· 2n step :  when – through step 1 procedure – the Client accepts of granting access to  the Server,  the LWM2M Client has still to check if  this Server requested operation  is supported by the  targeted Resource or Resources.

The next  subsection specifies how the LWM2M Client obtains the AccessRright on  the Object Instance for  the LWM2M Server; others sub-sections provide  the rules a LWM2M Client has to follow for authorizing an   operation on  one or several   Resources or Object Instance.

The LWM2M Object specification defines the  operations that are allowed to be performed on  each Resource within an Object InstanceThe   operations allowed by the LWM2M Client on  a  given  Resource apply to all   Instances of that Resource. 
The LWM2M Server and the LWM2M Client MUST support the authorization procedure described in Section 7.2.2and its sub-sections
7.2.1.1 Obtaining Access Right

For obtaining the access right for a LWM2M Server on an Object Instance , the LWM2M Client MUST perform the following procedure:

1. If the LWM2M Client has only one LWM2M Server Object Instance, the LWM2M Server has full access rights without checking Access Control Object Instance.

2. If the LWM2M Client has more than one LWM2M Server Object Instance, the LWM2M Client gets  an Access Control Object Instance associated with the Object Instance the LWM2M Server has requested access to and MUST  follow the procedure below:
A. If the Client has an ACL Resource Instance for the LWM2M Server, the LWM2M Client gets the access right from that ACL t Resource Instance.

B. If the Client doesn’t have ACL Resource Instance for the Server, the LWM2M Client gets the the access right from  the ACL Resource Instance associated  to the default Short Server ID if such an ACL Resource Instance exists.

C. If the Client doesn’t have ACL Resource Instance associated to the default Short Server ID, then, the LWM2M Server has no access right
7.2.1.2 Operation on Resource

If the LWM2M Server accesses a Resource, the LWM2M Client obtains an access right for  the LWM2M Server on  the Object Instance that Resource belongs to according to Section 7.2.2.1 and checks whether the access right is granted prior to perform the requested operation. 

· If the  operation is not permitted, the LWM2M Client MUST send an “Access Right Permission Denied” error code to the LWM2M Server. 

· If the operation is permitted, the LWM2M Client verifies whether the Resource supports the  operation. 

· If the  operation is not supported by the Resource, the LWM2M Client MUST send an “Operation is not supported” error code to the LWM2M Server. 
· If the Resource supports the operation, the LWM2M Client performs the requested operation.
7.2.1.3 Operation on Object Instance

If the LWM2M Server accesses an Object Instance, the LWM2M Client obtains an access right for the LWM2M Server on  Object Instance according to Section 7.2.2.1 and checks whether the access right is granted prior to perform the requested operation. 

· If the operation is not permitted, the LWM2M Client MUST send an “Access Right Permission Denied” error code to the LWM2M Server. 

· If the operation is permitted, the following cases  apply,  according to  the requested  operation.

· For the  “Write” operation on an Object Instance, the LWM2M Client MUST perform the requested action ,  only on the writable Resources conveyed in the  operation .  . If no Resource has been changed  after such a “Write”  operation, the LWM2M Client MUST inform the LWM2M Server, the Object Instance doesn’t support the “Write”  operation by sending  an “Operation is not supported” error code. 
· For the  “Write Attribute”  operation on an Object Instance, the LWM2M Client MUST perform the requested action ,  only on the Resources conveyed in the  operation  which support the “Write Attribute” operation.  . If no Resource Attribut  has been changed  after such a “Write Attribute”  operation, the LWM2M Client MUST inform the LWM2M Server, the Object Instance doesn’t support the “Write Attribute”  operation by sending  an “Operation is not supported” error code. …………………………………………………………….
· For the “Discover Resources” operation   TBC

· For the “Read” operation, the LWM2M Client MUST retrieve all the Resources except the Resource(s) which doesn’t support the “Read” operation and send the retrieved Resource(s) information to the LWM2M Server. 

· For the “Execute” operation, the LWM2M Client MUST NOT perform the requested operation. and MUST send a “Bad Request” error code to the LWM2M Server.
· For the “Create” logical operation, the LWM2M Client MUST perform the operation on the Object Instance only if all the Resources conveyed in the requested operation are allowed to perform the “Write” operation and if all the mandatory Resources are specified. 
· If any Resourceis not writable, , the LWM2M Client MUST inform the LWM2M Server the Object Instance doesn’t support the “Create”  operation by sending “Operation is not supported” error code.
·  If not all the mandatory Resources arespecified, the LWM2M Client MUST send a “Bad Request” error code to the LWM2M Server.
· For the “Delete” operation, the LWM2M Client MUST perform the requested operation.

7.2.1.4 Observe/Notify Operation Consideration
If the LWM2M Server send an “Observe” logical operation on an Object Instance or a Resource, the LWM2M Client MUST check whether the LWM2M Server is authorized for the “Read” operation. If the LWM2M Server is not authorized to perform the “Read” operation, the LWM2M Client MUST reject the “Observe” operation and  send a “Bad Request” error code to the LWM2M Server.
If the LWM2M Client need to send a “Notify”  operation containing an Object Instance or a Resource to the Server, the LWM2M Client MUST check whether the LWM2M Server is authorized for the “Read” operation on that Object Instance or Resource. If the LWM2M Server is not authorized, the Client MUST NOT send the “Notify” operation and MUST perform the “Cancel Observation” operation. This case could arrive if between the “Observe”  operation and  the “Notify” operation, the Access Right of the concerned Server on that Object Instance or Resource has been modified.
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