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1 Reason for Change

R01: Change UpdateSupportedObjects Resource

This CR proposes to resolve the below comments.

	A174
	2013.07.03
	E
	D.6
	Source: LGE

Form: DOC#0025

Comment: Firmware Object name is not clear
Proposed Change: Firmware Object to Firmware Update Object
	Status: OPEN



	A175
	2013.07.03
	T
	D.6
	Source: LGE

Form: DOC#0025

Comment: going Idle state needs clarification when using indirect download
Proposed Change: If writing an empty string to Package Resource or Package URI is done, the state changes to Idle.
	Status: OPEN



	A176
	2013.07.03
	E
	D.6
	Source: LGE

Form: DOC#0025

Comment: “next practical opportunity” is not clear
Proposed Change: change to “as soon as Client is available“ and/or “before next Update period”
	Status: OPEN




2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  D.6
D.6 LWM2M Object: Firmware Update
Description: This LWM2M Object enables management of the firmware which is to be updated. This Object includes installing firmware package, updating firmware, and performing actions after updating firmware.
Object Info:

	Object
	Object ID 
	Object URN
	Multiple Instances?
	Mandatory?

	Firmware Update
	5
	
	No
	No


Resource Info:

	Resource Name
	Resource ID
	Supported Operations
	Multiple

Instances?
	Mandatory?
	Data Type
	Range or Enumeration
	Units
	Descriptions

	Package
	1
	W
	No
	Yes
	Opaque
	-
	-
	Firmware package

	Package URI
	1
	W
	No
	
	String
	0-255 bytes
	-
	URI from where the device can download the firmware package by an alternative mechanism. As soon the device has received the Package URI it performs the download at the next practical opportunity.

	Update
	2
	E
	No
	Yes
	-
	-
	-
	Updates firmware by using the firmware package stored in Package, or, by using the firmware downloaded from the Package URI.

This Resource is only executable when the value of the State Resource is Downloaded.

	State
	3
	R
	No
	Yes
	Integer
	1-3
	
	Indicates current state with respect to this firmware update. This value is set by the LWM2M Client.

1: Idle (before downloading or after updating)

2: Downloading (The data sequence is on the way)

3: Downloaded

If writing the firmware package to Package Resource is done, or, if the device has downloaded the firmware package from the Package URI the state changes to Downloaded.

If writing an empty string to Package Resource is done or writing an empty string to Package URI is done, the state changes to Idle.

If performing the Update Resource failed, the state remains at Downloaded.

If performing the Update Resource was successful, the state changes from Downloaded to Idle.

	Update Supported Objects
	4
	R, W
	No
	No
	Boolean
	
	
	If this value is true, the LWM2M Client MUST inform the registered LWM2M Servers of Objects and Object Instances parameter by sending an Update or Registration message after the firmware update operation at the next practical opportunity if supported Objects in the Client have changed, in order for the Servers to promptly manage newly installed Objects.

If false, Objects and Object Instances parameter MUST be reported at the next periodic Update message.

The default value is false.

	Update
Result
	5
	R
	No
	Yes
	Integer
	0-6
	-
	Contains the result of downloading or updating the firmware

0: Default value. Once the updating process is initiated, this Resource SHOULD be reset to default value.

1: Firmware updated successfully, 

2: Not enough storage for the new firmware package.

3. Out of memory during downloading process.

4: Connection lost during downloading process.

5: CRC check failure for new downloaded package.

6: Unsupported package type.

7: Invalid URI

This resource MAY be reported by sending Observe operation.


D.6.1 Firmware Update Consideration
If some Objects are not supported after firmware update, the Client MUST delete all the Object Instances of the Objects that are not supported.
Change 2:  5.2.1
5.2.1 Register
Registration is performed when a LWM2M Client sends a “Register” logical operation to the LWM2M Server. After the LWM2M Device is turned on and the bootstrap procedure has been completed, the LWM2M Client MUST perform a “Register” logical operation to each LWM2M Server that the LWM2M Client has a Server Object Instance.  Table 3 describes the parameters used for the “Register” logical operation.
The “Register” logical operation includes the Endpoint Client Name parameter along with other parameters listed in Table 3. The “Register” logical operation MUST include a value for the Endpoint Client Name parameter that is unique on that LWM2M Server.

Upon receiving a ”Register” logical operation from the LWM2M Client, the LWM2M Server records the IP address and port from the IP packet of the registration message and uses this information for all future interactions with that LWM2M Client.

If the LWM2M Client sends a “Register” logical operation to the LWM2M Server even though the LWM2M Server has registration information of the LWM2M Client, the LWM2M Server removes the existing registration information and performs the new ”Register” logical operation. This situation happens when the LWM2M Client forgets the state of the LWM2M Server (e.g., factory reset).
Table 3: Registration parameters
	Parameter
	Required
	Default Value
	Notes

	Endpoint Client Name
	Yes
	
	See Section 6.2

	Lifetime
	No
	86400
	If Lifetime Resource does not exist in a LWM2M Server Object Instance (see Appendix D.1), the Client MUST NOT send this parameter and the Server MUST regard lifetime of the Client as 86400 seconds The registration SHOULD be removed by the Server if a new registration or update is not received within this lifetime.

	LWM2M Version
	No
	1.0
	Indicates the version of the LWM2M Enabler that the LWM2M Client supports. This parameter is required only for LWM2M versions > 1.0.

	Binding Mode
	No
	U
	Indicates current binding and Queue mode of the LWM2M Client. “U” means UDP binding, and "S" means SMS binding. The "Q" can be appended to represent the binding works in the Queue mode.
For example, "UQS" means the Client uses both the UDP binding with Queue Mode enabled and the SMS binding with Queue Mode disabled.
The valid values of the parameter are listed in the Appendix 5.2.1.1.

	SMS Number
	No
	
	The value of this parameter is the MSISDN where the Client can be reached for use with the SMS binding.

	Objects and Object Instances
	Yes
	
	The list of Objects supported and Object Instances available on the Client.


The list of Objects and Object Instances is included in the payload of the registration message. Each Object is described as a Link in the CoRE Link Format [RFC6690]. The Target component of the link is required, and consists of the Object path. Any other parameters included in the link MUST be silently ignored, unless specified for use by the LWM2M Enabler. The Media Type of this payload is application/link-format.

The payload for a LWM2M Client supporting LWM2M Server, Access Control, Device, Connectivity Monitoring and Firmware Update Objects from Appendix D would simply be:

</1>, </2>, </3>, </4>, </5>

Change 3:  6.1

6.1 Resource Model

The LWM2M Enabler defines a simple resource model where each piece of information made available by the LWM2M Client is a Resource. Resources are logically organized into Objects. Figure 9 illustrates this structure, and the relationship between Resources, Objects, and the LWM2M Client. The LWM2M Client may have any number of Resources, each of which belongs to an Object. Resources and Objects have the capability to have multiple instances of the Resource or Object. 
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Figure 13: Relationship between LWM2M Client, Object, and Resources

Resources are defined per Object, and each Resource is given a unique identifier within that Object. Each Object and Resource is defined to have one or more logical operations that it supports. A Resource MAY consist of multiple instances called a Resource Instance as defined in the Object specification. The LWM2M Server can send “Write” logical operation with JSON or TLV format to Resource to instantiate a Resource Instance. The LWM2M Client also has the capability to instantiate a Resource Instance.
An Object defines a grouping of Resources, for example the Firmware Update Object contains all the Resources used for firmware update purposes. Each Object is assigned a unique OMA Management Object identifier and corresponding index which identifies an Object defined for the LWM2M Enabler. The LWM2M Enabler defines standard Objects and Resources. Further Objects may be added by OMA or other organizations to enable additional M2M Services.

Change 4:  Appendix D

Appendix D. LWM2M Objects defined by OMA   (Normative)
This Appendix provides LWM2M Objects defined by OMA. Other organizations and companies may define additional LWM2M according to the guidelines and template provided in Annex C.
The following LWM2M objects have been defined by OMA

· LWM2M Server Access Security

· LWM2M Server

· Access Control

· Device

· Connectivity

· Firmware Update
· Location

· Connectivity Statistics
Change 5:  Appendix E
Appendix E. Example LWM2M Client (Informative)
Table 32: Access Control Object [2] (for the Firmware Update Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	5
	Firmware Update Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	101
	C
	Server 1 can create Firmware Update Object Instance

	Access Control Owner
	3
	
	-
	This Object Instance must be managed by Bootstrap Interface
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