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1 Reason for Change

This CR proposes to resolve the below comments.

	A036
	2013.07.02
	T
	5.1.1
7.2.1
D.3
	Source: Vodafone

Form: 

Comment: Access Control description needs further improvements: 
The terms “LWM2M ACL”, “LWM2M Server ACL” or “Server ACL” should be aligned and defined. ACL Object Instance (7.2.1) should be Access Control Object Instance. Unclear how Access Control Owner is defined in the first place for each Access Control Object instance.
Proposed Change: To be improved by ACL experts.
	Status: OPEN


2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Section 6.3.3.2
6.3.3.2 Multiple Object Instance Request Example

In this example, a request for both the Access Control Objects of the LWM2M example client is made (GET /2). The client responds with a TLV payload including both Object Instances (0 and 1) and their resources. This TLV payload would have the following format. The total payload size with the TLV encoding is 32 bytes.

	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Access Control Object Instance 0
	0b00 0 01 000
	0x00
	(17 bytes)
	The next 5 rows
	2

	Object ID
	0b11 0 00 001
	0x00
	(1 byte)
	0x03 [8-bit Integer]
	3

	ACL
	0b10 0 00 110
	0x02
	(6 bytes)
	The next 2 rows
	2

	   ACL [1]
	0b01 0 00 001
	0x01
	(1 byte)
	0b11 10 0000 
	3

	   ACL [2]
	0b01 0 00 001
	0x02
	(1 byte)
	0b10 00 0000
	3

	Access Control Owner
	0b11 0 00 001
	0x03
	(1 byte)
	0x01 [8-bit Integer]
	3

	Access Control Object Instance 1
	0b00 0 01 000
	0x01
	(17 bytes)
	The next 5 rows
	2

	Object ID
	0b11 0 00 001
	0x00
	(1 byte)
	0x04 [8-bit Integer]
	3

	ACL
	0b10 0 00 001
	0x02
	(6 bytes)
	The next 2 rows
	2

	   ACL [1]
	0b01 0 00 001
	0x01
	(1 byte)
	0b10 00 0000 
	3

	   ACL [2]
	0b01 0 00 001
	0x02
	(1 byte)
	0b10 00 0000
	3

	Access Control Owner
	0b11 0 00 001
	0x03
	(1 byte)
	0x01 [8-bit Integer]
	3

	Total
	32


Change 2:  Section 7.2.1.2
7.2.1.2 Access Control Object instantiation

Access Control Object will be instantiated by the LWM2M Client under two circumstances:

1st case occurs during a Bootstrap procedure for specifying which Server is authorized to instantiate (Create operation) which Object.

2nd case occurs in the context of multi-Servers support only when a LWM2M Server wants to instantiate a given Object using a Create operation procedure. 

1. Bootstrap procedure case
During that procedure, for each Object supported by the LWM2M Client, an Access Control Object Instance per Object MUST be created with the resources value set as follows:

	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the  targeted Object 

	Object Instance ID
	1
	MAX_INTEGER=0xFFFF  (irrelevant)

	ACL
	2
	1 instance per Server  authorized   to create instance of the  targeted Object for  that Client (1)
4th lsb: set for Create


	Access Control Owner
	3
	MAX_INTEGER=0xFFFF (meaning : managed by Bootstrap Interface)


(1) In any such a created Access Control Object Instance, an ACL Resource Instance per supported Server authorized to create Instance of the associated Object, MUST also be created with the “Create” Access Right resource value.

2. Create operation procedure case (multi-Servers context) 

When a LWM2M Server is authorized to create a given Object Instance (see section 7.2.2) in the LWM2M Client, the LWM2M Client instantiates at the same time an Access Control Object with the following resource values. The Access Control Owner resource is set with the requester LWM2M Server Short Server ID. 
	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the  targeted Object 

	Object Instance ID
	1
	ID of the newly created Object Instance

	ACL
	2
	None yet

	Access Control Owner
	3
	The Short Server ID of the LWM2M Server requesting the Object Instantiation


For information on ACL Usage: This Access Control Object Instance will be updated, when a given Server needs to have access to the associated Object Instance; the Server declared as the “Access Control Owner Server has to send a “Write” operation 

· to  instantiate  an ACL Resource  having the  targeted Short Server ID as ACL Resource Instance ID, 

· and to affect the appropriate Access Right (R,W,D,E)  for that supported Server on such an Object Instance.
Change 3:  Appendix E
Appendix E. Example LWM2M Client (Informative)

This appendix defines an example LWM2M Client for a simple imaginary device with a Cellular interface including instantiated Objects and their values, which is used throughout this specification in examples. The example has the Endpoint Name “example-client”. The example device has two Server Objects (it is configured to register with two different LWM2M Servers), two accompanying Access Control Object Instances for those servers, a Device Object and a Connectivity Monitoring Object for a Cellular interface. The first Server controls the access control rights for both servers. 
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