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1 Reason for Change

This CR proposes various fixes to Appendix B, C, D, E, and F and addresses also the following comments:
	A157
	2013.07.02
	E
	B
	Source:  pierre.gross@alcatel-lucent.com

Form:  DOC#0023

Comment: Reference should be moved to chapter 2.
Proposed Change:   
	Status: OPEN 




	A163
	2013.07.02
	E
	D.2.2
	Source: Vodafone

Form: 

Comment: Section needs improved wording, Bullet 1. very hard to understand.

 Proposed Change: Improve wording.
	Status: OPEN


	A177
	2013.07.03
	E
	E
	Source: Vodafone

Form: 

Comment: Appendix E needs improvement

Proposed Change: Suggestions will be provided
	Status: OPEN


2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Section 2.1
2.1 Normative References

	
	

	
	

	
	

	[IEEE 754-2008]
	IEEE Computer Society (August 29, 2008). IEEE Standard for Floating-Point Arithmetic. IEEE. doi:10.1109/IEEESTD.2008.4610935. ISBN 978-0-7381-5753-5. IEEE Std 754-2008

	
	


Change 2:  Appendix B, C, D
Appendix B.   Data Types
(Normative)

This appendix defines the data types that a Resource can be defined to be. 

	Data Type
	Description
	Text Format
	TLV Format

	String
	A UTF-8 string, the minimum and/or maximum length of the String MAY be defined.
	Represented as a UTF-8 string.
	Represented as a UTF-8 string of Length bytes.

	Integer
	An 8, 16, 32 or 64-bit signed integer. The valid range of the value for a resource SHOULD be defined. This data type is also used for the purpose of enumeration. 
	Represented as an ASCII signed integer.
	Represented as a binary signed integer in network byte order, where the first (most significant) bit is 0 for a positive integer and 1 for a negative integer. The value may be 1 (8-bit), 2 (16-bit), 4 (32-bit) or 8 (64-bit) bytes long as indicated by the Length field. 

	Float
	A 32 or 64-bit floating point value. The valid range of the value for a resource SHOULD be defined.
	Represented as an ASCII signed decimal.
	Represented as an [IEEE 754-2008]  binary floating point value. The value may use the binary32 (4 byte Length) or binary64 (8 byte Length) format as indicated by the Length field. 

	Boolean
	An integer with the value 0 for False and the value 1 for True.
	Represented as the ASCII value 0 or 1.
	Represented as an Integer with value 0, or 1. The Length of a Boolean value MUST always be 1. 

	Opaque
	A sequence of binary octets, the minimum and/or maximum length of the String MAY be defined.
	
	Represented as a sequence of binary data of Length bytes.

	Time
	Unix Time. A signed integer representing the number of seconds since Jan 1st, 1970 in the UTC time zone.
	Represented as an ASCII integer.
	Same representation as Integer.  



Appendix C.   LWM2M Object Template and Guidelines   (Normative)

This Appendix provides the template to be used for the specification of LWM2M objects. Furthermore, guidelines for the creation of LWM2M objects are provided.

C.1   Object Template

Appendix D.x
 LWM2M Object: <LWM2M object name>
Description: 

Object info:

	Object
	Object ID 
	Object URN
	Multiple Instances?
	Mandatory?

	Object Name
	16-bit Unsigned Integer
	urn:oma:lwm2m:{oma,ext,x}:{Object ID}
	Yes/No
	Yes/No


R

· Object: specifies the Object name.
· Object ID: specifies the Object ID.
· Object URN: specifies the Object URN. The format of the Object URN is “urn:oma:lwm2m:{oma,ext,x}:{Object ID}” and {} part means that those values are variable and filled with real value. For example, Object URN of LWM2M Server Object is “urn:oma:lwm2m:oma:1”.
· Multiple Instances: indicates whether this Object supports multiple Object Instances. If this field is “Yes” then the number of Object Instance can be from 0 to many. If this field is “No” then the number of Object Instance can be from 0 to 1. If Mandatory of Object is “Yes” and Multiple Instances of the Object is “No” then, the number of Object Instance MUST be 1.
· Mandatory: if this field is “Yes”, then the LWM2M Client MUST support this Object. If this field is “No”, then the LWM2M Client can support this Object if this Object is needed for deployment.
Resource info:

	Resource Name
	Resource ID
	Supported
Operations
	Multiple

Instances?
	Mandatory?
	Data Type
	Range or Enumeration
	Units
	Description

	Resource Name
	0
	R (Read), 
W (Write), 
E (Execute)
	Yes/No
	Yes/No
	String,

Integer,

Float,
Boolean,

Opaque,

Time
	If any
	If any
	Description


· Resource Name: specifies the Resource name.
· Resource ID: specifies the Resource ID which is unique within Object.
· Supported Operations: indicates which operations the Resource supports in the “Device Management & Service Enablement” Interface. This field can have a combination of R (Read), W (Write), and E (Execute). This field may also have an empty value, which means that this field is not allowed to be accessed via “Device Management & Service Enablement” Interface. 
· Multiple Instances: indicates whether this Resource supports multiple Resource Instances. If this field is “Yes” then the number of Resource Instance can be from 0 to many. If this field is “No” then the number of Resource Instance can be from 0 to 1. If Mandatory of Resource is “Yes” and Multiple Instances of the Resource is “No” then, the number of Resource Instance MUST be 1. Resource which supports “Execute” logical operation MUST have “No” for Multiple Instances.
· Mandatory: if this field is “Yes”, then the LWM2M Client MUST support Resource. If this field is “No”, then the LWM2M Client can support the Resource if the Resource is needed for deployment.
· Data Type: Data Type indicates the type of Resource value. Data Types used in this enabler are described in Appendix B Data Types.
· Range or Enumeration: this field limits the value of Resource.
· Units: specifies the unit of the Resource value.
· Description: specifies the Resource description.

C.2   Open Mobile Naming Authority (OMNA) Guidelines

This appendix defines guidelines for OMNA regarding registries and protocol ID ranges to be maintained. 
C.2.1 Object Registry

LWM2M objects must be registered with the OMNA Lightweight Object registry. There are three classes of Objects in which an Object can be registered:

· OMA Objects (oma label) – Objects defined by the Open Mobile Alliance.

· 3rd Party Standards Development Organisation (SDO) Objects (ext label) – Objects defined by a 3rd party SDO.

· Vendor Specific Objects (x label) – Objects defined by a vendor or individual, such an object may be either private (no DDF or Specification made available) or public. 

Each one of these classes is assigned a range of IDs by OMNA.

The URN format for an Object is automatically built from the class of Object and the Object ID as follows:

urn:oma:lwm2m:{oma,ext,x}:{Object ID}

C.2.2  Resource Registry

LWM2M Objects are specified as being composed of Resources, each identified by a Resource ID. Resources can either be specific to each Object with meaning only when used in that Object, or Reusable Resources can be registered, assigned an ID from the OMNA range and re-used in any Object. The following Resource ID ranges are defined:

· Object specific Resource ID range – Defined by the Object specification.

· Reusable Resource ID range – Registered by an Object Specification, with the Resource ID assigned by OMNA. Defined in any Object specification. Resources from this Resource ID range can be re-used in any Object.

· Reserved range – Range or Resource IDs reserved for future use.

A Reusable Resource ID registration entry MUST define the Resource Name, Resource ID (assigned by OMNA), Supported Operations, Data Type, Range or Enumeration, Units and Description of the Resource. 

Appendix D.   LWM2M Objects defined by OMA   (Normative)

This Appendix provides LWM2M Objects defined by OMA. Other organizations and companies may define additional LWM2M according to the guidelines and template provided in Annex C.
The following LWM2M objects have been defined by OMA as part of LWM2M 1.0:
Table 24: LWM2M Objects defined by OMA LWM2M 1.0
	Object
	Object ID

	LWM2M Server Access Security
	0

	LWM2M Server
	1

	Access Control
	2

	Device
	3

	Connectivity Monitoring
	4

	Firmware
	5

	Location
	6

	Connectivity Statistics
	7


· 
· 
· 
· 
· 
· 
· 
· 
Change 3:  Appendix D.1.2
D.1.2   Unbootstrapping

Unbootstrapping is the process of deleting a Server Access Security Object Instance. If a Server Access Security Object Instance is to be deleted, certain related resources and configurations need to be deleted or modified. Therefore, when the Delete operation is sent via the Bootstrap Interface, the Client MUST execute the  following procedure.
1. If there is an Object Instance that can be accessed only by a Server of the Server Object Instance (i.e., the Server is Access Control Owner and there is only one ACL Resource Instance for the Server in an Access Control Object Instance), the Object Instance and the corresponding Access Control Object Instance MUST be deleted
2. If an Object Instance can be accessed by multiple Servers including the Server which Server Access Security Object Instance is to be deleted, then:
· The ACL Resource Instance for the Server in the Access Control Object Instance for the Object Instance MUST be deleted
· If the Server is the Access Control Owner of the Access Control Object Instance, then the Access Control Owner MUST be changed to another Server according to the rules below:
The Client MUST choose the Server who has highest sum of each number assigned to an access right (Write: 1, Delete: 1) for the Access Control Owner. If two or more Servers have the same sum, the Client MUST choose one of them as the new Access Control Owner.
3. Observation operations from the Server MUST be deleted
4. Server Object Instance MUST be deleted
5. Client MUST send de-registration message to the Server
Note: To monitor the change of the Access Control Owner, the Server MAY observe Access Control Owner Resource.
Change 4:  Appendix E
Appendix E.   Example LWM2M Client (Informative)

This appendix defines an example LWM2M Client for a simple imaginary device with a Cellular interface including instantiated Objects and their values, which is used throughout this specification in examples. The example client has the Endpoint Name “example-client”. The example device has two Server Objects (it is configured to register with two different LWM2M Servers), three accompanying Access Control Objects for those servers, a Device Object and a Connectivity Monitoring Object for a Cellular interface. The first Server controls the access control rights for both servers. 

Table 24: Object instances of the example

	Object
	Object ID 
	Object Instance ID

	LWM2M Server Access Security Object[0]
	0
	0

	LWM2M Server Access Security Object[1]
	0
	1

	LWM2M Server Access Security Object[2]
	0
	2

	LWM2M Server Object [1]
	1
	1

	LWM2M Server Object [2]
	1
	2

	Access Control Object [0]
	2
	0

	Access Control Object [1]
	2
	1

	Access Control Object [2]
	2
	2

	Device Object 
	3
	-

	Connectivity Monitoring Object
	4
	-


Table 25: LWM2M Server Access Security Object [0]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coap://bootstrap.example.com
	Example Bootstrap Server

	Bootstrap Server
	1
	
	true
	

	Security Mode
	2
	
	0
	PSK mode

	Public Key or Identity
	3
	
	[identity string]
	PSK Identity

	Secret Key
	4
	
	[secret key data]
	AES key

	Short Server ID
	5
	
	0
	unused

	Client Hold Off Time
	6
	
	3600
	


Table 26: LWM2M Server Access Security Object [1]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coap://server1.example.com
	Example LWM2M Server 1

	Bootstrap Server
	1
	
	false
	

	Security Mode
	2
	
	0
	PSK mode

	Public Key or Identity
	3
	
	[identity string]
	PSK Identity

	Secret Key
	4
	
	[secret key data]
	AES key

	Short Server ID
	5
	
	101
	

	Client Hold Off Time
	6
	
	0
	unused


Table 27: LWM2M Server Access Security Object [2]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coap://server2.example.com
	Example LWM2M Server 2

	Bootstrap Server
	1
	
	false
	

	Security Mode
	2
	
	0
	PSK mode

	Public Key or Identity
	3
	
	[identity string]
	PSK Identity

	Secret Key
	4
	
	[secret key data]
	AES key

	Short Server ID
	5
	
	102
	

	Client Hold Off Time
	6
	
	0
	unused


Table 28: LWM2M Server Object [1]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Short Server ID
	0
	
	101
	Example LWM2M Server 1

	Lifetime
	1
	
	86400
	

	Default Minimum Period
	2
	
	300
	

	Default Maximum Period
	3
	
	6000
	

	DisableTimeout
	5
	
	86400
	

	Notification Storing When Disabled or Offline
	6
	
	True
	

	Binding Preference
	7
	
	U
	UDP binding preference


Table 29: LWM2M Server Object [2]
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Short Server ID
	0
	
	102
	

	Lifetime
	1
	
	86400
	

	Default Minimum Period
	2
	
	60
	

	Default Maximum Period
	3
	
	6000
	

	DisableTimeout
	5
	
	86400
	

	Notification Storing When Disabled or Offline
	6
	
	False
	

	Binding Preference
	7
	
	UQ
	UDP with Queuing binding preference


Table 30: Access Control Object [0] (for the Device Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	3
	Device Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	101
	R. W, E
	Server 1 has all access rights. Note that the Resource Instance ID indicates the Short Server ID. 

	ACL
	2
	102
	R
	Server 2 has read-only access rights. Note that the Resource Instance ID indicates the Short Server ID.

	Access Control Owner
	3
	
	101
	Server 1 controls this Object’s access rights.


Table 31: Access Control Object [1] (for the Connectivity Monitoring Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	4
	Connectivity Monitoring Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	101
	R
	Server 1 has read-only access rights. Note that the Resource Instance ID indicates the Short Server ID.

	ACL
	2
	0
	R
	The other Servers except Server 1 have read-only access rights. Note that this Resource Instance ID indicates the default Short Server ID.

	Access Control Owner
	3
	
	101
	Server 1 controls this Object’s access rights.


Table 32: Access Control Object [2] (for the Firmware Update Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	5
	Firmware Update Object

	Object Instance ID
	1
	
	-
	

	ACL
	2
	101
	C
	Server 1 can create Firmware Update Object Instance

	Access Control Owner
	3
	
	-
	This Object Instance must be managed by Bootstrap Interface


Table 33: Device Object
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Manufacturer
	0
	
	Open Mobile Alliance
	

	Model Number
	1
	
	Lightweight M2M Client
	

	Serial Number
	2
	
	345000123
	

	Firmware version
	3
	
	1.0
	

	Available Power Sources
	6
	0
	1
	Internal Battery

	Available Power Sources
	6
	1
	5
	USB

	Power Source Voltage
	7
	0
	3800
	3.8V battery

	Power Source Voltage
	7
	1
	5000
	USB VBUS

	Power Source Current
	8
	0
	125
	125mA

	Power Source Current
	8
	1
	900
	USB 900mA

	Battery level
	9
	
	100
	

	Memory free
	10
	
	15
	15 kB of free memory

	Error code
	11
	0
	0
	No errors

	Current Time
	13
	
	1367491215
	May 2nd, 2013 at 11:42 AM GMT

	UTC Offset
	14
	
	+02:00
	UTC+2 (CET)

	Supported Binding and Modes
	15
	
	U
	UDP binding


Table 34: Connectivity Monitoring Object
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Network Bearer
	0
	
	0
	GSM Bearer

	Available Network Bearer
	1
	
	0
	GSM Bearer

	Radio signal strength
	2
	
	92
	RSSI in dBm

	
	
	
	
	

	Link Quality
	3
	
	2
	RxQual Downlink

	IP Addresses
	4
	0
	192.168.0.100
	

	Parent IP Addresses
	5
	0
	192.168.1.1
	

	Link Utilization
	6
	
	5
	%

	APN
	7
	0
	internet
	


Change 5:  Appendix F
Appendix F.  Storage of LWM2M Bootstrap Information on the Smartcard (Normative)


This appendix aims at specifying the storage mechanism of Bootstrap Information on UICC Smartcard platform type [ETSI TS 102.221] activated in 3G mode.

Note: There is no rational to equip LWM2M device with 2G-only Smart Card.

F.1 File structure

The information format is based on [PKCS#15] specification. The Bootstrap data is located under the PKCS#15 directory allowing the card issuer to decide the identifiers and the file locations. The smartcard operations that are relevant include:

· Application selection

· Cardholder verification

· File access (select file, read, write)

The [PKCS#15] specification defines a set of files. Within the PKCS#15 application, the starting point to access these files is the Object Directory File (ODF). The EF(ODF) contains pointers to other directory files. These directory files contain information on different types of objects (authentication objects, data objects, etc).  For the purpose of Bootstrap data, EF (ODF) SHALL contain the EF Record describing the DODF-bootstrap. The EF(ODF) is described in Appendix F.3.1 and [PKCS#15].

EF(ODF) contains pointers to one or more Data Object Directory Files (DODF) in priority order (i.e. the first DODF has the highest priority). Each DODF is regarded as the directory of data objects known to the PKCS#15 application. For the purposes of LWM2M bootstrapping, EF(DODF-bootstrap) contains pointer to the Bootstrap data, namely LWM2M_Bootstrap File. The EF(DODF-bootstrap) is described in Appendix F.3.2 and [PKCS#15].

The provisioning files are stored as PKCS#15 opaque data objects. 

The support of smartcard Bootstrap data will be indicated by the presence in the EF DIR (see [ETSI TS 102.221]) of an application template as defined here after. 

The RECOMMENDED format of EF(DIR) is a linear fixed record in order to be in line with  [ETSI TS 102.221]. 

EF (DIR) SHALL contain the application template used for a PKCS#15 application as defined in [PKCS#15]. Application template SHALL consist of Application identifier (tag 0x4F) and Path (tag 0x51) information. 

The EF(ODF) and EF(DODF-bootstrap) SHALL be used by the Device to determine the path of the LWM2M_Bootstrap file.

UICC Smartcard platforms can support two modes of activation:  2G and 3G. In the context of LWM2M, for Device simplification, UICC SHALL be activated in 3G Mode 

UICC smartcard platform activated in a 3G mode has the physical and logical characteristics according to [ETSI TS 102.221]. In that case, smartcard operations for accessing the Bootstrap data are specified in Appendix F2. 

A.1 Bootstrap Information on UICC (Activated in 3G Mode)

A.1.1 Access to the file structure

To select the PKCS#15 application, the Device:

· SHALL  evaluate the PKCS#15 application template – i.e. PKCS#15 AID - present in the EF (DIR), 

· SHALL  open a logical channel using UICC Command MANAGE CHANNEL as specified in [ETSI TS 102.221],

· SHALL select the PKCS#15 ADF using the PKCS#15 AID as parameter of the UICC Command SELECT, using direct application selection as defined in [ETSI TS 102.221].

LWM2M_Bootstrap file will be located under the PKCS#15 ADF. 
A.1.2 Files Overview
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Figure 25: File structure for Bootstrap Message on 3G UICC

A.1.3 Access Method

UICC Commands Read Binary and Update Binary, as defined in [ETSI TS 102.221], are used to access bootstrap data.

A.1.4 Access Conditions

The Device is informed of the access conditions of provisioning files by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure.

In the case where one of the above mentioned flag is set, cardholder verification is required. The Device must evaluate the PIN references that must be verified as defined in [ETSI TS 102.221] (ie evaluate FCP) 

A.1.5 Requirements on the 3G UICC

To retrieve the Bootstrap Information from the 3G UICC, the Device SHALL perform the following steps:

· Select PKCS#15 file structure as specified in F.2.1.

· Read ODF to locate the DODF-bootstrap,

· Read DODF-bootstrap to locate the LWM2M_Bootstrap file,

· Read the LWM2M_Bootstrap file

A.2 Files Description

All files defined are binary files as defined in [ETSI TS 102.221]. These files are read and updated using 3G UICC Commands related to the application they belong to.

A.2.1 Object Directory File, EF ODF

The mandatory Object Directory File (ODF) ([PKCS#15], Section 5.5.1) contains pointers to other EFs, each one containing a directory of PKCS#15 objects of a particular class (e.g. DODF-bootstrap). The File ID is specified in [PKCS#15]. The card issuer decides the file size. The EF (ODF) can be read but it SHALL NOT be modifiable by the user.

The EF (ODF) is described below:

	Identifier: default 0x5031, see [PKCS#15]
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:  

READ
                             ALW


UPDATE
              ADM


INVALIDATE
              ADM


REHABILITATE
ADM

	Description

	See [PKCS#15]


A.2.2 Bootstrap Data Object Directory File, EF DODF-bootstrap

This Data Object Directory File provisioning contains directories of provisioning data objects ([PKCS#15], Section 6.7) known to the PKCS#15 application.

The File ID is described in the EF (ODF). The file size depends on the number of provisioning objects stored in the smartcard. Thus, the card issuer decides the file size.

	Identifier: 0x6430, See ODF
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:   READ
              ALW 

     or Universal / application / Local  PIN (UICC, See Appendix C.2)


UPDATE
                ADM


INVALIDATE
                ADM 


REHABILITATE                ADM



	Description

	See hereafter and [PKCS#15]


The EF (DODF-bootstrap) SHALL contain information on provisioning objects:

· Readable label describing the provisioning document (CommonObjectAttributes.label). The ME could display this label to the user. 

· Flags indicating whether the provisioning document is private (i.e., is protected with a PIN) and/or modifiable (CommonObjectAttributes.flags). The card issuer decides whether or not a file is private (it does not need to be if it does not contain any sensitive information)
· Object identifier indicating a LWM2M boostrap object and the type of the provisioning object (CommonDataObjectAttributes.applicationOID)
· Pointer to the contents of the provisioning document (Path.path)

A.2.3 EF  LWM2M_Bootstrap

Only the card issuer can modify EF  LWM2M_Bootstrap 

.

	Identifier: See DODF
	Structure: Binary
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:   

READ                  ALW

or Universal / application / Local  PIN (UICC, See Appendix C.2)


UPDATE
                 ADM


INVALIDATE
                 ADM


REHABILITATE
   ADM



	Description

	Contains Bootstrap data (encapsulated LWM2M Objects)


This file size is limited to 32KB; the effective file size, in Bytes, is accessible from the File header.

 In this file, the Bootstrap data relies on LWM2M TLV Data format specification.

 The LWM2M specification already describes the TLV format for coding multiples instances and resources of a given object (§6.3.3)., this section will only detailled how storing a collection of LWM2M objects in this file; each object being coded as a simple TLV with LWM2M Object ID as the tag, a LWM2M-TLV coding the object instances as the TLV payload, and the TLV length being the size of the payload (LWM2M-TLV of the object instances).

 Additionally, this Bootstrap data will have a 2 Byte header indicating the number of objects contained in that file and another 2 Bytes for indicating the size of the payload (size of the collection of LWM2M Objects).

Using a BNF-like description:

<bootstrap_data>              ::= <number of objects> <size> <collection_of_lwm2m_objects>
<number of Objects>           ::= HWORD
<size>                       ::= HWORD
<collection_of_lwm2m_objects> ::= <single_lwm2m_object>*

<single_lwm2m_object>  ::=  <lwm2m_object_ID> <length_of_object> <lwm2m_object_instances>

<lwm2m_object_ID>             ::=  HWORD
<length_of_object>            ::=  HWORD
<lwm2m_object_instances>      ::= TLV data format as described in §6.3.3
HWORD                         ::= %x00-FFFF
In reading and processing the data of this file, the LWM2M Client is then able to be configured with the Bootstrap Information and thus to access the LWM2M Server(s) 
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