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1 Reason for Change

The goal is still to keep the functionality of SMS security terminated on device, but to fix the current solution which has been judged inappropriate by ETSI SCP, relative to ETSI TS 102 225 usage on device.
The alternative solution introduced here is an answer to solve the issue, and comes back to the first stages of LWM2M specification which already addressed SMS security on Device in using a DTLS-based solution. 

Compared to the situation in the past, the SMS Security based on DTLS, is now available from IETF works.
This CR will step-by-step introduce this alternative solution up to the time the final specification can replace the current one in the section 7.2.2.1 of  the LWM2M TS 1.0
There are also few editorial corrections as well as section wrong numbering corrections (e.g. section 7.2.1.1 in the current TS should be 7.2.2.1). 

2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and comment  that CR revision
5 Detailed Change Proposal
Change 1:  Fix the protocol stack diagram according to the SMS–security on Device based on DTLS solution
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Figure 2: The protocol stack of the LWM2M Enabler.
Change 2:  Fixing the SMS Security main section  (sub-section 7.2, 7.2, 7.2.2)
7. Security
7.1 UDP Channel Security
7.2 SMS Channel Security
Channel security for [COAP] is based on the Datagram Transport Layer Security (DTLS) [RFC6347] and has  been defined for  both  UDP transport   and SMS transport. 

This section defines the security modes for the transport  over SMS.

LWM2M Clients supporting SMS, when the SMS Channel is only used for debugging purposes MAY support the NoSec mode.

LWM2M Clients supporting UDP and SMS, when the SMS Channel is only used for triggering as defined in chapter 8.4 MUST support the adequate mechanism for securing UDP Channel as defined in chapter 7.1 UDP channel security. Those clients MAY use any SMS security mode. In particular SMS NoSec mode can be used for SMS triggering since all other communication will be secured by UDP channel security.
Using SMS NoSec for SMS triggering could induce issues as “Denial of Service” (DoS) , SMS auto reply attacks (based on PoR :  )…
LWM2M Clients supporting SMS for communications other than triggering, or supporting only the SMS Channel MUST support SMS Secured Packet Structure Mode. Clients MAY also support other modes e.g. proprietary modes.

In any security mode except for debugging purposes, when an SMS message is received from an MSISDN that is not recorded in LWM2M Server SMS Number resource of the LWM2M Server Access Security, the SMS message MUST be silently ignored.

7.2.1 SMS “NoSec” mode

It is highly recommended to always use LWM2M with one of the security mechanisms described in this section. However, there are few scenarios and use cases where security is provided by lower layers. For example LWM2M devices in a controlled environment behind a gateway, or, tests focussing first on other functions before performing end-to-end tests including security. 

This security profile is also useful to support SMS triggering when all other exchanges run over UDP Channel.

7.2.2 SMS Secured Packet Structure mode

. 

The SMS Secured Packet Structure mode specified in this section MUST be supported when the SMS binding is used. 

A LWM2M Client which uses the SMS binding MUST either be directly provisioned for use with a target LWM2M Server (Factory Bootstrap or Bootstrap from Smartcard) or else be able to bootstrap via the UDP binding.

The end-point for the SMS channel (delivery of mobile terminated SMS, and sending of mobile originated SMS) MUST  be either on the Smartcard or on the device. When the LWM2M Client device doesn’t support a Smartcard, the end-point is on the LWM2M Client device.

A LWM2M Client, Server or Bootstrap Server supporting SMS binding MUST discard  SMS messages which are not correctly protected using the expected parameters stored in the “SMS Binding Key Parameters” Resource and the expected keys stored in the “SMS Binding Secret Keys” Resource, and MUSTNOT respond with an error message secured using the correct parameters and keys.
Change 3:  Fixing the SMS Security : Smartcard end-point section 7.2.2.2
7.2.2.2 Smartcard end-point

If the SMS channel end-point is on the smart card, a CoAP message as defined in [CoAP] MUST be encapsulated in [3GPP 31.115] Secured Packets, in implementing - for SMS Point to Point (SMS_PP) - the general [ETSI 102 225] specification for UICC based applications

 The following settings MUSTbe applied:

Class 2 SMS as specified in [3GPP TS 23.038]. The [3GPP TS 23.040] SMS header MUST be defined as below:

· TP-PID : 111111 (USIM Data Download) as specified in [3GPP TS 23.040]
· TP-OA : the TP-OA (originating address as defined in [3GPP 23.040] of an incoming command packet (e.g CoAP request) MUST be re-used as the TP-DA of the outgoing packet (e.g CoAP response)

7.2.1.2.1 Secure SMS Transfer to UICC 

A SMS Secured Packet encapsulating a CoAP request received by the LWM2M device, MUST be – according to [ETSI TS 102 225]/[3GPP TS 31.115] - addressed to the LWM2M UICC Application in the Smartcard where it will be decrypted, aggregated if needed, and checked for integrity.

If decryption and integrity verification succeed, the message contained in the SMS MUST be provided to the LWM2M Client. 

If decryption or integrity verification failed, SMS MUST be discarded. 

The mechanism for providing the decrypted CoAP Request to the LWM2M Client relies on basic GET_DATA commands of [GP SCP03] .This data MUST follow the format as below: 

data_rcv _  ::= <address> <coap_msg>

address       ::= TP_OA ; originated addresss

 coap_msg  ::= COAP_TAG <coap_request_length> <coap_request>

 coap_request_length ::= 16BITS_VALUE

 coap_request            ::= CoAP message payload 

NOTE : In current LWM2M release, the way the LWM2M Client Application is triggered for retrieving the available message from the Smartcard is device specific: i.e a middle class LWM2M Device implementing [ETSI TS 102 223] ToolKit with class “e” and “k” support could be automatically triggered by Toolkit mechanisms, whereas a simpler LWM2M device could rely on a polling mechanisms on Smartcard for fetching data when available.

7.2.1.2.2 Secured SMS Transfer to LWM2M Server 

For sending a CoAP message to the LWM2M Server, the LWM2M Client prepares a data containing the right TP-DA to use, concatenated with the CoAP message and MUST provide that data to the LWM2M UICC Application in using the [GP SCP03] STORE-DATA command. 

According to [ETSI TS 102 225]/[3GPP TS 31.115] the Smartcard will be in charge to prepare (encryption / concatenation) the CoAP message before sending it as a SMS Secure Packet ([ETSI TS 102 223] SEND_SMS command). 

The SMS Secured Packet MUST be formatted as Secured Data specified in section 7.3.1.2 

The Secure Channel as specified in Annex H of this document SHOULD be used to provide the prepared data to the Smartcard.

7.2.1.2.3  SMS Secured Packet Binding for CoAP messages

In SMS Secured Packet Structure mode, a CoAP message as defined in [CoAP] MUST be encapsulated in [3GPP 31.115] Secured Packets, in implementing - for SMS Point to Point (SMS_PP) - the general [ETSI 102 225] specification for UICC based applications.

· The “Command Packet” command specified in [3GPP 31.115] /[ETSI TS 102 225] MUST be used for both CoAP Request and Response message

· The Structure of the Command Packet contained in the Short Message MUST follow [3GPP 31.115] specification

· SPI MUSTbe set as follow (see coding of SPI in [ETSI TS 102 225] section 5.1.1):
· use of cryptographic checksum
· use of ciphering
· The ciphering and crypto graphic checksum MUST use either AES or Triple DES
· Single DES MUSTNOT be used
· AES SHOULD be used
· When Triple DES is used , then it MUST be used in outer CBC mode and 3 different keys MUST be used
· When AES is used it MUST be used with CBC mode for ciphering (see coding of KIc in [ETSI TS 102 225] section 5.1.2) and in CMAC mode for integrity (see coding of KID in [ETSI TS 102 225] section 5.1.3).

· process if and only if counter value is higher than the value in the RE 
· PoR depends on LWM2M Server Policy
· TAR MUST be set to a value in the range BF FF 00 - BF FF FF for the LWM2M UICC Application 
· NOTE : This TAR value will be requested to be allocated by ETSI-SCP and registered in [ETSI TS 102 220]

· Secured Data : contains the Secured Application Message which MUST be coded as a BER-TLV, the Tag (TBD : e.g 0x05) will indicate the type (e.g CoAP type) of that message

Change 4:  Fixing the SMS Security : Device end-point section 7.2.2.1
7.2.2.1 Device end-point 











<SMS Security on device using  DTLS-based solution> 
Change 5:  Fix LWM2M Security Object (Editorial changes)
Appendix E. LWM2M Objects defined by OMA   (Normative)

This Appendix provides LWM2M Objects defined by OMA. Other organizations and companies may define additional LWM2M according to the guidelines and template provided in Annex C.

LWM2M Object: LWM2M Security

	Object definition
	

	Name

Object ID

Instances

Mandatory

Object URN

LWM2M Security 

0 

Multiple 

Mandatory 

TBD 


	

	Resource definitions
	

	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

6

SMS Security Mode
Single

Mandatory

Integer
0-255
Determines which SMS payload security mode is used (see section 7.2)
0: Reserved for future use
1: Secure Packet Structure mode device terminated

2: Secure Packet Structure mode (Smartcard terminated)
3: NoSec mode

255: Proprietary modes
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