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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
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 3: Editorial

	Source:
	Richard Bailey, Vodafone,  richard.bailey@vodafone.com

	Replaces:
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1 Reason for Change
Introduce first text on configuration object for WLAN connectivity into baseline document. 
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and comment and if appropriate agree this CR.
5 Detailed Change Proposal
Change 1:  Introduce text for WLAN object
7.   LWM2M Object:   WLAN connectivity
Description

This object specifies resources to enable a device to connect to a WLAN bearer.
Object definition
	Name
	Object ID
	Instances
	Mandatory
	Object URN

	WLAN connectivity
	
	Multiple
	Optional
	


Resource definitions
	ID
	Name
	Oper-
ations
	Instances
	Mandatory
	Type
	Range
	Units
	Description

	
	Interface name
	RW
	Single
	Mandatory
	String
	
	
	Human-readable identifier
eg. wlan0

	
	Enable
	RW
	Single
	Mandatory
	Boolean
	
	
	0: Enabled
1: Disabled
Enable / Disable interface
When disabled radio must also be disabled

	
	RadioEnabled
	RW
	Single
	Mandatory
	Boolean
	
	
	0: Disabled

1: Enabled

	
	Status
	R
	Single
	Mandatory
	Integer
	
	
	0 : Disabled

1: UP (OK)

2: Error

	
	BSSID
	R
	Single
	Mandatory
	String
	12 bytes 


	
	The MAC address of the interface, in hexadecimal form.

	
	SSID
	RW
	Single
	Mandatory
	String
	1-32 Bytes
	
	The Service Set Identifier for this interface.

	
	Broadcast SSID
	RW
	Single
	Optional
	Boolean
	
	
	0: Do not broadcast SSID

1: Broadcast SSID

	
	BeaconEnabled
	RW
	Single
	Optional
	Boolean
	
	
	0: Do not broadcast SSID

1: Broadcast SSID

	
	Mode
	RW
	Single
	Mandatory
	Integer
	
	
	0: Access Point

1: Client (Station)

2: Bridge

3: Repeater

	
	Channel
	RW
	Single
	Mandatory
	Integer
	0-255
	
	The current radio channel in use by this interface.

	
	AutoChannel
	RW
	Single
	Optional
	Boolean
	
	
	0: Enabled

1: Disabled

	
	SupportedChannels
	RW
	Multiple
	Optional
	Integer
	
	
	Array of supported radio channels.

	
	ChannelsInUse
	RW
	Multiple
	Optional
	Integer
	
	
	Array of channels which the access point has determined are ‘in use’.

Including any channels in-use by access point itself.


The third octet is either “ “ (all 

	environments), “O” (outside) or “I” (inside).

	
	
	
	
	
	
	
	
	

	
	Standard
	RW
	Single
	Mandatory
	Integer
	
	
	0: 802.11a

1: 802.11b

2: 802.11bg 

3: 802.11g

4: 802.11n

5: 802.11bgn

6: 802.11ac

	
	Authentication Mode
	RW
	Single
	Mandatory
	Integer
	
	
	0: None (Open)

1: PSK

2: EAP

3: EAP+PSK

	
	Encryption Mode
	RW
	Single
	Optional
	Integer


	
	
	0: AES (WPA2)

1: TKIP (WPA)
2: WEP

	
	WPAPreSharedKey
	W
	Single
	Optional
	String
	64 Bytes
	
	WPA/WPA2 Key expressed as a hex string.

Write – Only.

	
	WPAKeyPhrase
	W
	Single
	Optional
	String
	1-64 Bytes
	
	WPA/WPA2 Key Phrase.

Write Only.

	
	WEPEncryptionType
	RW
	Single
	Optional
	Integer
	
	
	0: None

1: 40-bit

2: 104-bit

	
	WEPKeyIndex
	RW
	Single
	Optional
	Integer
	[1:4]
	
	Index of the default WEP key.

	
	WEPKeyPhrase
	W
	Single
	Optional
	String
	1-64 Bytes
	
	WPA/WPA2 Key Phrase.

Write Only.

	
	WEPKey1
	W
	Single
	Optional
	String
	10 or 26 Bytes
	
	WEP Key 1 expressed as a hexadecimal string.

10 Bytes for a 40 Bit key
26 Bytes for a 104 Bit key

	
	WEPKey2
	W
	Single
	Optional
	String
	10 or 26 Bytes
	
	WEP Key 2 expressed as a hexadecimal string.

10 Bytes for a 40 Bit key
26 Bytes for a 104 Bit key

	
	WEPKey3
	W
	Single
	Optional
	String
	10 or 26 Bytes
	
	WEP Key 3 expressed as a hexadecimal string.

10 Bytes for a 40 Bit key
26 Bytes for a 104 Bit key

	
	WEPKey4
	W
	Single
	Optional
	String
	10 or 26 Bytes
	
	WEP Key 4 expressed as a hexadecimal string.

10 Bytes for a 40 Bit key
26 Bytes for a 104 Bit key

	
	RADIUSServer
	RW
	Single
	Optional
	String
	1-256 Bytes
	
	RADIUS Authentication Server Address

	
	RADIUSServerPort
	RW
	Single
	Optional
	Integer
	
	
	RADIUS Authentication Server Port Number

	
	RADIUSSecret
	W
	Single
	Optional
	String
	1-256 Bytes
	
	RADIUS Shared Secret

	
	WMM Supported
	R
	Single
	Optional
	Boolean
	
	
	0: WMM NOT Supported

1: WMM Wupported

	
	WMM Enabled
	RW
	Single
	Optional
	Boolean
	
	
	0: Disabled

1: Enabled

	
	MACControlEnabled
	RW
	Single
	Optional
	Boolean
	
	
	0: Any Client MAC Adddress accepted

1: Client MAC address must exist in MACAddressList

	
	MACAddressList
	RW
	Multiple
	Optional
	String
	12 Bytes
	
	Array of allowed client MAC addresses, in hexadecimal form.

	
	
	
	
	
	
	
	
	

	
	TotalBytesSent
	R
	Single
	Optional
	Integer
	
	
	

	
	TotalBytesReceived
	R
	Single
	Optional
	Integer
	
	
	

	
	TotalPacketsSent
	R
	Single
	Optional
	Integer
	
	
	

	
	TotalPacketsReceived
	R
	Single
	Optional
	Integer
	
	
	

	
	TransmitErrors
	R
	Single
	Optional
	Integer
	
	
	

	
	ReceiveErrors
	R
	Single
	Optional
	Integer
	
	
	

	
	UnicastPacketsSent
	R
	Single
	Optional
	Integer
	
	
	

	
	UnicastPacketsReceived
	R
	Single
	Optional
	Integer
	
	
	

	
	MulticastPacketsSent
	R
	Single
	Optional
	Integer
	
	
	

	
	MulticastPacketsReceived
	R
	Single
	Optional
	Integer
	
	
	

	
	BroadcastPacketsSent
	R
	Single
	Optional
	Integer
	
	
	

	
	BroadcastPacketsReceived
	R
	Single
	Optional
	Integer
	
	
	

	
	DiscardPacketsSent
	R
	Single
	Optional
	Integer
	
	
	

	
	DiscardPacketsReceived
	R
	Single
	Optional
	Integer
	
	
	

	
	UnknownPacketsReceived
	R
	Single
	Optional
	Integer
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