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1 Reason for Change
This CR provides several clarifications regarding the bootstrap procedure.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and comment and if appropriate agree this CR.
5 Detailed Change Proposal
5.1 Bootstrap Interface

The Bootstrap Interface is used to provision essential information into the LWM2M Client to enable the LWM2M Client to perform the operation “Register” with one or more LWM2M Servers. 

There are four bootstrap modes supported by the LWM2M Enabler:

· Factory Bootstrap
· Bootstrap from Smartcard
· Client Initiated Bootstrap

· Server Initiated Bootstrap

The LWM2M Client MUST support at least one bootstrap mode specified in the Bootstrap Interface.


This section describes what information is conveyed across the Bootstrap Interface, where the LWM2M Client puts that information and how to provision the Bootstrap Information for each of these bootstrap modes.

5.1.1 Bootstrap Information

This section specifies the information that needs to be configured in LWM2M Client for connecting to the LWM2M Server(s) or the LWM2M Bootstrap Server. This Bootstrap Information can be available before performing the Bootstrap Sequence described in Section 9.2.3 or obtained as a result of the Bootstrap Sequence. 
Bootstrap Information can be categorized into two types:
· LWM2M Server Bootstrap Information 
· LWM2M Bootstrap Server Bootstrap Information
The LWM2M Client MUST have the LWM2M Server Bootstrap Information after the Bootstrap Sequence specified in Section 9.2.3.
The LWM2M Client SHOULD have the LWM2M Bootstrap Server Bootstrap Information.

The LWM2M Server Bootstrap Information is used by the LWM2M Client to register and connect to the LWM2M Server
The LWM2M Server Bootstrap Information MUST contain at least a LWM2M Server Account. The LWM2M Server Bootstrap Information MAY additionally contain further Object Instances (e.g., Access Control, Connectivity Object).
The LWM2M Client MAY be configured to use one or more LWM2M Server Account(s).
The LWM2M Bootstrap Server Bootstrap Information is used by the LWM2M Client to contact the LWM2M Bootstrap Server in order to get the LWM2M Server Bootstrap Information.

The LWM2M Bootstrap Server Bootstrap Information MUST be a LWM2M Bootstrap Server Account.
	Bootstrap Information Type
	Entity
	Required

	The LWM2M Server Bootstrap Information
	LWM2M  Server Account
	Yes*

	
	Additional  Object Instances  (e.g., Access Control, Connectivity  Object) 
	No

	The LWM2M Bootstrap Server Bootstrap Information
	LWM2M Bootstrap Server Account
	No


Table 1: Bootstrap Information List
*the LWM2M Client MUST have at least one LWM2M Server Account after Bootstrap Sequence specified in 9.2.3
Please note that the LWM2M Client MUST accept Bootstrap Information sent via Bootstrap Interface without processing authorization process specified in Section Fehler! Verweisquelle konnte nicht gefunden werden.
 Authorization.
5.1.2 Bootstrap Modes

This section of the specification provides description and further information for each of the following Bootstrap Modes:

· Factory Bootstrap
· Bootstrap from Smartcard
· Client Initiated Bootstrap

· Server Initiated Bootstrap

5.1.2.1 Factory Bootstrap
In this mode, the LWM2M Client has been configured with the necessary Bootstrap Information prior to deployment of the device. 

5.1.2.2 Bootstrap from Smartcard
When the Device supports a Smartcard, the LWM2M Client MUST retrieve and process the bootstrap data contained in the Smartcard as described in Fehler! Verweisquelle konnte nicht gefunden werden.. When the bootstrap data retrieval is successful, the LWM2M Client MUST process the bootstrap data from the Smartcard and MUST apply the Bootstrap Information to its configuration.

Due to the sensible nature of the Bootstrap Information, a secure channel SHOULD be established between the Smartcard and the LWM2M Device.
When such a secure channel is established between the Smartcard and the LWM2M Device, this secure channel MUST be based on [GLOBALPLATFORM]   procedure, mainly described in Fehler! Verweisquelle konnte nicht gefunden werden..
In this mode, the LWM2M Client MUST also ensure that the Bootstrap Information previously retrieved from the Smartcard is unchanged within the Smartcard. If Bootstrap Information is changed, the previous Bootstrap Information MUST be disabled in the LWM2M Client and the LWM2M Client MUST apply the new Bootstrap Information from Smartcard to its configuration.

Disabling the bootstrap data (e.g. removing the Smartcard) within the LWM2M Client requires the Bootstrap Information created from the bootstrap data of the previous Smartcard MUST be deleted.

Checking for Smartcard change and disabling MUST be performed by LWM2M Client, each time a “Register” or  “Update” operation take place, with a LWM2M Server provisioned from Smartcard. As usual, the Bootstrap security rules (9.2.4) then apply.

NOTE: Bootstrap Information in Smartcard can be updated by using Smartcard OTA protocol as specified in ETSI TS 102 225 [ETSI TS 102.225] / TS 102 226 [ETSI TS 102 226] and extensions such as 3GPP TS 31.115 [3GPP TS 31.115] / TS 31.116 [3GPP TS 31.116] and 3GPP2 C.S0078-0 [3GPP2 C.S0078-0] / C.S0079-0 [3GPP2 C.S0079-0].
5.1.2.3 Client Initiated Bootstrap

As defined in Section 9.2.3 Bootstrap Sequence, scenarios exist when the LWM2M Server is not configured within the LWM2M Client or attempts to perform the “Register” operation with LWM2M Servers have failed. 

When these conditions occur, the Client Initiated Bootstrap mode provides a mechanism for the LWM2M Client to retrieve the Bootstrap Information from a LWM2M Bootstrap Server.

The Client Initiated Bootstrap mode requires having a LWM2M Bootstrap Server Account.  The minimum information that needs to be preloaded for this is the LWM2M Bootstrap Server URI and the security credentials required for a secure DTLS connection to the LWM2M Bootstrap Server.
The figure below depicts the Client Initiated Bootstrap flow.
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Figure 1: Procedure of Client Initiated Bootstrap
Step #1: Request bootstrap to bootstrap URI

The LWM2M Client sends a “Request Bootstrap” operation to LWM2M Bootstrap Server URI which has been pre-provisioned. When requesting the bootstrap, the LWM2M Client sends the LWM2M Client’s “Endpoint Client Name” as a parameter in order to allow the LWM2M Bootstrap Server to provision the proper Bootstrap Information for the LWM2M Client.

Step #2: Configure Bootstrap Information

The LWM2M Bootstrap Server configures the LWM2M Client with the Bootstrap Information using the “Write” and/or “Delete” operation.

The Client Initiated Bootstrap MAY be used to configure some Resources of the Bootstrap Information in the LWM2M Client after initial bootstrap to update Bootstrap Information. In this case, all the Bootstrap Information is OPTIONAL. 
The LWM2M Server SHOULD delete the LWM2M Bootstrap Server Account after successful bootstrapping. If it has not already been deleted, the LWM2M Client MUST delete the LWM2M Bootstrap Server Account after the timeout value Bootstrap Server Account Timeout<parameter>, if defined, or immediately after successful bootstrapping if the timeout value is not defined.
5.1.2.4 Server Initiated Bootstrap

In this mode, the LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client without the LWM2M Client sending a bootstrap request to the LWM2M Bootstrap Server.

As the LWM2M Client does not initiate the “Request Bootstrap” operation to the LWM2M Bootstrap Server, the LWM2M Bootstrap Server needs to know if a LWM2M Device is ready for bootstrapping before the LWM2M Client can be configured by the LWM2M Bootstrap Server. The mechanism that a LWM2M Bootstrap Server gains this knowledge is implementation specific. A common scenario is that elements in the Network Provider’s network informs the LWM2M Bootstrap Server of the LWM2M Device when the LWM2M Device connects to the Network Provider’s network.

Once the LWM2M Bootstrap Server has been notified that the LWM2M Device is ready to receive the Bootstrap Information, the LWM2M Bootstrap Server configures the LWM2M Client with the Bootstrap Information using the “Write” and/or “Delete” operation. 

The Server Initiated Bootstrap mode requires having the Bootstrap Information for the LWM2M Bootstrap Server. The minimum information that needs to be preloaded for this is the security credentials required for a secure DTLS connection to the LWM2M Bootstrap Server.
The figure below depicts the Server Initiated Bootstrap flow.
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Figure 2: Procedure of Server Initiated Bootstrap
Step #1: Configure Bootstrap Information

The LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client using the “Write” and/or “Delete” operation.
The Server Initiated Bootstrap MAY be used to configure some Resources of the Bootstrap Information in the LWM2M Client after initial bootstrap to update Bootstrap Information. In this instance, all the Bootstrap Information are OPTIONAL.
The LWM2M Server SHOULD delete the LWM2M Bootstrap Server Account after successful bootstrapping. If it has not already been deleted, the LWM2M Client MUST delete the LWM2M Bootstrap Server Account after the timeout value Bootstrap Server Account Timeout, if defined, or immediately after successful bootstrapping if the timeout value is not defined.
5.1.3 Bootstrap Sequence
The LWM2M Client MUST follow the procedure specified as below when attempting to bootstrap a LWM2M Device:

1. If the LWM2M Device has Smartcard, the LWM2M Client tries to obtain Bootstrap Information from the Smartcard using the Bootstrap from Smartcard mode. In case Smartcard bootstrap is successful the LWM2M Client MUST ignore any Bootstrap Information it might have available via the Factory Bootstrap mode. 
Any Server Initiated Bootstrap attempt MUST be ignored by the LWM2M Client until it has tried to bootstrap via Smartcard or Factory Bootstrap mode.
2. If the LWM2M Client is not configured using the Bootstrap from Smartcard mode, the LWM2M Client tries to obtain the Bootstrap Information by using Factory Bootstrap mode. 
Any Server Initiated Bootstrap attempt MUST be ignored by the LWM2M Client until it has tried to bootstrap via Smartcard or Factory Bootstrap mode.
3. If the LWM2M Client has any LWM2M Server Object Instances from the previous steps, the LWM2M Client tries to register to the LWM2M Server(s) configured in the LWM2M Server Object Instance(s).
4. If LWM2M Client fails to register to all the LWM2M Servers or the Client doesn’t have any LWM2M Server Object Instances, and the LWM2M Client hasn’t received a Server Initiated Bootstrap within the ClientHoldOffTime, the LWM2M Client performs the Client Initiated Bootstrap. 
5. A Server Initiated Bootstrap attempt (e.g. for updating an LWM2M Server Account) remains possible, but only if the LWM2M Client retains the corresponding LWM2M Bootstrap Server Account. 
5.1.4 Bootstrap Security

The information conveyed through the Bootstrap Interface is sensitive and requires that communication session, security mechanisms and/or keys MUST be different instances from the one that is used for the other LWM2M Interfaces.

If the LWM2M Client or the LWM2M Bootstrap Server needs to convey Bootstrap Information across the Bootstrap Interface, the LWM2M Client or the LWM2M Bootstrap Server MUST establish a new secure communication session. 

If security materials (e.g. LWM2M Server URI, Security Mode, and Security Key), are changed in the LWM2M Client, the LWM2M Client MUST disconnect the existing communication session between the LWM2M Server and LWM2M Client and establish a new secure communication session between the LWM2M Server and LWM2M Client using the security mechanism and/or keys which have been configured by Bootstrap Interface.

7.1.   UDP Channel Security

The UDP channel security for [COAP] is defined by the Datagram Transport Layer Security (DTLS) [RFC6347], which is the equivalent of TLS v1.2 [RFC5246] for HTTP and utilizes a subset of the Cipher Suites defined in TLS. (Refers to TLS Cipher Suite registry http://www.iana.org/assignments/tls-parameters/tls-parameters.xml)

The DTLS binding for CoAP is defined in Section 9 of [CoAP]. DTLS is a long-lived session based security solution for UDP. It provides a secure handshake with session key generation, mutual authentication, data integrity and confidentiality. 

Since the LWM2M protocol utilizes DTLS for authentication, data integrity and confidentiality purposes, the LWM2M Client and LWM2M Server SHOULD keep a DTLS session in use for as long a period as can be safely achieved without risking compromise to the session keys and counters. If a session persists across sleep cycles, encrypted and integrity-protected storage SHOULD be used for the session keys and counters.
Note that the Client-Server relationship of DTLS (i.e., who initiated the handshake) is separate from the Client-Server relationship of LWM2M. 

Considering that any device with a LWM2M Client can be managed by any LWM2M Server and LWM2M Bootstrap Server the choice of Cipher Suites is not limited to the list defined in Section 9 of [CoAP]. Due the sensitive nature of Bootstrap Information, a particular care has to be taken to ensure protection of that data inducing constraints and dependencies within LWM2M Client/ Bootstrap Server relationship according to the adopted security mode.

Concerning Bootstrap from Smartcard, the same care has to be taken and a secure channel between the Smartcard and the LWM2M Device SHOULD be established  as described in Fehler! Verweisquelle konnte nicht gefunden werden. in reference to  [GLOBALPLATFORM 3], [GP SCP03].
The keying material used to secure the exchange of information using DTLS session is obtained using one of the bootstrap modes defined in Section Fehler! Verweisquelle konnte nicht gefunden werden. Bootstrap Modes. The formats of the keying material carried in the LWM2M Security Object Instances are defined in Appendix Fehler! Verweisquelle konnte nicht gefunden werden..
The Resources (i.e., “Security Mode”, “Public Key or Identity” , “Server Public Key or Identity” and “Secret Key”) in the LWM2M Security Object that are associated with the keying material are used either

1) for providing UDP channel security in “Client Registration”, “Device Management & Service Enablement”, and “Information Reporting” Interfaces if the LWM2M Security Object Instance relates to a LWM2M Server, or,

2) for providing channel security in Bootstrap Interface if the LWM2M Security Object instance relates to a LWM2M Bootstrap Server.
LWM2M Clients MUST either be directly provisioned for use with a target LWM2M Server (Manufacturer Pre-configuration bootstrap mode) or else be provisioned for secure bootstrapping with an LWM2M Bootstrap Server. Any LWM2M Client which supports Client or Server initiated bootstrap mode MUST support at least one of the following secure methods: 
1) Bootstrapping with a strong (high-entropy) pre-shared secret, as described in 7.1.1. The cipher-suites defined in this section MUST NOT be used with only a low-entropy pre-shared secret. The LWM2M Client MUST use a unique pre-shared secret, one which is unique to each LWM2M Client.   
2) Bootstrapping with a temporary, low-entropy pre-shared secret (such as a PIN, password and private serial number) using the cipher-suite TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256, as defined in RFC5489. The LWM2M Client MUST use a unique pre-shared secret, one which is unique to each LWM2M Client. The LWM2M Client and LWM2M Bootstrap Server MUST discard this temporary secret after first usage, and MUST not allow it to be re-used for subsequent bootstrapping.
3) Bootstrapping with a public key or certificate-based method (as described in 7.1.2 and 7.1.3). The LWM2M Client MUST use a unique key-pair, one which is unique to each LWM2M Client.
For full interoperability, a LWM2M Bootstrap Server MUST support all of these methods.

NOTE: The above security methods can also be used by the LWM2M Bootstrap Server to provision KIc and KID for the SMS Secured Packet Structure mode (see Section 7.2.2. for SMS Secured Packet Structure mode).
E.1  LWM2M Objects defined by OMA   (Normative)

This Appendix provides LWM2M Objects defined by OMA. Other organizations and companies may define additional LWM2M according to the guidelines and template provided in Annex D.
The following LWM2M Objects have been defined by OMA as part of LWM2M 1.0:
	Object
	Object ID

	LWM2M Security
	0

	LWM2M Server
	1

	Access Control
	2

	Device
	3

	Connectivity Monitoring
	4

	Firmware
	5

	Location
	6

	Connectivity Statistics
	7


Table 2: LWM2M Objects defined by OMA LWM2M 1.0
The LWM2M Server MUST support LWM2M Security, LWM2M Server, and Device Object and SHOULD support Access Control, Device, Connectivity, Firmware Update, Location, and Connectivity Statistics Object.
A.1 LWM2M Object: LWM2M Security
	Description
	

	This LWM2M Object provides the keying material of a LWM2M Client appropriate to access a specified LWM2M Server. One Object Instance SHOULD address a LWM2M Bootstrap Server.

These LWM2M Object Resources MUST only be changed by a LWM2M Bootstrap Server or Bootstrap from Smartcardand MUST NOT be accessible by any other LWM2M Server.
	

	Object definition
	

	Name

Object ID

Instances

Mandatory

Object URN

LWM2M Security 

0 

Multiple 

Mandatory 

TBD 


	

	Resource definitions
	

	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

LWM2M Server URI

Single

Mandatory

String

0-255 bytes

Uniquely identifies the LWM2M Server or LWM2M Bootstrap Server, and is in the form:

"coaps://host:port", where host is an IP address or FQDN, and port is the UDP port of the Server.

1

Bootstrap Server

Single

Mandatory

Boolean

Determines if the current instance concerns a LWM2M Bootstrap Server (true) or a standard LWM2M Server (false)

2

Security Mode

Single

Mandatory

Integer

0-3

Determines which UDP payload security mode  is used

0: Pre-Shared Key mode

1: Raw Public Key mode

2: Certificate mode

3: NoSec mode

3

Public Key or Identity

Single

Mandatory

Opaque

Stores the LWM2M Client’s Certificate (Certificate mode), public key (RPK mode) or PSK Identity (PSK mode). The format is defined in Section Fehler! Verweisquelle konnte nicht gefunden werden..

4

Server Public Key or Identity

Single

Mandatory

Opaque

Stores the LWM2M Server’s or LWM2M Bootstrap Server’s Certificate (Certificate mode), public key (RPK mode) or PSK Identity (PSK mode). The format is defined in Section Fehler! Verweisquelle konnte nicht gefunden werden..

5

Secret Key

Single

Mandatory

Opaque

Stores the secret key or private key of the security mode. The format of the keying material is defined by the security mode in Section Fehler! Verweisquelle konnte nicht gefunden werden.. This Resource MUST only be changed by a bootstrap server and MUST NOT be readable by any server.

6

SMS Security Mode
Single

Optional

Integer
0-255
Determines which SMS security mode is used (see section Fehler! Verweisquelle konnte nicht gefunden werden.)
0: Reserved for future use
1: DTLS mode (Device terminated) PSK mode assumed

2: Secure Packet Structure mode (S martcard terminated)
3: NoSec mode

4: Reserved mode (DTLS mode with multiplexing Security Association support) 

5-203 : Reserved for future use

204-255: Proprietary modes
7

SMS Binding Key Parameters
Single

Optional

Opaque
6 bytes
Stores the KIc, KID, SPI and TAR. The format is defined in Section Fehler! Verweisquelle konnte nicht gefunden werden..
8

SMS Binding Secret Key(s)
Single

Optional

Opaque
16-32-48 bytes
Stores the values of the key(s) for the SMS binding. 

This resource MUST only be changed by a bootstrap server and MUST NOT be readable by any server.
9

LWM2M Server SMS Number
Single

Optional

Integer
MSISDN used by the LWM2M Client  to send messages to the LWM2M Server via the SMS binding. 

The LWM2M Client SHALL silently ignore any SMS not originated from unknown MSISDN
10

Short Server ID

Single

Optional

Integer

1-65535

This identifier uniquely identifies each LWM2M Server configured for the LWM2M Client.

This Resource MUST be set when the Bootstrap Server Resource has false value.

Default Short Server ID (i.e. 0) MUST NOT be used for identifying the LWM2M Server.

11

Client Hold Off Time

Single

Optional

Integer

s

Relevant information for a Bootstrap Server only.

The number of seconds to wait before initiating a Client Initiated Bootstrap once the LWM2M Client has determined it should initiate this bootstrap mode 

In case client initiated bootstrap is supported by the LWM2M Client, this resource MUST be supported.

12

Bootstrap Server Account Timeout

Single
Optional
Integer
s
The LWM2M Server SHOULD delete the LWM2M Bootstrap Server Account after successful bootstrapping. If it has not already been deleted, the LWM2M Client MUST delete the LWM2M Bootstrap Server Account after the timeout value given by this resource.

	


� Section references are broken! What authorization checks are being ignored here?
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