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1 Reason for Change

A) Bootstrap Server Account

A1).  Purging Bootstrap Server account  could have severe  consequences (may let device death). No possibility anymore to add new Servers, even if required (Sever Replacement/ failure) 

·    Should be the responsibility of the Bootstrap Server to manage the purge (no automatic procedure)  
A2) PlugTest2015 Issue no 39 : is pushing in the same direction 
B) Erroneous Bootstrap flow reply (CoAP code)
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Add a warning note regarding the removal of the Bootstrap Server Account 
5.2.1 Bootstrap Information

This section specifies the information that needs to be configured in LWM2M Client for connecting to the LWM2M Server(s) or the LWM2M Bootstrap Server. This Bootstrap Information can be available before performing the Bootstrap Sequence described in Section 5.2.3. or obtained as a result of the Bootstrap Sequence. 
Bootstrap Information can be categorized into two types:

· LWM2M Server Bootstrap Information 

· LWM2M Bootstrap Server Bootstrap Information

The LWM2M Client MUST have the LWM2M Server Bootstrap Information after the Bootstrap Sequence specified in Section  5.2.3..

The LWM2M Client SHOULD have the LWM2M Bootstrap Server Bootstrap Information.

The LWM2M Server Bootstrap Information is used by the LWM2M Client to register and connect to the LWM2M Server

The LWM2M Server Bootstrap Information MUST contain at least a LWM2M Server Account. The LWM2M Server Bootstrap Information MAY additionally contain further Object Instances (e.g., Access Control, Connectivity Object).

The LWM2M Client MAY be configured to use one or more LWM2M Server Account(s).

The LWM2M Bootstrap Server Bootstrap Information is used by the LWM2M Client to contact the LWM2M Bootstrap Server in order to get the LWM2M Server Bootstrap Information.

The LWM2M Bootstrap Server Bootstrap Information MUST just contain  a LWM2M Bootstrap Server Account.

	Bootstrap Information Type
	Entity
	Required

	The LWM2M Server Bootstrap Information
	LWM2M  Server Account
	Yes*

	
	Additional  Object Instances  (e.g., Access Control, Connectivity  Object) 
	No

	The LWM2M Bootstrap Server Bootstrap Information
	LWM2M Bootstrap Server Account
	No


Table 1: Bootstrap Information List

*the LWM2M Client MUST have at least one LWM2M Server Account after Bootstrap Sequence specified in 5.2.3.
Please note that the LWM2M Client MUST accept Bootstrap Information sent via Bootstrap Interface without processing authorization process specified in Section 7.3.2 Authorization.

Note : A LWM2M Bootstrap Server could decide to purge its Server Account in a given LWM2M Client. In that case it will be not possible to add a new Server Account in that Client. Namely it could be an issue, if – for any reason - connection  to already installed Server cannot be established .  A factory Bootstrap or a Bootstrap from SmartCard, will be the only way to set the device alive again. 
5.2.1.1 Client Initiated Bootstrap

As defined in Section Error! Reference source not found. Bootstrap Sequence, scenarios exist when the LWM2M Server is not configured within the LWM2M Client or attempts to perform the “Register” operation with LWM2M Servers have failed. 
When these conditions occur, the Client Initiated Bootstrap mode provides a mechanism for the LWM2M Client to retrieve the Bootstrap Information from a LWM2M Bootstrap Server.

The Client Initiated Bootstrap mode requires having a LWM2M Bootstrap Server Account. 

The figure below depicts the Client Initiated Bootstrap flow.
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Figure 1: Procedure of Client Initiated Bootstrap

Step #1: Request bootstrap to bootstrap URI

The LWM2M Client sends a “Request Bootstrap” operation to LWM2M Bootstrap Server URI which has been pre-provisioned. When requesting the bootstrap, the LWM2M Client sends the LWM2M Client’s “Endpoint Client Name” as a parameter in order to allow the LWM2M Bootstrap Server to provision the proper Bootstrap Information for the LWM2M Client.

Step #2: Configure Bootstrap Information

The LWM2M Bootstrap Server configures the LWM2M Client with the Bootstrap Information using the “Write” and/or “Delete” operation.

The Client Initiated Bootstrap MAY be used to configure some Resources of the Bootstrap Information in the LWM2M Client after initial bootstrap to update Bootstrap Information. In this case, all the Bootstrap Information is OPTIONAL. 


5.2.1.2    Server Initiated Bootstrap
In this mode, the LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client without the LWM2M Client sending a bootstrap request to the LWM2M Bootstrap Server.
As the LWM2M Client does not initiate the “Request Bootstrap” operation to the LWM2M Bootstrap Server, the LWM2M Bootstrap Server needs to know if a LWM2M Device is ready for bootstrapping before the LWM2M Client can be configured by the LWM2M Bootstrap Server. The mechanism that a LWM2M Bootstrap Server gains this knowledge is implementation specific. A common scenario is that elements in the Network Provider’s network informs the LWM2M Bootstrap Server of the LWM2M Device when the LWM2M Device connects to the Network Provider’s network.

Once the LWM2M Bootstrap Server has been notified that the LWM2M Device is ready to receive the Bootstrap Information, the LWM2M Bootstrap Server configures the LWM2M Client with the Bootstrap Information using the “Write” and/or “Delete” operation. 

The Server Initiated Bootstrap mode requires having the Bootstrap Information for the LWM2M Bootstrap Server. The minimum information that needs to be preloaded for this is the security credentials required for a secure DTLS connection to the LWM2M Bootstrap Server.

The figure below depicts the Server Initiated Bootstrap flow.

[image: image2.png]LWM2M

LWM2M Bootstrap
Client Server

Write, Delete Bootstrap Information Server Initiated
Bootstrap





Figure 2: Procedure of Server Initiated Bootstrap

Step #1: Configure Bootstrap Information

The LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client using the “Write” and/or “Delete” operation.
The Server Initiated Bootstrap MAY be used to configure some Resources of the Bootstrap Information in the LWM2M Client after initial bootstrap to update Bootstrap Information. In this instance, all the Bootstrap Information are OPTIONAL. 

.
Change 2:  Fix Security Object accordingly
LWM2M Object: LWM2M Security

	Description
	

	This LWM2M Object provides the keying material of a LWM2M Client appropriate to access a specified LWM2M Server. One Object Instance SHOULD address a LWM2M Bootstrap Server.

These LWM2M Object Resources MUST only be changed by a LWM2M Bootstrap Server or Bootstrap from Smartcard and MUST NOT be accessible by any other LWM2M Server.
	

	Object definition
	

	Name

Object ID

Instances

Mandatory

Object URN

LWM2M Security 

0 

Multiple 

Mandatory 

TBD 


	

	Resource definitions
	

	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

.
.










	


Change 3:  Bootstrap Interface
Table 21: Operation to Method and URI Mapping
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Figure 17: Example of Client initiated Bootstrap exchange.
Editor’s Notes: ” 2.03 Valid” must be replaced by” 2.04 Changed”
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