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1 Reason for Change

This CR addresses issue #43 from the github collection:
https://github.com/OpenMobileAlliance/OMA-LwM2M-Public-Review/issues/ 

Issue #43: 

The standard "Lightweight M2M – Connectivity Management Object (LwM2M Object – ConnMgmt), Candidate Version 1.0 – 13 Jan 2015, contains inconsistencies:
==> LWM2M Object: WLAN connectivity

· Resource definition ID 2 (Radio Enabled) allows only to specify that the system operates in the 2.4GHz or 5GHz bands.

· Resource definition ID 14 (Standard) specifies values for IEEE 802.11ah which operates in sub-1GHz bands.

As both resource definitions are mandatory, this causes a conflict for all 802.11 modes that operate outside the 2.4GHz or 5GHz band. It is impossible to have always a valid setting for the "Radio Enabled" and "Standard" resource definitions, e.g. for 802.11ah (Standard resource definition) it is impossible to specify sub-1G band in the Radio Enabled resource definition.
This CR suggests to make resource ID2 optional. In case e.g. 802.11ah is selected resource ID2 is not required because 802.11ah operates only in one frequency band (0.9 GHz). The resource is also not required to enable/disable radio because this can be achieved already with resource ID1.
Furthermore, additional bands are added. In case e.g. 802.11aj is selected there is the need to select the frequency band 45 or 60 GHz. 
The order of existing bands in resource ID is not changed to make this change backwards compatible.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Section 7
7.   LWM2M Object:  WLAN connectivity
Description

This object specifies resources to enable a device to connect to a WLAN bearer.
Object definition
	Name
	Object ID
	Instances
	Mandatory
	Object URN

	WLAN connectivity
	12
	Multiple
	Optional
	urn:oma:lwm2m:oma:12


Resource definitions
	ID
	Name
	Oper-
ations
	Instances
	Mandatory
	Type
	Range
	Units
	Description

	0
	Interface name
	RW
	Single
	Mandatory
	String
	
	
	Human-readable identifier
eg. wlan0

	1
	Enable
	RW
	Single
	Mandatory
	Boolean
	
	
	0: Disabled
1: Enabled
Enable / Disable interface
When disabled radio must also be disabled

	2
	Radio Enabled
	RW
	Single
	Optional
	Integer
	
	
	0: Disabled

1: 2.4 GHz

2: 5 GHz
3: 0.9 GHz
4: 3.7 GHz

5: 45 GHz

6: 60 GHz

	3
	Status
	R
	Single
	Mandatory
	Integer
	
	
	0: Disabled

1: UP (OK)

2: Error

	4
	BSSID
	R
	Single
	Mandatory
	String
	12 bytes 


	
	The MAC address of the interface, in hexadecimal form.

	5
	SSID
	RW
	Single
	Mandatory
	String
	1-32 Bytes
	
	The Service Set Identifier for this interface.

	6
	Broadcast SSID
	RW
	Single
	Optional
	Boolean
	
	
	0: Do not broadcast SSID

1: Broadcast SSID

	7
	Beacon Enabled
	RW
	Single
	Optional
	Boolean
	
	
	0: Do not broadcast beacons
1: Broadcast beacons

	8
	Mode
	RW
	Single
	Mandatory
	Integer
	
	
	0: Access Point

1: Client (Station)

2: Bridge

3: Repeater

	9
	Channel
	RW
	Single
	Mandatory
	Integer
	0-255
	
	The current radio channel in use by this interface.

	10
	Auto Channel
	RW
	Single
	Optional
	Boolean
	
	
	0: Disabled

1: Enabled

	11
	Supported Channels
	RW
	Multiple
	Optional
	Integer
	
	
	Array of supported radio channels.

	12
	Channels In Use
	RW
	Multiple
	Optional
	Integer
	
	
	Array of channels which the access point has determined are ‘in use’.

Including any channels in-use by access point itself.


The third octet is either “ “ (all 

	environments), “O” (outside) or “I” (inside).

	14
	Standard
	RW
	Single
	Mandatory
	Integer
	
	
	0: 802.11a

1: 802.11b

2: 802.11bg 

3: 802.11g

4: 802.11n

5: 802.11bgn

6: 802.11ac
7: 802.11ah

	15
	Authentication Mode
	RW
	Single
	Mandatory
	Integer
	
	
	0: None (Open)

1: PSK

2: EAP

3: EAP+PSK
4: EAPSIM

	16
	Encryption Mode
	RW
	Single
	Optional
	Integer


	
	
	0: AES (WPA2)

1: TKIP (WPA)
2: WEP (1)

	17
	WPA Pre Shared Key
	W
	Single
	Optional
	String
	64 Bytes
	
	WPA/WPA2 Key expressed as a hex string.

Write – Only.

	18
	WPA Key Phrase
	W
	Single
	Optional
	String
	1-64 Bytes
	
	WPA/WPA2 Key Phrase.

Write Only.

	19
	WEP Encryption Type
	RW
	Single
	Optional
	Integer
	
	
	0: None

1: 40-bit

2: 104-bit

	20
	WEP Key Index
	RW
	Single
	Optional
	Integer
	[1:4]
	
	Index of the default WEP key.

	21
	WEP Key Phrase
	W
	Single
	Optional
	String
	1-64 Bytes
	
	WPA/WPA2 Key Phrase.

Write Only.

	22
	WEP Key 1
	W
	Single
	Optional
	String
	10 or 26 Bytes
	
	WEP Key 1 expressed as a hexadecimal string.

10 Bytes for a 40 Bit key
26 Bytes for a 104 Bit key

	23
	WEP Key 2
	W
	Single
	Optional
	String
	10 or 26 Bytes
	
	WEP Key 2 expressed as a hexadecimal string.

10 Bytes for a 40 Bit key
26 Bytes for a 104 Bit key

	24
	WEP Key 3
	W
	Single
	Optional
	String
	10 or 26 Bytes
	
	WEP Key 3 expressed as a hexadecimal string.

10 Bytes for a 40 Bit key
26 Bytes for a 104 Bit key

	25
	WEP Key 4
	W
	Single
	Optional
	String
	10 or 26 Bytes
	
	WEP Key 4 expressed as a hexadecimal string.

10 Bytes for a 40 Bit key
26 Bytes for a 104 Bit key

	26
	RADIUS Server
	RW
	Single
	Optional
	String
	1-256 Bytes
	
	RADIUS Authentication Server Address

	27
	RADIUS Server Port
	RW
	Single
	Optional
	Integer
	
	
	RADIUS Authentication Server Port Number

	28
	RADIUS Secret
	W
	Single
	Optional
	String
	1-256 Bytes
	
	RADIUS Shared Secret

	29
	WMM Supported
	R
	Single
	Optional
	Boolean
	
	
	0: WMM NOT Supported

1: WMM Wupported

	30
	WMM Enabled
	RW
	Single
	Optional
	Boolean
	
	
	0: Disabled

1: Enabled

	31
	MAC Control Enabled
	RW
	Single
	Optional
	Boolean
	
	
	0: Any Client MAC Address accepted

1: Client MAC address must exist in MACAddressList

	32
	MAC Address List
	RW
	Multiple
	Optional
	String
	12 Bytes
	
	Array of allowed client MAC addresses, in hexadecimal form.

	33
	Total Bytes Sent
	R
	Single
	Optional
	Integer
	
	
	Total number of bytes sent via this interface

	34
	Total Bytes Received
	R
	Single
	Optional
	Integer
	
	
	Total number of bytes received via this interface

	35
	Total Packets Sent
	R
	Single
	Optional
	Integer
	
	
	Total packets sent via this interface

	36
	Total Packets Received
	R
	Single
	Optional
	Integer
	
	
	Total packets received via this interface 

	37
	Transmit Errors
	R
	Single
	Optional
	Integer
	
	
	Total number of packets which could not be transmitted because of errors.

	38
	Receive Errors
	R
	Single
	Optional
	Integer
	
	
	Total number of packets received with errors which prevented those packets from being delivered.

	39
	Unicast Packets Sent
	R
	Single
	Optional
	Integer
	
	
	Count of Unicast Packets Sent

	40
	Unicast Packets Received
	R
	Single
	Optional
	Integer
	
	
	Count of Unicast Packets Received

	41
	Multicast Packets Sent
	R
	Single
	Optional
	Integer
	
	
	Count of Multicast Packets Sent

	42
	Multicast Packets  Received
	R
	Single
	Optional
	Integer
	
	
	Count of Multicast Packets Received

	43
	Broadcast Packets Sent
	R
	Single
	Optional
	Integer
	
	
	Count of Broadcast Packets Sent

	44
	Broadcast Packets Received
	R
	Single
	Optional
	Integer
	
	
	Count of Broadcast Packets Received

	45
	Discard Packets Sent
	R
	Single
	Optional
	Integer
	
	
	Count of valid outbound packets intentionally discarded without transmission, for example a packet may be discarded to manage buffer space.

	46
	Discard Packets Received
	R
	Single
	Optional
	Integer
	
	
	Count of valid packets received and intentionally discarded without devlivery to the system, for example a packet may be discarded to manage buffer space.

	47
	Unknown Packets Received
	R
	Single
	Optional
	Integer
	
	
	Count of Unknown Packets Received

	48
	Vendor specific extensions
	R
	Single
	Optional
	Objlnk
	
	
	Links to a vendor specific object.


Notes:

(1) WEP is supported by this object for legacy devices. All encryption parameter resources are optional e.g. a Wifi Alliance “HotSpot 2.0” device would not support WEP related resources. 
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