Doc#OMA-DM-LightweightM2M-2015-0065R01-CR_MultiSrv_Context_Security [image: image2.jpg]"sOMaQa

Open Mobile Alliance



 


Doc#OMA-DM-LightweightM2M-2015-0065R01-CR_MultiSrv_Context_Security    




Change Request

	Title:
	LWM2M 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM LightweightM2M WG

	Doc to Change:
	OMA-TS-LightweightM2M-V1_0-20151116-D

	Submission Date:
	

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Thierry GARNIER, Gemalto N.V

	Replaces:
	n/a


1 Reason for Change

Consistency alignment between Section  5 and 7 (Security) especially regarding Object Instantiation
R01 : typo fixes only
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Clarification / Simplification
5.4.6 Create

The “Create” operation is used by the LWM2M Server to create Object Instance(s) within the LWM2M Client. The “Create” operation MUST target an Object, and MUST follow the rules specified in section 7.3 (ACCESS CONTROL) and its sub-sections ). If any error occurs, nothing MUST be created
The Object Instance created in the LWM2M Client by the LWM2M Server MUST be an Object type supported by the LWM2M Client and announced to the LWM2M Server using the “Register” and “Update” operations of the LWM2M Client Registration Interface.

Object Instance whose Object supports at most one Object Instance MUST be assigned an Object Instance ID of 0 when the Object Instance is Created.
The “Create” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	New Value
	Yes
	-
	The new value included in the payload to create the Object Instance(s)


Table 1: Create parameters
The new value included in the payload MUST follow the TLV or JSON format according to the Content-Format option which MUST be specified
When there is no reference to Object Instance in the TLV/JSON payload of the “Create” command, the LWM2M Client MUST assigns the ID of the created Object Instance.
If a new Object Instance is created through that operation and the LWM2M Client has more than one LWM2M Server Account, then the LWM2M Client creates an Access Control Object Instance for the created Object Instance (7.3 ACCESS CONTROL)
· Access Control Owner MUST be the LWM2M Server
· The LWM2M Server MUST have full access rights
Change 2  Improve / Fix consistency related to Create Object Instance functionality  
7.3 Access Control
As the LWM2M Client MAY support one or more LWM2M Servers, there is a need to determine which operation on a given Object Instance is authorized for which LWM2M Server: Access Control Object is designed for supporting that capability 
In the particular case where a single LWM2M Server Account exists  in the LWM2M Client, the Server MUST have full access right on all the Objects and Object Instances in  the LWM2M Client, and  the Access Control Object MAY be not instantiated.
The section 7.3.1 and its sub-sections specify what MUST be applied in multiple LWM2M Servers environment. For consistency and for reducing the efforts of  the LWM2M Client when switching from single to multiple LWM2M Servers environment after deployment, section 7.3.1 and its sub-sections MUST also be applicable in single LWM2M Server environment when Access Control Object is instantiated in that context  

7.3.1 Access Control Object
5.2.1.1 Access Control Object overview

Access Control Object MUST be instantiated with the following rules:
· During the Bootstrap Phase, an Access Control Object Instance MUST be assigned per Object, for identifying which Server will be authorized to instantiate this Object later. The Bootstrap Server is the owner of these Access Control Object Instances created during this phase
· A unique Access Control Object Instance MUST be assigned per Object Instance (see Error! Reference source not found. ), for registering which operations can be performed by a given LWM2M Server on this associated Object Instance. 
· Each Access Control Object Instance MUST only be managed by the Access Control Owner Server of that Object Instance via the Device Management and Service Enablement Interface. Within the Access Control Object Instance is an ACL Resource which MAY have zero or several Instances (see Error! Reference source not found. ):

· Each ACL Resource Instance is associated to a different LWM2M Server and represents an access right determining which operations a LWM2M Server can perform on the Object Instance.
· For a given Access Control Object Instance, the Access Control Owner LWM2M Server which doesn’t have  ACL Resource Instance, have full access right on Object Instance it refers to. 

· For a simple association between an ACL Resource Instance and a given LWM2M Server, the Short Server ID is assigned to ACL Resource Instance ID (see Error! Reference source not found. ).

· A default ACL Resource Instance MAY be used to grant access rights to LWM2M Servers which doesn’t have its own ACL Resource Instance. ID of this default ACL Resource Instance MUST be 0.
· Access Control Object is described in Appendix Error! Reference source not found. and Examples of Access Control Object Instances are presented in Error! Reference source not found.. 
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Figure 1: Illustration of the relations between the LWM2M Access Control Object and the other LWM2M Objects
5.2.1.2 Access Control Object Management

5.2.1.2.1 Access Control Object Instantiation

Access Control Object MUST be instantiated by the LWM2M Client under two circumstances:

· During Bootstrap for specifying which Server is authorized to instantiate (“Create” operation) which Object.

· When a LWM2M Server sends “Create” operation.
1. Bootstrap case
During Bootstrap, for each Object supported by the LWM2M Client, an Access Control Object Instance per Object SHOULD be created by the LWM2M Client. This Access Control Object Instance MUST be managed via the Bootstrap Interface only. The Resources value of the Access Control Object Instance MUST be set as follows:

	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the  targeted Object 

	Object Instance ID
	1
	MAX_ID=65535  (irrelevant)

	ACL
	2
	A Resource Instance per LWM2M Server authorized to instantiate  the Object 
4th lsb: “Create” is only configured

	Access Control Owner
	3
	MAX_ID=65535  (meaning : managed by Bootstrap Interface)


2.  “Create” operation case 

When a LWM2M Server creates under authorization an Object Instance (see section 7.3.2 Authorization) in the LWM2M Client, the LWM2M Client MUST instantiate an Access Control Object Instance with the following Resource values. The Access Control Owner Resource is configured with Short Server ID of the LWM2M Server. 
	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the  targeted Object 

	Object Instance ID
	1
	ID of the newly created Object Instance

	ACL
	2
	Any combinaison of the Access Right {none,R,W,E,D} is acceptable (Annex E.3)

	Access Control Owner
	3
	The Short Server ID of the LWM2M Server sending “Create” operation 


5.2.1.2.2 Access Control Object update

There are several cases in which a given Access Control Object Instance can be updated:

· When  the LWM2M Server which is the “Access Control  Owner” adds or modifies  (using “Write” operation) access right on the Object Instance for a given LWM2M Server, 

a. first an ACL Resource having the targeted Short Server ID as ACL Resource Instance ID, has to be instantiated by the LWM2M Client if ACL Resource Instance for the LWM2M Server doesn’t exist yet

b. second: the appropriate access right (R,W,D,E) for that targeted Server on the Object Instance has to be set as ACL Resource Instance value

· When an Object Instance is removed via “Delete” operation performed by the LWM2M Server which is the “Access Control Owner”, the associated Access Control Object Instance MUST be removed by the LWM2M Client.
5.2.2 Authorization
The LWM2M Client MUST authorize a CREATE operation requested by a LWM2M Server for instantiating an Object, only if the associated Access Control Object Instance managed by the Bootstrap Interface, contains an ACL Resource Instance for that LWM2M Server set with  the Access Right “Create”. 
The LWM2M Client MUST authorize other operations than CREATE requested by a LWM2M Server either on an Object Instance, or on Resource after performing a two-steps check:

· 1st step: the LWM2M Client gets the access right of the targeted Object Instance (as described in section 7.3.2.1) - and checks whether this access right is sufficient – according to the following table - to perform the LWM2M Server requested operation. 

	LWM2M Operations
	Minimum Access Right

	
	

	READ – OBSERVE
	R

	WRITE
	W

	DISCOVER – WRITE ATTRIBUTES
	-

	DELETE
	D

	EXECUTE
	E


· 2nd step:  if at step 1, the Server is granted to perform the operation the LWM2M Client needs to check if the LWM2M Server requested operation is supported by the targeted Resource or Object Instance (details are described in section 7.3.2.2, 7.3.2.3, and 7.3.2.4).
The LWM2M Object specification defines which operations are allowed to be performed on Resource within an Object Instance (Refer to Supported Operations in Error! Reference source not found. LWM2M Object Template and Guidelines). The operations allowed on a given Resource MUST apply to all the Resource Instances of that Resource. 
The LWM2M Client MUST support the authorization procedure described in Section 7.3.2 and its sub-sections.
5.2.2.1 Obtaining Access Right
For “Create” operation sent by the LWM2M Server, the LWM2M Client MUST 

get access right from the ACL Resource Instance associated to this LWM2M Server on the targeted Object, which is contained  in the  Access Control Object Instance provisioned during Bootstrap  (Access Control Owner is MAX_ID=65535). If this access right doesn’t have the “Create” value, or cannot be obtained, the LWM2M Server has no access right.

For the operations except than “Create” operation the LWM2M Client MUST perform the following procedure:

1. if this LWM2M Server is the only LWM2M Server Account declared in the LWM2M Client (ie single Server environment) , the LWM2M Server has full access right on  Object Instance(s) If the LWM2M Server has more than one LWM2M Server Account, the LWM2M Client gets an Access Control Object Instance associated with the Object Instance the LWM2M Server has requested access to and MUST follow the procedure below:

A. If the LWM2M Server is declared as Access Control Owner of this Object Instance and there is no ACL Resource Instance, then LWM2M Client gets full access right.
B. If the Client has an ACL Resource Instance for the LWM2M Server, the LWM2M Client gets access right from that ACL Resource Instance.

C. If the Client doesn’t have ACL Resource Instance for the Server, the LWM2M Client gets access right from the default ACL Resource Instance if it exists.

D. If the Client doesn’t have default ACL Resource Instance then, the LWM2M Server has no access right, and an “Access Right Permission Denied” error code is reported to the LWM2M Server.
5.2.2.2 Operation on Resource
When the LWM2M Server targets a Resource, the LWM2M Client MUST obtain an access right for the LWM2M Server on the Object Instance that Resource belongs to according to Section 7.3.2.1 and MUST checks whether the access right is granted prior to perform the requested operation. 

· If the operation is not permitted, the LWM2M Client MUST send an “Access Right Permission Denied” error code to the LWM2M Server. 

· If the operation is permitted, the LWM2M Client verifies whether the Resource supports the operation. 

· If the operation is not supported by the Resource, the LWM2M Client MUST send an “Operation is not supported” error code to the LWM2M Server. 
· If the Resource supports the operation, the LWM2M Client MUST performs the requested operation.
5.2.2.3 Operation on Object Instance
When the LWM2M Server targets an Object Instance, the LWM2M Client MUST obtain an access right for the LWM2M Server on Object Instance according to Section 7.3.2.1 and MUST check whether the access right is granted prior to perform the requested operation. 

· If the operation is not permitted, the LWM2M Client MUST send an “Access Right Permission Denied” error code to the LWM2M Server. 

· If the operation is permitted, the following cases apply, according to  the requested  operation:
· For the “Write” operation on an Object Instance, the LWM2M Client MUST perform the operation, if all the Resources conveyed in the operation are allowed to perform the “Write” operation. If any Resource does not support the “Write”operation, the LWM2M Client MUST inform the LWM2M Server, the Object Instance doesn’t perform the requested “Write”  operation by sending a “Operation is not supported” error code.
· For the “Read” and “Observe” operations, the LWM2M Client MUST retrieve all the Resources except the Resource(s) which doesn’t support the “Read” operation and sends the retrieved Resource(s) information to the LWM2M Server.
· For the “Execute” operation, the LWM2M Client MUST NOT perform the operation, and MUST send an “Operation is not supported” error code to the LWM2M Server. 
· 
· For the “Delete”, “Write Attributes”, and “Discover” operations, the LWM2M Client MUST perform the operation since those operations are not related to Resource
5.2.2.4 Operation on Object

If a given LWM2M Server targets an Object with a “Write”, “Execute”, or “Delete”  operation,  the LWM2M Client MUST NOT perform such an operation and MUST send an “Operation is not supported” error code to the LWM2M Server.
·  When the LWM2M Server targets an Object for the “Create” operation, the LWM2M Client MUST obtain an access right for the LWM2M Server on Object according to Section 7.3.2.1 “Obtaining Access Right” and MUST check whether the access right is granted prior to perform the requested operation.
If the “Create” operation is permitted, the LWM2M Client MUST perform the instantiation on the Object only if all the mandatory Resources are specified in the “New Value” parameter (see Section 5). If all the mandatory Resources are not specified, the LWM2M Client MUST send a “Bad Request” error code to the LWM2M Server.
 Optional Resources MAY be conveyed in the “New Value” parameter as well; the LWM2M Client MAY ignore the optional resources it doesn’t support. The values of the Read-only Resources MUST be setup by the LWM2M Client only. When a value is present in the “New Value” parameter, this value MUST simply be ignored. If the payload (NewValue) conveys an Object Instance ID in conflict with one already present in the LWM2M Client, the complete request MUST be rejected and a “Bad Request” error code MUST be sent back
· The “Discover” operation on Object is specific in the sense, that no access right is needed; the LWM2M Client MUST perform the operation.
· For the “Read” and “Observe” operations, the LWM2M Client MUST obtain the access right for the LWM2M Server on each Object Instance according to Section 7.3.2.1 “Obtaining Access Right” and the LWM2M Client MUST retrieve all the Object Instances for which the LWM2M Server has “Read” access right; for each of these qualified Object Instances, the LWM2M Client MUST retrieve all the Resources except the Resources which do not support the “Read” operation. The LWM2M Client MUST then aggregate all the information individually produced by the operation on each of these Object Instances and send that to the LWM2M Server.

· For the “Write Attributes” operation, the LWM2M Client MUST perform the operation.
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