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1 Reason for Change

A comparison of the document OMA-TS-LightweightM2M-V1_0-20160407-C Appendix E.3 and OMA-SUP-XML_LWM2M_Access_Control-V1_0-20160407-C using the LWM2M Editor and the Word document comparison tool revealed that there are a number of inconsistencies between the documents.
This purpose of this CR on OMA-SUP-XML_LWM2M_Access_Control-V1_0-20160407-C is primarily to align it with OMA-TS-LightweightM2M-V1_0-20160407-C Appendix E.3 . Note the editorial change in line 1 to change "utf-8" to "UTF-8" has also been made.

If the CR is not agreed then these two documents will remain inconsistent.
2 Impact on Backward Compatibility

OMA-TS-LightweightM2M-V1_0-20160407-C Appendix E.3 and OMA-SUP-XML_LWM2M_Access_Control-V1_0-20160407-C are not aligned. This CR makes the two documents consistent.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG are kindly requested to review and agree this CR.
Please see the attached updated document OMA-SUP-XML_LWM2M_Access_Control-V1_0-20160407-C_CR54.xml .
6 Detailed Change Proposal

Change 1:  Specific changes displayed using change bars
<?xml version="1.0" encoding="UTF-8"?>
<!--

FILE INFORMATION

OMA Permanent Document

   File: OMA-SUP-XML_LWM2M_Access_Control-V1_0-20160407-C

   Type: xml

Public Reachable Information

   Path: http://www.openmobilealliance.org/tech/profiles

   Name: LWM2M_Access_Control-v1_0.xml

NORMATIVE INFORMATION

  Information about this file can be found in the latest revision of

    OMA-TS-LightweightM2M-V1_0

  This is available at http://www.openmobilealliance.org/

  Send comments to technical-comments@mail.openmobilealliance.org

CHANGE HISTORY

22102013 File created, see OMA-DM-LightweightM2M-2013-0164-INP_LWM2M_Objects_XML_files

31102013 Incorporated CR OMA-DM-LightweightM2M-2013-0162R03-CR_Bug_Fixes, plus changes according to OMA-TS-LightweightM2M-V1_0-20131017-D

03122013 Incorporated CR OMA-DM-LightweightM2M-2013-0172-CR_SUP_files_schema_reference

10122013 Status changed to Candidate by TP, TP Ref # OMA-TP-2013-0368-INP_LightweightM2M_V1_0_ERP_and_ETR_for_Candidate_approval

23032016 Incorporated CR OMA-DM-LightweightM2M-2016-0016-CR_New_Legal_Disclaimer_to_Access_Control

07042016 Status changed to Candidate by TP, TP Ref # OMA-TP-2016-0056-INP_LightweightM2M_V1_0_ERP_for_Notification

LEGAL DISCLAIMER

  Copyright 2016 Open Mobile Alliance Ltd.  All rights reserved.

  Redistribution and use in source and binary forms, with or without

  modification, are permitted provided that the following conditions

  are met:

  1. Redistributions of source code must retain the above copyright

  notice, this list of conditions and the following disclaimer.

  2. Redistributions in binary form must reproduce the above copyright

  notice, this list of conditions and the following disclaimer in the

  documentation and/or other materials provided with the distribution.

  3. Neither the name of the copyright holder nor the names of its

  contributors may be used to endorse or promote products derived

  from this software without specific prior written permission.

  THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS

  "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT

  LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS

  FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE

  COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,

  INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,

  BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

  LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

  CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT

  LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

  ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

  POSSIBILITY OF SUCH DAMAGE.

  The above license is used as a license under copyright only.  Please

  reference the OMA IPR Policy for patent licensing terms:

  http://www.openmobilealliance.org/ipr.html

-->

<LWM2M xmlns:xsi = "http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="http://openmobilealliance.org/tech/profiles/LWM2M.xsd" >


<Object ObjectType="MODefinition">



<Name>LWM2M Access Control</Name>



<Description1><![CDATA[Access Control Object is used to check whether the LWM2M Server has access right for performing a operation.]]></Description1>



<ObjectID>2</ObjectID>



<ObjectURN>urn:oma:lwm2m:oma:2</ObjectURN>



<MultipleInstances>Multiple</MultipleInstances>



<Mandatory>Optional</Mandatory>



<Resources>




<Item ID="0">





<Name>Object ID</Name>

        <Operations>R</Operations>





<MultipleInstances>Single</MultipleInstances>





<Mandatory>Mandatory</Mandatory>





<Type>Integer</Type>





<RangeEnumeration>1-65534</RangeEnumeration>





<Units></Units>





<Description><![CDATA[The Object ID and The Object Instance ID are applied for.]]></Description>




</Item>




<Item ID="1">





<Name>Object Instance ID</Name>

        <Operations>R</Operations>





<MultipleInstances>Single</MultipleInstances>





<Mandatory>Mandatory</Mandatory>





<Type>Integer</Type>





<RangeEnumeration>0-65535</RangeEnumeration>





<Units></Units>





<Description><![CDATA[See Table 18: LWM2M Identifiers.]]></Description>




</Item>




<Item ID="2">





<Name>ACL</Name>

        <Operations>RW</Operations>





<MultipleInstances>Multiple</MultipleInstances>





<Mandatory>Optional</Mandatory>





<Type>Integer</Type>





<RangeEnumeration>16-bit</RangeEnumeration>





<Units></Units>





<Description><![CDATA[Resource Instance ID MUST be the Short Server ID of a certain LWM2M Server which has an access right.

Resource Instance ID 0 is for default Short Server ID.

The Value of the Resource Instance contains the access rights.

Setting each bit means the LWM2M Server has the access right for that operation. The bit order is specified as below.

1st lsb: R(Read, Observe, Discover, Write Attributes)

2nd lsb: W(Write)

3rd lsb: E(Execute)

4th lsb: D(Delete)

5th lsb: C(Create)

Other bits are reserved for future use]]></Description>




</Item>




<Item ID="3">





<Name>Access Control Owner</Name>

        <Operations>RW</Operations>





<MultipleInstances>Single</MultipleInstances>





<Mandatory>Mandatory</Mandatory>





<Type>Integer</Type>





<RangeEnumeration>0-65535</RangeEnumeration>





<Units></Units>





<Description><![CDATA[Short Server ID of a certain LWM2M Server. Only this LWM2M Server can manage these Resources of the Object Instance.

Value MAX_ID=65535 is reserved for the Access Control Object Instances created during Bootstrap procedure.]]></Description>




</Item>



</Resources>



<Description2><![CDATA[==E.3.1
Object Instance Configurations==

If a new LWM2M Server Account is added when LWM2M Client has only one LWM2M Server Account, Client MUST ensure that Access Control Object Instances for every Object Instance except Security Object Instance exist. The LWM2M Client MUST create the missing Access Control Object Instances as follows:

−
Access Control Owner MUST be the previously existing LWM2M Server

−
Previously existing LWM2M Server MUST have full access right.]]></Description2>


</Object>

</LWM2M>

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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