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1 Reason for Change

·  Editorials Fixes 
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Scope Editorial
1. Scope
(Informative)

This document lists the requirements for the OMA LWM2M Gateway Capability Enabler.  It mainly focuses on requirements to enable a LWM2M Server to manage and to enable services in LWM2M devices which may be not directly accessible to the LWM2M Server (for example, because the devices are deployed behind a firewall, or a local router / concentrator). Enabled by this new LWM2M functionality, this document provides requirements for management and service enablement of LWM2M devices when organized in a local cluster: e.g. fanning out LWM2M commands from a LWM2M Server to multiple LWM2M Clients and aggregating responses from multiple LWM2M Clients so that a consolidated response is sent back to the LWM2M Server.
The following issues are in the scope of this document:  bootstrapping, registration, discovery and notification mechanisms, fan out and aggregation of messages, with respect of OMA LWM2M TS 1.0 Enabler. 

When OMA LWM2M Gateway Capability requirements are identified but are recognized of being not affordable by OMA LWM2M TS 1.0 Enabler, these requirements will be considered out of the scope of  the LWM2M Gateway Capability release 1.0 but will be noted in order to be  addressed in the time frame of  a next OMA LWM2M Enabler release.

The scope of OMA LWM2M Gateway Capability Enabler in release 1.0, is to cover devices only supporting LWM2M TS 1.0 protocols. Requirement for devices not supporting LWM2M TS 1.0 protocol could be addressed in a future release of  the OMA LWM2M Gateway Capability Enabler;  nevertherless  the current release SHOULD be prepared to support such an evolution (e.g. LWM2M/CoAP bearer evolution).  
Change 2:  Introduction 
2. Introduction
(Informative)

The LWM2M GwCap Enabler is based on the LWM2M Enabler which defines the application layer communication protocol between a LWM2M Server and a LWM2M Client located in a LWM2M Device. The OMA LWM2M enabler includes device management and service enablement for LWM2M Devices. In many instances, the OMA LWM2M Server and the OMA LWM2M Client communicate with each other directly. However, direct communication between the LWM2M Server and the LWM2M Client is not always possible, nor desirable. The LWM2M GwCap Enabler will provide a solution for LWM2M-based architecture which takes benefit of organizing Resource Constrained LWM2M End-Devices into cluster of  LWM2M Devices  e.g. for minimizing traffic impact on communication (fanout commands, response aggregation), for  privileging local data management or for guarantying security inside and outside the cluster in a cost effective way. .  

Change 3:  Chapter 5
5. LWM2M Gateway Capability Release Description 
(Informative)
The LWM2M GwCap Enabler MUST be compatible by LWM2M TS 1.0 Enabler and later versions. 

This document MAY contain requirements which are likely to be addressable by a later release of  the LWM2M TS 1.0 Enabler only; such requirements MUST be clearly identified as not intending to be supported by the LWM2M GwCap Enabler release 1.0 . 
The LWM2M GwCap requirements MUST be established to allow a coherent implementation of the LWM2M GwCap Enabler in a full LWM2M TS 1.0 context. 

5.1 Modes of Operation

The LWM2M Gateway Device will be configurable according to several operating modes:

· Transparent Mode: The LWM2M Gateway assists a distant LWM2M Bootstrap Server to Bootstrap End-Device(s) behind the LWM2M Gateway. The LWM2M Gateway doesn’t participate to the Device Management and Services Enablement of the LWM2M End-Device(s) which are operated in that mode.

· Proxy Mode:  The LWM2M Gateway provides Management and Enablement of Services of End-Devices behind the Gateway on behalf of the LWM2M Server. Two related LWM2M sessions are established: one is between the LWM2M Server and the LWM2M Gateway; the other is between the LWM2M Gateway and the End Device(s).

The LWM2M Gateway can operate in both modes for different End-Devices simultaneously.
5.2 Devices Registration Description

The LWM2M Gateway needs to register itself with a distant LWM2M Server, but it also needs to communicate to that Server,Registration information from the Clients running on devices deployed behind it.

As the LWM2M Gateway is seen as a local LWM2M Server, the LWM2M Clients running on the End-Devices behind, must perform a local Registration with the LWM2M Gateway. 
5.3 Device Bootstrap description

As any LWM2M Client, the LWM2M Gateway must follow the Bootstrap rules defined in LWM2M TS 1.0 Enabler to be able to communicate with a distant LWM2M Server. Moreover acting as a local LWM2M Server, the LWM2M Gateway must support Bootstrap Server functionality - as specified in LWM2M TS 1.0 Enabler - for  the LWM2M Clients running on End-Devices deployed behind it. 
After the Bootstrap Phase has completed, any device is able to communicate according to the LWM2M 1.0 Enabler protocol.
5.4 Devices Group

A LWM2M Gateway has the capability to assign a set of LWM2M Clients to a Group. The interest of identifying such a Group or Cluster, is to allow the LWM2M Gateway to dispatch a single command toward all the Group elements (fanout commands). In the same way, the messages of the Group elements could be collected and aggregated by the LWM2M Gateway before being sent to the distant LWM2M Server.

5.5 Devices Inventory Description

A LWM2M Gateway maintains the list of  End-Devices it manages and the related information about them.

A distant LWM2M Server is likely to query such an information 

5.6 Command Fanout and Response Aggregation Description

A single LWM2M Server command is likely to be routed by the LWM2M Gateway to several LWM2M Clients running on End-Devices (fanout commands). In return, the LWM2M Gateway has also the capability  to aggregate messages from different LWM2M Clients running on End-Devices, into a single response to the destination of  a LWM2M Server (network traffic optimization)
5.7 Security Levels Description

The LWM2M enabler guaranties a secure communication (DLTS) between LWM2M entities and provides mechanisms for a secured data access of these entities (Access Control mechanisms). 
Assigning a high security level to the external communications between the LWM2M Gateway and the LWM2M distant Server and a simpler security level to the communications behind the LWM2M Gateway, should allow to  reduce the cost of the Constrained End-Devices without penalty to the security of  the overall system. The LWM2M Gateway Device assuring the strong protection against the external world.  

5.8 Device Configuration and Data Storage Description

   The LWM2M Gateway supports all the mandatory configuration setting specified in LWM2M Enabler 1.0 for a standard LWM2M Client.  In addition, the LWM2M GwCap Enabler specifies the various mandatory and optional settings required for addressing the capabilities described in that document.

The LWM2M Gateway provides as well a Data Storage Area for enabling local Data Storage Services (e.g. local Data Backup Service).  
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