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1 Reason for Change

· . A LWM2M Server MUST refuse a LWM2M Client’s registration request if it does not support the LWM2M Enabler version indicated by the LWM2M Client (impact on Section 5.3, 8.2.3, Table 8.5)
· Object 0 (Security Object) must be not part of the Client Object registration list
· Attempt to Register unknown Object or Object Instance must be silently ignored by the Server (Note : if defined, unsupported version of a given object has to be considered as an unsupported Object) 
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Registration : Object 0 removal,  unknown object ignored,  rejection of Client implementing incompatible Enabler Version 
5.1.1 Register
Registration is performed when a LWM2M Client sends a “Register” operation to the LWM2M Server. After the LWM2M Device is turned on and the bootstrap procedure has been completed, the LWM2M Client MUST perform a “Register” operation to each LWM2M Server that the LWM2M Client has a Server Object Instance. Table 6 describes the parameters used for the “Register” operation.
The “Register” operation includes the Endpoint Client Name parameter along with other parameters listed in Table 6. The “Register” operation MUST include a value for the Endpoint Client Name parameter that is unique on that LWM2M Server.

Upon receiving a “Register” operation from the LWM2M Client, the LWM2M Server records the IP address and port from the IP packet of the registration message and uses this information for all future interactions with that LWM2M Client.

If the LWM2M Client sends a “Register” operation to the LWM2M Server even though the LWM2M Server has registration information of the LWM2M Client, the LWM2M Server removes the existing registration information and performs the new “Register” operation. This situation happens when the LWM2M Client forgets the state of the LWM2M Server (e.g., factory reset).
The LWM2M Server MUST support all the parameters listed at Table 6 and the LWM2M Client MUST support Endpoint Client Name, Lifetime, Binding Mode, and Object and Object Instances and MAY support LWM2M Version and SMS Number.
	Parameter
	Required
	Default Value
	Notes

	Endpoint Client Name
	Yes
	
	See Section 6.2

	Lifetime
	No
	86400
	If Lifetime Resource does not exist in a LWM2M Server Object Instance (see Appendix D.1), the Client MUST NOT send this parameter and the Server MUST regard lifetime of the Client as 86400 seconds The registration SHOULD be removed by the Server if a new registration or update is not received within this lifetime.

	LWM2M Version
	No
	1.0
	Indicates the version of the LWM2M Enabler that the LWM2M Client supports. This parameter is required only for LWM2M versions > 1.0.

	Binding Mode
	No
	U
	Indicates current binding and Queue mode of the LWM2M Client. “U” means UDP binding, and "S" means SMS binding. The "Q" can be appended to represent the binding works in the Queue mode.

For example, "UQS" means the Client uses both the UDP binding with Queue Mode enabled and the SMS binding with Queue Mode disabled.

The valid values of the parameter are listed in the Section 5.3.1.1.

	SMS Number
	No
	
	The value of this parameter is the MSISDN where the LWM2M Client can be reached for use with the SMS binding.

	Objects and Object Instances
	Yes
	
	The list of Objects supported and Object Instances available on the LWM2M Client (Security Object ID:0 MUST not be part of this list) .


Table 6: Registration parameters
A LWM2M Server MUST refuse a Client’s Registration request, if it doesn’t support the LWM2M Enabler version indicated by the Client (i.e. major digit of the LWM2M versions in Client and Server are different, or the LWM2M version supported by the Client – e.g. 1.1 -  is superior to the LWM2M version supported by the Server – e.g 1.0 -).
The list of Objects and Object Instances is included in the payload of the registration message. Except the Security Object (ID:0), all the mandatory Objects defined in the LWM2M  Enabler (i.e. Server Object ID:1 and the Device Object ID:3) MUST be part of the registration payload list. The Security Object ID:0 MUST not be part of the Registration Objects and Object Instances list.
When an Object to-be-registered by the Client, is not supported by the Server it MUST be silently ignored by this Server and will not prevent the Client’s Registration request to be accepted.  
The payload Media-Type of that registration message MUST be the Core Link Format (application/link-format) defined in [RFC6690], so that each Object is described as a Link according to that format. The Target component of the link is required, and consists of the Object path. Any other parameters included in the link MUST be silently ignored, unless specified for use by the LWM2M Enabler.
Change 2:  Update Registration on Object 0 / Unsupported Objects ignored
5.2.3 Update

Periodically or based on certain events within the LWM2M Client or initiated by the LWM2M Server, the LWM2M Client updates its registration information with a LWM2M Server by sending an “Update” operation to the LWM2M Server. This “Update” operation MUST contain only the parameters listed in Table 8 which have changed compared to the last registration parameters sent to the LWM2M Server.
If the LWM2M Client is using the UDP binding to communicate with a LWM2M Server and LWM2M Client’s IP address or the port changes, the LWM2M Client MUST send an “Update” operation to the LWM2M Server.
	Parameter
	Required

	Lifetime
	No

	Binding Mode
	No

	SMS Number
	No

	Objects and Object Instances
	No


Table 8: Update parameters
The Security Object ID:0 MUST not be part of  Update Objects and Object Instances list.
When an Object which is part of the Client update registration list, is not supported by the Server, it MUST be silently ignored by this Server and will not prevent the Client’s Registration request to be accepted. 
The “Update” operation can be initiated by the LWM2M Server via an “Execute” operation on the “Registration Update Trigger” Resource of the LWM2M Server Object.
Change 3:  Rejection error code when  Client & Server LWM2M version are not compatible
8.1.1 Registration Interface

The registration interface is used by a LWM2M Client to register with a LWM2M Server, identified by the LWM2M Server URI. Registration is performed by sending a CoAP POST to the LWM2M Server URI, with registration parameters passed as query string parameters as per Table 1 and Object and Object Instances included in the payload as specified in Section Error! Reference source not found.. The response includes Location-Path Options, which indicate the path to use for updating or deleting the registration. The server MUST return a location under the /rd path segment.

Registration update is performed by sending a CoAP POST to the Location path returned to the LWM2M Client as a result of a successful registration.
De-registration is performed by sending a CoAP DELETE to the Location path returned to the LWM2M Client as a result of a successful registration.
	Operation
	CoAP Method
	URI
	Success
	Failure

	Register
	POST
	/rd?ep={Endpoint Client Name}&lt={Lifetime}&sms={MSISDN}
&lwm2m={version}&b={binding}
	2.01 Created
	4.00 Bad Request, 4.03 Forbidden, 4.12 Precondition Failed

	Update
	POST
	/{location}?lt={Lifetime}&sms={MSISDN}
&b={binding}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found

	De-register
	DELETE
	/{location}
	2.02 Deleted
	4.00 Bad Request, 4.04 Not Found


Table 1: Operation to Method and URI Mapping
8.5 Response Codes

This section lists available response codes of each operation. The codes are divided into each interface. These are the only valid response codes defined in for the LWM2M Enabler.
	Operations
	Available CoAP Response Codes
	Reason Phrase

	Client Registration Interface

	Register
	2.01 Created
	“Register” operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

Unknown Endpoint Client Name

Endpoint Client Name does not match with CN field of X.509 Certificates

	
	4.03 Forbidden
	The Endpoint Client Name registration in the LWM2M Server is not allowed.

	
	4.12 Precondition Failed
	Supported LWM2M Versions of the Server and the Client are not compatible

	Update
	2.04 Changed
	“Update” operation is completed successfully

	
	4.00 Bad Request
	The mandatory parameter is not specified or unknown parameter is specified

	
	4.04 Not Found
	URI of “Update” operation is not found

	De-register
	2.02 Deleted
	“De-register” operation is completed successfully

	
	4.00 Bad Request 
	Undetermined error occurred

	
	4.04 Not Found
	URI of “De-register” operation is not found
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