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1 Reason for Change

This is a CR to LWM2M 1.0 resolving Github issue #48 and #42 regarding the encoding of the raw public key and the length of such public key:
https://github.com/OpenMobileAlliance/OMA_LwM2M_for_Developers/issues/42
https://github.com/OpenMobileAlliance/OMA_LwM2M_for_Developers/issues/48 

In more details: 

Issue #42 (see https://github.com/OpenMobileAlliance/OMA_LwM2M_for_Developers/issues/42) is proposing a resolution for the incorrect length indication is to delete the following sentence from Appendix E1.1.2:

„Thus the Certificate Resource would contain a 32 byte public key and the Secret Key Resource a 32 byte private key.“

Reason for change: The statement is incorrect.

Issue #48 points out that the raw public key structure, namely SubjectPublicKeyInfo, does not only include the raw key but also relevant parameters to the describe the public key crypto system. Here is the link to the document: https://tools.ietf.org/html/rfc7250

Appendix E.1.1.2 is incomplete and incorrect. It is incomplete since it does not specify the actual encoding and it is incorrect with regards to the size indication since the size depends on ASN.1 encoding of the parameters.

The specification doesn't mandate a specific type of elliptic curve. This aspect could be postponed to LWM2M version 1.1 when we align the specification with the DTLS / TLS IoT profile (see https://tools.ietf.org/html/rfc7925)

RFC 7250 describes the encoding of the public key but not the private key. Normally, the private key is not sent over the wire but with the LWM2M bootstrapping specification it is. Hence, one also has to think about the appropriate encoding of the private key.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR. 
6 Detailed Change Proposal

E.1.1.2 Raw-Public Key (RPK) Mode
The raw-public key mode requires a public key and a private key of the appropriate type and length for the cipher suite used. These keys are carried as a sequence of binary bytes with the public key stored in the Public Key or Identity Resource, and the private key stored in the Secret Key Resource. The public key MUST be encoded using the SubjectPublicKeyInfo structure, as described in RFC 7250, 
The private key is encoded as defined in RFC 5958 [RFC5958]. 

E.1.1.3 Certificate Mode
The Certificate mode requires an X.509v3 Certificate along with a matching private key. The private key is stored in the Secret Key Resource, encoded using RFC 5958 [RFC5958], as the private key in the RPK mode. The Certificate is encoded using the PKCS#12 format [RFC 7292] in the Public Key or Identity Resource.

2.1 Normative References

	[RFC5958]
	S. Turner, "Asymmetric Key Packages", RFC 5958, August 2010.

	[RFC7292]
	K. Moriarty, et al., "PKCS #12: Personal Information Exchange Syntax v1.1", RFC 7292, July 2014.
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