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1 Reason for Change

The OMA LWM2M version 1.0 specification contains a reference to the TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 ciphersuite defined in RFC 5489 noting that it should be used with low-entropy secrets. 

There are various problems with the use of this ciphersuite: 

· First, it is rarely implemented and there is no reason to use low entropy secrets (like passwords) when LWM2M offers a bootstrapping procedures for distributing high-entropy secrets. 

· Second, the ciphersuite is not listed in any other section giving the impression that it has been a copy-and-paste mistake. RFC 5489 is also not referenced in the literature section. 

· Finally, the ECDHE_PSK ciphersuite does not offer the claimed security benefits for passwords. For the use of passwords other TLS ciphersuites have been standardized, such as J-PAKE and SRP. None of those are referenced in this document, however. 

2 Impact on Backward Compatibility

There should be no impact to implementations since the mentioned ciphersuite is not mandatory-to-implement. 
3 Impact on Other Specifications

There is no impact on other specifications. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is remove the TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 ciphersuite from the document together with the paragraph that introduces it.
The text proposal below also includes editorial cleanup. 
6 Detailed Change Proposal
7.1 UDP Channel Security

The UDP channel security for [COAP] is defined by the Datagram Transport Layer Security (DTLS) [RFC6347], which is based on TLS v1.2 [RFC5246]. (A full list of ciphersuites defined for TLS see http://www.iana.org/assignments/tls-parameters/tls-parameters.xml)

The DTLS binding for CoAP is defined in Section 9 of [CoAP]. DTLS is a communication security solution for datagram based protcols (such as UDP). It provides a secure handshake with session key generation, mutual authentication, data integrity and confidentiality.
Since the LWM2M protocol utilizes DTLS the LWM2M Client and LWM2M Server SHOULD keep a DTLS session in use for as long a period as can be safely achieved without risking compromise to the security context, such as session keys, sequence numbers, and initialization vectors, and other security parameters. If a session persists across sleep cycles where the RAM is powered off, secure storage SHOULD be used for the security context.
Note that the Client-Server relationship of DTLS (i.e., who initiated the handshake) is separate from the Client-Server relationship of LWM2M.
Considering that any device with a LWM2M Client can be managed by any LWM2M Server and LWM2M Bootstrap Server the choice of ciphersuites is not limited to the list defined in Section 9 of [CoAP]. Due the sensitive nature of Bootstrap Information, a particular care has to be taken to ensure protection of that data inducing constraints and dependencies within LWM2M Client/ Bootstrap Server relationship according to the adopted security mode.

Concerning Bootstrap from Smartcard, the same care has to be taken and a secure channel between the Smartcard and the LWM2M Device SHOULD be established as described in Appendix G in reference to [GLOBALPLATFORM 3], [GP SCP03].
The keying material used to secure the exchange of information using DTLS session is obtained using one of the bootstrap modes defined in Section 5.2.2 Bootstrap Modes. The formats of the keying material carried in the LWM2M Security Object Instances are defined in Appendix E.1.1.
The Resources in the LWM2M Security Object (i.e., “Security Mode”, “Public Key or Identity”, “Server Public Key or Identity” and “Secret Key”) that are associated with the keying material are used 
1) for providing UDP channel security in “Client Registration”, “Device Management & Service Enablement”, and “Information Reporting” Interfaces if the LWM2M Security Object Instance relates to a LWM2M Server, or,

2) for providing channel security in Bootstrap Interface if the LWM2M Security Object instance relates to a LWM2M Bootstrap Server.
3) for protecting the communication with a firmware repository server when the LWM2M Client receives a URI in the Package URI of the Firmware Update object. 
LWM2M Clients MUST either be directly provisioned for use with a target LWM2M Server (Manufacturer Pre-configuration bootstrap mode) or else be provisioned for secure bootstrapping with an LWM2M Bootstrap Server. Any LWM2M Client which supports Client or Server initiated bootstrap mode MUST support at least one of the following secure methods:
1) Bootstrapping with a strong (high-entropy) pre-shared secret, as described in Section 7.1.1. The ciphersuites defined in this section MUST NOT be used with only a low-entropy pre-shared secret. 
2) 
3) Bootstrapping with a raw public key or certificate-based method (as described in Section 7.1.2 and Section 7.1.3). 
In either case, the LWM2M Client MUST be provisioned with a credential that is unique to a device. For full interoperability, a LWM2M Bootstrap Server MUST support bootstrapping via pre-shared secrets, raw public keys, and certificates. 
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