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1 Reason for Change

· Until now the Bootstrap phase only allows to populate Objects in Client in their initial version (1.0) 
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:   Section 5.2.3 Boostrap Commands
5.2.3 Bootstrap Commands

The mapping to CoAP Methods of the LWM2M Bootstrap Interface operations specified in this section, is detailed in chapter 8 of the present document (Transport Layer Binding and Encodings).
5.2.1.1 BOOSTRAP WRITE

The “Write” operation in Bootstrap Interface is different from the “Write” Operation in Device Management and Service Enablement interface; the LWM2M Client MUST write the value included in the payload regardless of an existence of the targeting Object Instance(s) or Resource(s); in addition – as new Objects are implanted in the LWM2M Client - when an Object is defined outside of the Enabler and its version is not the 1.0 version (Initial Version) the Object Version  (see Section 6.2 Object Versioning) MUST be specified in that command.
The Write operation can be sent multiple times.
Only in Bootstrap Interface, the “Write” MAY target just an Object ID, which will allow a Bootstrap Server in using a TLV or JSON formatted payload, to populate a LWM2M Client in a single message containing several Instances of the same Object.

The Bootstrap “Write” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	[PROPERTY] Class Attribute

Object Version 
	No 
	1.0
	According to Section 6.2 (Object Versioning), this attributes provides the version of Object if it is > 1.0

	Object Instance ID
	No
	-
	Indicates the Object Instance to write.
If no Object Instance ID is indicated , Object Instance(s) MUST be specified in the TLV or JSON payload

	Resource ID
	No
	-
	Indicates the Resource to write. The payload is the new value for the Resource.

If no Resource ID is indicated, then the value included payload is an Object Instance containing the Resource values.

	New Value
	Yes
	-
	The new value included in the payload to update the Object Instance(s) or Resource.


Change 2:  Objects 
8.1.1 Bootstrap Interface

The bootstrap interface is used to optionally configure a LWM2M Client so that it can successfully register with a LWM2M Server. The client bootstrap operation is performed by sending a CoAP POST request to the LWM2M Bootstrap Server at the /bs path including the Endpoint Client Name as a query string parameter. When bootstrap operation is terminated the Bootstrap Server MUST send a bootstrap finish indication
In client initiated bootstrap, when the Bootstrap Server receives Request Bootstrap operation, the Bootstrap Server performs Write and/or Delete operation. In server initiated bootstrap, the Bootstrap Server performs Write operation. The Delete operation targets an Object Instance while a Write operation targets Object, Object Instance or a Resource. The Write and Delete operation can be sent multiple times. Only in Bootstrap Interface, Delete operation MAY target to “/” URI to delete all the existing Object Instances - except LWM2M Bootstrap Server Account - in the LWM2M Client, for initialization purpose before LWM2M Bootstrap Server sends Write operation(s) to the LWM2M Client. Different from „Write“ operation in Device Management and Service Enablement interface, the LWM2M Client MUST write the value included in the payload regardless of an existence of the targeting Object Instance(s) or Resource and access rights. In addition, when an Object to implant in the LWM2M Client is defined outside of the Enabler and its version is > 1.0 (Initial Version) the Object Version  (see Section 5.1.2 and section 6.2 Object Versioning) MUST be specified in the Bootstrap Write command.The Bootstrap Server must send finish indication after it has sent all object instances/resources. Bootstrap Server send finish message by sending CoAP POST to “/bs” location path with empty payload

	Operation
	CoAP Method
	URI
	Success
	Failure

	Bootstrap Request
	POST
	/bs?ep={Endpoint Client Name}
	2.04 Changed
	4.00 Bad Request
4.15 Unsupported content format

	Write
	PUT
	/{Object ID}/{Object Instance ID}/ {Resource ID}?ver={Object Version}
	2.04 Changed
	4.00 Bad Request

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}
	2.02 Deleted
	4.00 Bad Request

	Bootstrap Finish
	POST
	/bs
	2.04 Changed
	4.00 Bad Request


Table 22: Operation to Method and URI Mapping
Change 3:  Annex G : Smartcard Bootstrap message including Object Versioning
G.3.3 EF LWM2M_Bootstrap

Only the card issuer can modify EF LWM2M_Bootstrap
	Identifier: See DODF
	Structure: Binary
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:   

READ                  ALW

or Universal / application / Local  PIN (UICC, See AppendixG.2)


UPDATE
                 ADM


INVALIDATE
                 ADM


REHABILITATE
   ADM



	Description

	Contains Bootstrap data (encapsulated LWM2M Objects)


This file size is limited to 32KB; the effective file size, in Bytes, is accessible from the File header.

In this file, the Bootstrap data relies on LWM2M TLV Data format specification.

The LWM2M specification already describes the TLV format for coding multiples instances and Resources of a given Object (§6.4.3)., this section will only detailed how to store a collection of LWM2M Objects in this EF LWM2M_Bootstrap file; each Object is  coded with a header containing a LWM2M Object ID  and its Object Version coded in one or 2 Bytes, a LWM2M-TLV coding the Object Instances as payload, and a  length being the size in bytes of this payload (LWM2M-TLV of the Object Instances).

Additionally, this Bootstrap data will have a 2 Byte header indicating the number of Objects contained in that file and another 2 Bytes for indicating the size of the full payload (size of the collection of LWM2M Objects).
Using a BNF-like description:

<bootstrap_data>              ::= <number of objects> <size> <collection_of_lwm2m_objects>
<number of Objects>           ::= HWORD
<size>                       ::= HWORD
<collection_of_lwm2m_objects> ::= <single_lwm2m_object>*

<single_lwm2m_object>  ::=  <lwm2m_object_ID> <object_version> <length_of_object> <lwm2m_object_instances>

<lwm2m_object_ID>             ::=  HWORD
<object_version>              ::=  IMPLICIT_VERSION | <other_version>
<other_version>               ::=  MAJOR_VERSION MINOR_VERSION  ; value %x0205 means version 2.5
<length_of_object>            ::=  HWORD
<lwm2m_object_instances>      ::= TLV data format as described in §6.4.3
HWORD                         ::= %x00-FFFF
IMPLICIT_VERSION               ::= %x00     ; means version 1.0 or the Object is defined in the LWM2M Enabler
MAJOR_VERSION                 ::= %x01-FF
MINOR VERSION                 ::= %x00-FF
In reading and processing the data of this file, the LWM2M Client is then able to be configured with the Bootstrap Information and thus to access the LWM2M Server(s)
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