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1 Reason for Change

This contribution clarifies that a firmware update does not necessarily require a device reboot. 
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

This contribution suggests various clarifications to the firmware update section.  
5 Detailed Change Proposal

E.6 LWM2M Object: Firmware Update
	Description
	
	This LWM2M Object enables management of firmware which is to be updated. This Object includes installing firmware package, updating firmware, and performing actions after updating firmware. The firmware update MAY require to reboot the device; it will depend on a number of factors, such as the operating system architecture and the extend of the updated software. 

· 
· 
The envisioned functionality with LWM2M version 1.0 is to allow a client to connect to any LWM2M version 1.0 compliant server to obtain a firmware imagine using the object and resource structure defined in this section experiencing communication security protection using DTLS. There are, however, other design decisions that need to be taken into account to allow a manufacturer of a device to securely install firmware on a device. Examples for such design decisions are how to manage the firmware update repository at the server side (which may include user interface considerations), the techniques to provide additional application layer security protection of the firmware image, how many versions of firmware imagines to store on the device, and how to execute the firmware update process considering the hardware specific details of a given IoT hardware product. These aspects are considered to be outside the scope of the LWM2M version 1.0 specification.
A LWM2M server may also instruct a LWM2M client to fetch a firmware image from a dedicated server (instead of pushing firmware imagines to the LWM2M client). The Package URI resource is contained in the Firmware object and can be used for this purpose.
A LWM2M version 1.0 client MUST support block-wise transfer [CoAP_Blockwise] if it implements the Firmware Update object.
A LWM2M version 1.0 server MUST support block-wise transfer. Other protocols, such as HTTP/HTTPs, MAY also be used for downloading firmware updates (via the Package URI resource). For constrained devices it is, however, RECOMMENDED to use CoAP for firmware downloads to avoid the need for additional protocol implementations.
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