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1 Reason for Change

. lack of definition related to Mandatory vs Optional resources
. R01 : fix cut & paste mistakes 

. R02 : add illustration, replace the notion of “implementation” by the notion of “instantiation” 
. R03 : fix the example  (Server Object instead of Location)
             . R04 : refines the characteristics of an instantiated resource
             .R05  : re-order text of the section in logical way to improve clarity : 

                         many deleted / inserted lines are just texts which have been moved from one place in the section

                         to another one 
              .R06 & R07 : editorials fixes 

2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Mandatory & Optional resource characteristics must appear in section 6 

Re-order original text in logical way for improving clarity

6. Identifiers and Resources

This section defines the identifiers and resource model for the LWM2M Enabler.
6.2 Resource Model

The LWM2M Enabler defines a simple resource model where each piece of information made available by the LWM2M Client is a Resource. Resources are logically organized into Objects, and each Resource is given a unique identifier within that Object. Figure 13 illustrates this structure, and the relationship between Resources, Objects, and the LWM2M Client. The LWM2M Client may have any number of Resources, each of which belongs to an Object; for example the Firmware Update Object contains all the Resources used for firmware update purposes. 
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Figure 13: Relationship between LWM2M Client, Object, and Resources
Each Object, defined for the LWM2M Enabler, is assigned a unique OMA LWM2M Object identifier allocated and maintained by the OMA Naming Authority (OMNA). The LWM2M Enabler defines standard Objects and Resources (Appendix E). Further Objects may be added by OMA or other organizations to enable additional M2M Services.
As an Object only specifies a grouping of Resources, an Object MUST be firstly instantiated so that the LWM2M Client can use the Resources of such an Object and the associated functionalities. 
When an Object is instantiated – either by the LWM2M Server or the LWM2M Client – an Object Instance is created with a subset of the Resources defined in the Object specification; a LWM2M Server can then access that Object Instance and its set of instantiated Resources. 

A Resource which is instantiated within an Object Instance is a Resource which can either contain a value (not necessary a relevant one), or can be addressed by a LWM2M Server to trigger an action in the LWM2M Client (Executable Resource case).
The Object specification defines the operations (Read,Write,Execute) which are individually supported by the Resources belonging to that Object; this specification also defines the Mandatory or Optional characteristics of such Resources. 
A Resource specified as Mandatory within an Object MUST be instantiated in any Instance of that Object.

A Resource specified as Optional within an Object MAY be omitted  from some or even all Instances of that Object.

As illustration, the following example using the DISCOVER command on the Server Object, exposes a configuration in which the Server Object (ID:1)  has 2 Instances (ID:0, ID:1): the Optional Resources ID:2, ID:4 are only instantiated in the Instance 1 of the Object, while the Optional Resources ID:3 and ID:5 are not instantiated  in either of the Server Object Instances. In Server Object ID:1, the Resources 0,1, and 6,7,8 are Mandatory Resources
             According to the    DISCOVER  /1  request,   the  following payload is returned : 
                 </1/0/0>,</1/0/1>,</1/0/6>,</1/0/7>, </1/0/8>,  </1/1/0>,</1/1/1>,</1/1/2>,</1/1/4>,</1/1/6>,</1/1/7>, </1/1/8>
Objects and Resources have the capability to have multiple instances. Multiple-Instances Resources can be instantiated by  LWM2M Server operations in using JSON or TLV formats (Section 5.4). The LWM2M Client also has the capability to instantiate Single or Multiple-Instances Resources.


The LWM2M Server performs operations on an Object, Object Instance and Resources as described in Section 5 Interfaces. These operations are conveyed as described in Section 7. Transport Layer Binding and Encoding and how to convey the Operation data is defined in 6.3.

The LWM2M Enabler defines an access control mechanism per Object Instance. Object Instances SHOULD have an associated Access Control Object Instance. An Access Control Object Instances contains Access Control Lists (ACLs) that define which operations on a given Object Instance are allowed for which LWM2M Server(s).

Figure 14 shows an example of the operations the Resources support and how Object Instances and Resources are associated with Access Control Object Instance. In the example, Object Instance 0 for Object 1 has 2 Resources. Resource 1 supports the ”Read”, “Write” operations, while Resource 0 supports only the “Read” operation. The associated Access Control Object Instance has ACL of Object Instance 0 for Object 1. Server1 is authorized to perform “Read” and “Write” operations to the Object Instance 0 for Object 1 and Resources of the Object Instance. However, due to the supported operations of each Resource, Server1 can perform the “Read” operation on Resource 1 and 0, and also can perform the “Write” operations on Resource 1, but Server1 cannot perform the “Write” operation on Resource 0. The detailed access control mechanism is defined in Section 7.3 Access Control.
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Figure 14: Example of Supported operations and Associated Access Control Object Instance
Change 2:  Appendix D 
LWM2M Object Template and Guidelines (Normative)

This Appendix provides the template to be used for the specification of LWM2M Objects. Furthermore, guidelines for the creation of LWM2M Objects are provided.
The XML versions of LWM2M Objects MUST comply with the XML schema which can be found here: http://openmobilealliance.org/tech/profiles/LWM2M.xsd
D.1 Object Template

Appendix D.1
 LWM2M Object: <LWM2M object name>
Description
Object definition:
	Name
	Object ID 
	Instances
	Mandatory
	Object URN

	Object Name
	16-bit Unsigned Integer
	Multiple/Single
	Mandatory/Optional
	urn:oma:lwm2m:{oma,ext,x}:{Object ID}[:{version}]


· Name: specifies the Object name.
· Object ID: specifies the Object ID.
· Instances: indicates whether this Object supports multiple Object Instances or not. If this field is “Multiple” then the number of Object Instance can be from 0 to many. If this field is “Single” then the number of Object Instance can be from 0 to 1. If the Object field “Mandatory” is “Mandatory” and the Object field “Instances” is “Single” then, the number of Object Instance MUST be 1.
· Mandatory: if this field is “Mandatory”, then the LWM2M Client MUST support this Object. If this field is “Optional”, then the LWM2M Client SHOULD support this Object.
· Object URN: specifies the Object URN. The format of the Object URN is “urn:oma:lwm2m:{oma,ext,x}:{Object ID}[:{version}]” and {} part means that those values are variable and filled with real value. For example, Object URN of LWM2M Server Object is “urn:oma:lwm2m:oma:1”. The “version” field, follows the rules specified in Section 6.2 6.2 related to Object Versioning Policy.
Resource definition:
	ID
	Name
	Operations
	Instances
	Mandatory
	Type
	Range or Enumeration
	Units
	Description

	0
	Resource Name
	R (Read), 
W (Write), 
E (Execute)
	Multiple/Single
	Mandatory/Optional
	String,

Integer,

Float,
Boolean,

Opaque,

Time,

Objlnk none
	If any
	If any
	Description


· ID: specifies the Resource ID which is unique within Object.
· Name: specifies the Resource name.
· Operations: indicates which operations the Resource supports in the “Device Management & Service Enablement” Interface. This field can be set to a combination of R (Read, Observe, Discover, Write Attributes), and W (Write), or can be set to E (Execute); Executable Operation is exclusive regarding the two others (R,W). This field may also have an empty value, which means that this field is not allowed to be accessed via “Device Management & Service Enablement” Interface but allowed to be accessed via “Bootstrap” Interface.
· Instances: indicates whether this Resource supports multiple Resource Instances or not. If this field is “Multiple” then the number of Resource Instance can be from 0 to many. If this field is “Single” then the number of Resource Instance can be from 0 to 1. If the Resource field “Mandatory” is “Mandatory” and the field “Instances” of the Resource is “Single” then, the number of Resource Instance MUST be 1. Resource which supports “Execute” operation MUST have “Single” as value of the “Instances” field.
· Mandatory: if this field is “Mandatory”, then any Instance of the Object that Resource belongs to, MUST instantiate such a Resource (refer Section 6.1, Resource Model).If this field is “Optional”, then this Resource MAY be omitted   from some - or even all - Instances of the Object that Resource belongs to. 
· Type: Data Type indicates the type of Resource value. Data Types used in this enabler are described in Appendix C Data Types. Resource which supports “Execute” operation MUST have no associated Data Type (none) encoded as an empty value in Object DDF file.
· Range or Enumeration: this field limits the value of Resource.
· Units: specifies the unit of the Resource value.
· Description: specifies the Resource description.
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