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1 Reason for Change

ACL bits clarification as write appears in 2 places, plus some additional editorials surrounding the bits across the TS v1.0
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Requesting DM WG to review and agree the CR
6 Detailed Change Proposal

Change 1:  E.3 LWM2M Object: Access Control
E.3 LWM2M Object: Access Control

	Description
	

	Access Control Object is used to check whether the LWM2M Server has access right for performing a operation.
	

	Object definition
	

	Name

Object ID

Instances

Mandatory

Object URN

LWM2M Access Control

2

Multiple

Optional

urn:oma:lwm2m:oma:2

	

	Resource definitions
	

	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

Object ID

R

Single

Mandatory

Integer

1-65534

The Object ID and The Object Instance ID are applied for.

1

Object Instance ID

R

Single

Mandatory

Integer

0-65535

See Error! Reference source not found.: LWM2M Identifiers.

2

ACL

RW

Multiple

Optional

Integer

16-bit

The Resource Instance ID MUST be the Short Server ID of a certain LWM2M Server for which associated access rights are contained in the Resource Instance value.
The Resource Instance ID 0 is a specific ID, determining the ACL Instance which contains the default access rights.
Each bit set in the Resource Instance value, grants an access right to the LWM2M Server to the corresponding operation.
The bit order is specified as below.
1st LSB: R(Read, Observe, Discover, Attributes)
2nd LSB: W(Write)
3rd LSB: E(Execute)
4th LSB: D(Delete)
5th LSB: C(Create)
Other bits are reserved for future use.
3

Access Control Owner

RW

Single

Mandatory

Integer

0-65535

Short Server ID of a certain LWM2M Server. 

The specific value MAX_ID=65535 refers to the LWM2M Bootstrap-Server (Section Error! Reference source not found.) and is reserved for the Access Control Object Instances created during the Bootstrap procedure)
Only this LWM2M Server can manage the Resources of this Object Instance.

	


Change 2:  7.3.1.2 Access Control Object Management
7.3.1.2 Access Control Object Management

7.3.1.2.1 Access Control Object Instantiation

Access Control Object MUST be instantiated in the LWM2M Client under two circumstances:

· During Bootstrap for specifying which Server is authorized to instantiate (“Create” operation) which Object.

· When a LWM2M Server sends “Create” operation for instantiating an Object
1. Bootstrap case
During Bootstrap, for each Object supported by the LWM2M Client, an Access Control Object Instance per Object SHOULD be created in the LWM2M Client. This Access Control Object Instance MUST be managed via the Bootstrap Interface only. The Resources value of the Access Control Object Instance MUST be set as follows:

	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the targeted Object

	Object Instance ID
	1
	MAX_ID=65535 (irrelevant)

	ACL
	2
	A Resource Instance per LWM2M Server authorized to instantiate the Object
5th LSB: “Create” is only configured

	Access Control Owner
	3
	MAX_ID=65535 (meaning: managed by Bootstrap Interface)


2. “Create” operation case

When a LWM2M Server creates under authorization an Object Instance (see section Error! Reference source not found. Authorization) in the LWM2M Client an Access Control Object Instance with the following Resource values MUST be instantiated in the LWM2M Client. The Access Control Owner Resource is configured with the Short Server ID of the LWM2M Server.
	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the targeted Object

	Object Instance ID
	1
	ID of the newly created Object Instance

	ACL
	2
	Any combination of the Access Right {none,R,W,E,D} is acceptable (Annex 0)

	Access Control Owner
	3
	The Short Server ID of the LWM2M Server sending “Create” operation 


7.3.1.2.2 Access Control Object update

There are several cases in which a given Access Control Object Instance can be updated:

· When the LWM2M Server which is the “Access Control Owner” adds or modifies (using “Write” operation) access right on the Object Instance for a given LWM2M Server,

a. first an ACL Resource having the targeted Short Server ID as ACL Resource Instance ID, has to be instantiated by the LWM2M Client if ACL Resource Instance for the LWM2M Server doesn’t exist yet

b. second the appropriate access right (R,W,D,E) for that targeted Server on the Object Instance has to be set as ACL Resource Instance value

When an Object Instance is removed via “Delete” operation performed by the LWM2M Server which is the “Access Control Owner”, the associated Access Control Object Instance MUST be removed by the LWM2M Client.
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