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	Title:
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 OMA Confidential

	To:
	DM

	Doc to Change:
	OMA-TS-LightweightM2M-V1_0-20161222-D.doc

	Submission Date:
	06 January 2017

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	David Navarro, IOTEROP, david.navarro@ioterop.com

	Replaces:
	n/a


1 Reason for Change

Addressing CONRR comment A099
	A099
	2017.01.04
	E
	6.4.3

6.4.4
	Source: IOTEROP

Comment: Introduction text for the TLV and JSON examples uses GET as the request instead of READ.
	Status: OPEN


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Requesting OMA DM group to review, comment and agree to the changes presented in this change request.
6 Detailed Change Proposal

6.4.3.1 Single Object Instance Request Example

In this example, a request for the Device Object Instance (ID:3) of a LWM2M client is made (Read /3/0). The client responds with a TLV payload including all of the readable Resources. This TLV payload would have the following format. The total payload size with the TLV encoding is 121 bytes:
6.4.3.2 Multiple Object Instance Request Examples
A) Request on Single-Instance Object

In this example, a request for the Device Object Instance (ID:3) of a LWM2M client is made (Read /3). The Device Object is a Single-Instance Object, but the Object Instance TLV is used (to be compared with the example of the previous section)

The client responds with a TLV payload including the Object Instance ID and all its readable Resources. This TLV payload would have the following value (indented for readability) and format. The total payload size with the TLV encoding is 124 bytes:
08 00 79

   C8 00 14 4F 70 65 6E 20 4D 6F 62 69 6C 65 20 41 6C 6C 69 61 6E 63 65

   C8 01 16 4C 69 67 68 74 77 65 69 67 74 20 4D 32 4D 20 43 6C 69 65 6E 74

   C8 02 09 33 34 35 30 30 30 31 32 33

   C3 03 31 2E 30

   86 06

      41 00 01
      41 01 05

   88 07 08

      42 00 0E D8
      42 01 13 88

   87 08

      41 00 7D 
      42 01 03 84

   C1 09 64
   C1 0A 0F
   83 0B
      41 00 00

   C4 0D 51 82 42 8F

   C6 0E 2B 30 32 3A 30 30

   C1 10 55
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Device Object Instance 0
	0b00 0 01 000
	0x00
	0x79 (121 bytes)
	The next 20 rows
	3

	Manufacturer Resource
	0b11 0 01 000
	0x00
	0x14 (20 bytes)
	Open Mobile Alliance [String]
	23

	Model Number
	0b11 0 01 000
	0x01
	0x16 (22 bytes)
	“Lightweight M2M Client” [String]
	25

	Serial Number
	0b11 0 01 000
	0x02
	0x09 (9 bytes)
	“345000123” [String]
	12

	Firmware Version
	0b11 0 00 011
	0x03
	─
	“1.0” [String] (3 bytes)
	5

	Available Power Sources
	0b10 0 00 110
	0x06
	─
	The next two rows (6 bytes)
	2

	Available Power Sources[0]
	0b01 0 00 001
	0x00
	─
	0X01 [8-bit Integer]
	3

	Available Power Sources[1]
	0b01 0 00 001
	0x01
	─
	0X05 [8-bit Integer]
	3

	Power Source Voltage
	0b10 0 01 000
	0x07
	0x08 (8 bytes)
	The next two rows
	3

	Power Source Voltage[0]
	0b01 0 00 010
	0x00
	─
	0X0ED8 [16-bit Integer]
	4

	Power Source Voltage[1]
	0b01 0 00 010
	0x01
	─
	0X1388 [16-bit Integer]
	4

	Power Source Current
	0b10 0 00 111
	0x08
	─
	The next two rows (7 bytes)
	2

	Power Source Current[0]
	0b01 0 00 001
	0x00
	─
	0X7D [8-bit Integer]
	3

	Power Source Current[1]
	0b01 0 00 010
	0x01
	─
	0X0384 [16-bit Integer]
	4

	Battery Level
	0b11 0 00 001
	0x09
	─
	0x64 [8-bit Integer] 
	3

	Memory Free
	0b11 0 00 001
	0x0A
	─
	0x0F [8-bit Integer]
	3

	Error Code
	0b10 0 00 011
	0x0B
	─
	The next row (3 bytes)
	2

	Error Code[0]
	0b01 0 00 001
	0x00
	─
	0x00 [8-bit Integer]
	3

	Current Time
	0b11 0 00 100
	0x0D
	─
	0x5182428F [32-bit Integer]
	6

	UTC Offset
	0b11 0 00 110
	0x0E
	─
	“+02:00” [String] (6 bytes)
	8

	Supported Binding and Modes
	0b11 0 00 001
	0x10
	─
	“U” [String] (1 byte)
	3

	Total
	124


B) Request on Multiple-Instances Object having 2 instances

In this example, a request on the Access Control Object (ID:2) of a LWM2M client is made (Read /2). The Access Control Object is a Multiple-Instances Object. In this simplified example, it has only 2 instances describing the access rights of two LWM2M Servers with Short IDs 127 and 310 on Objects Instances /1/0 and /3/0.

The client responds with a TLV payload including the 2 Object Instances (ID:0 and ID:2) and their Resources. This TLV payload would have the following value (indented for readability) and format. The total payload size with the TLV encoding is 38 bytes:

08 00 0E


   C1 00 01


   C1 01 00


   83 02


      41 7F 07


   C1 03 7F


08 02 12


   C1 00 03


   C1 01 00


   86 02 41 7F 07 61 01 36 01


   C1 03 7F
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Access Control Object Instance 0
	0b00 0 01 000
	0x00
	0x0E (17 bytes)
	The next 5 rows
	3

	Object ID
	0b11 0 00 001
	0x00
	─
	0x01 [8-bit Integer]
	3

	Object Instance ID
	0b11 0 00 001
	0x01
	─
	0x00 [8-bit Integer]
	3

	ACL
	0b10 0 00 011
	0x02
	─
	The next row (3 bytes)
	2

	ACL [127]
	0b01 0 00 001
	0x7F
	─
	0b000 00111 [8-bit Integer]
	3

	Access Control Owner
	0b11 0 00 001
	0x03
	─
	0x7F [8-bit Integer]
	3

	Access Control Object Instance 2
	0b00 0 01 000
	0x02
	0x12 (18 bytes)
	The next 6 rows
	3

	Object ID
	0b11 0 00 001
	0x00
	─
	0x03 [8-bit Integer]
	3

	Object Instance ID
	0b11 0 00 001
	0x01
	─
	0x00 [8-bit Integer]
	3

	ACL
	0b10 0 00 110
	0x02
	─
	The next 2 rows
	2

	ACL [127]
	0b01 0 00 001
	0x7F
	─
	0b000 00111 [8-bit Integer]
	3

	ACL [310]
	0b01 1 00 001
	0x0136
	─
	0b000 00001 [8-bit Integer]
	4

	Access Control Owner
	0b11 0 00 001
	0x03
	─
	0x7F [8-bit Integer]
	3

	Total
	38


C) Request on Multiple-Instances Object having 1 instance only
In this example, a request to the Server Object Instances of a LWM2M client is performed (Read /1). The Server Object is a Multiple-Instances Object. The client has only one Server Object instance and will respond with a TLV payload including the single Object Instance (0) and their Resources. This TLV payload would have the following value (indented for readability) and format. The total payload size with the TLV encoding is 18 bytes:


08 00 0D


   C1 00 01


   C4 01 00 01 51 80


   C1 06 01


   C1 07 55
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Server Object Instance 0
	0b00 0 01 000
	0x00
	0x0D
(13 Bytes)
	The next 5 rows
	3

	Short Server ID
	0b11 0 00 001
	0x00
	─
	0x01 [8-bit Integer]
	2

	Lifetime
	0b11 0 00 100
	0x01
	─
	86400 [32-bit Integer]
	5

	Notification Storing When Disabled or Offline
	0b11 0 00 001
	0x06
	─
	True [Boolean]
	3

	Binding
	0b11 0 00 001
	0x07
	─
	“U” [String] (1 byte)
	3

	Total
	16


6.4.4.3 Example of Request on an Object Instance containing an Object Link Resource

Examples are based on the LWM2M Object Tree illustration of Figure 26. The TLV format doesn’t report Object hierarchy.
Example 1) request to Object 65 Instance 0: Read /65/0

88 00 0C


   44 00 00 42 00 00


   44 01 00 42 00 01


C8 01 0D 38 36 31 33 38 30 30 37 35 35 35 30 30


C4 02 12 34 56 78
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Res 0 lnk
	0b1 0 0 01000
	0x00
	0x0C(12 bytes)
	The next 2 rows
	3

	Res 0 lnk [0]
	0b01 000 100
	0x00
	─
	0x0042 0000 [Objlnk] (66:0) 
	6

	Res 0 lnk [1]
	0b01 0 00 100
	0x01
	─
	0x0042 0001 [Objlnk] (66:1)
	6

	Res 1
	0b11 0 01 000
	0x01
	 0x0D
	“8613800755500” [String] (13 bytes)
	16

	Res 2
	0b11 0 00 100
	0x02
	─
	0x12345678 [32-bit Integer]
	6

	Total
	37


Example 2) request to Object 66: Read /66: TLV payload will contain 2 Object Instances
08 00 23


C8 00 0B 6D 79 53 65 72 76 69 63 65 20 31


C8 01 0F 49 6E 74 65 72 6E 65 74 2E 31 35 2E 32 33 34


C4 02 00 43 00 00

08 01 23


C8 00 0B 6D 79 53 65 72 76 69 63 65 20 32


C8 01 0F 49 6E 74 65 72 6E 65 74 2E 31 35 2E 32 33 35


C4 02 FF FF FF FF
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Object 66 Instance 0
	0b00 0 01 000
	0x00
	0x23 (35 bytes)
	The next 3 rows
	3

	Res 0
	0b11 0 01 000
	0x00
	0x0B
	“myService 1” [String] (11 bytes)
	14

	Res 1
	0b11 0 01 000
	0x01
	0x0F
	“Internet.15.234” [String] (15 bytes)
	15

	Res 2 lnk
	0b11 0 00 100
	0x02
	─
	0x0043 0000 [Objlnk] (67:0)
	6

	Object 66 Instance 1
	0b00 0 01000
	0x01
	0x23 (35 bytes)
	The next 3 rows
	3

	Res 0
	0b11 0 01 000
	0x00
	0x0B
	“myService 2” [String] (11 bytes)
	14

	Res 1
	0b11 0 00 000
	0x01
	0x0F
	“Internet.15.235” [String] (15 bytes)
	15

	Res 2 lnk
	0b11 0 00 100
	0x02
	─
	0xFFFF FFFF [Objlnk] (no link)
	6

	Total
	76


6.4.4 JSON

When a LWM2M Client is supporting the JSON data format and such a format is used to transport Object Instance(s), multiple resource and single resource values for both “Read” and “Write” operations, JSON payload MUST use the format defined in this section. Such a format MAY be used for transporting a single value of a Resource

The format MUST comply to [SENML] JSON representation extended for supporting LWM2M Object Link data type and MUST support all attributes defined in Table 22.

According to [SENML] semantics, JSON data format in LWM2M, is composed of optional attributes (Base Time, Base Name) and of a mandatory Resource Array having one or more entries. Each array entry contains several optional or mandatory parameters (Name, Time...).
Each entry of the JSON format is a Resource Instance, where the Name attribute need to be prepended by the Base Name attribute to form the unique identifier of this Resource instance.

The Name attribute in of this array entry is a URI path relative to the Base Name; namely the Name attribute could simply be the full URI of a requested Resource Instance when Base Name is absent.
The JSON is useful for transporting multiple Resource Instances for example when transporting all Instances of an Object with all Resources, and Resource Instances within a single LWM2M Client response.
In particular, when Base Name is set to the LWM2M Object root (e.g “/”), the JSON format may support to return a hierarchy of Object Instances when Object Link datatype resources are reported (example given below). The resource instances tree report is performed in using a Breadth-First traversal strategy (see JSON second example below); a given Object Instance MUST appear at most once in that report. The JSON format also includes optional time fields, which allows for multiple versions of representations to be sent in the same payload. The time fields MUST only be used when sending notifications. 
Note: According to [SENML] specification, time values (Base Time and Time) are represented in floating point as seconds, a missing attribute is considered to have a value of zero.

Regarding the Base Time, “Positive values (>0) represent an absolute time relative to the unix epoch, while negative values (<= 0) represent a relative time in the past from the current time” [SENML].

Historical version of notifications are typically generated when “Notification Storing When Disabled or Offline” resource of LWM2M Server Object is set to true (see Appendix D.2) and when the Device comes on line after having been disabled for a period of time.
This JSON data format has a Media Type of application/vnd.oma.lwm2m+json

	Attributes
	JSON Variable
	Mandatory?
	Description

	Base Name
	bn
	No
	The base name string which is prepended to the Name value of the entry for forming a globally unique identifier for the resource.

	Base Time
	bt
	No
	The base time which the Time values are relative to.

	Resource Array
	e
	Yes
	The Resource list as JSON value array according to [SENML] with Array parameter extension (Object Link)

	
	Array Parameters
	
	

	
	Name
	n
	No
	The Name value is prepended by the Base Name value to form the name of the resource instance. The resulting name uniquely identifies the Resource Instance from all others.

Example:

· if Base Name is “/” , the Array entry Name of the Resource is {Object}/{Object Instance}/ {Resource}/{Resource Instance}

· when Base Name is not present, the Array entry Name is the full URI of the requested Resource Instance

	
	Time
	t
	No
	The time of the representation relative to the Base Time in seconds for a notification. Required only for historical representations.

	
	Float Value
	v
	One value field is mandatory
	Value as a JSON float if the Resource data type is Integer, Float, or Time.

	
	Boolean Value
	bv
	
	Value as a JSON Boolean if the Resource data type is boolean.

	
	ObjectLink Value
	ov
	
	Value as a JSON string if the Resource data type is Objlnk
Format according to Appendix C (e.g “10:03”)

	
	String Value
	sv
	
	Value as a JSON string for all other Resource data types. If the Resource data type is opaque the string value holds the Base64 encoded representation of the Resource.


Table 22: JSON format and description
For example a request to Device Object of the LWM2M example client (Read /3/0) would return the following JSON payload. This example has a size of 457 bytes.

{“bn”:“/3/0/”,

 “e”:[ 

  {"n":"0","sv":"Open Mobile Alliance"},

  {"n":"1","sv":"Lightweight M2M Client"},

  {"n":"2","sv":"345000123"},
{"n":"3","sv":"1.0"},
{"n":"6/0","v":1},

  {"n":"6/1","v":5},

  {"n":"7/0","v":3800},

  {"n":"7/1","v":5000},

  {"n":"8/0","v":125},

  {"n":"8/1","v":900},
  {"n":"9","v":100},

  {"n":"10","v":15},

  {"n":"11/0","v":0},

  {"n":"13","v":1367491215},

  {"n":"14","sv":"+02:00"},
{"n":"16","sv":"U"}]
}
For example a notification about a Resource containing multiple historical representations of a Temperature Resource (ID:2)  (e.g. Instance ID:1 of  hypothetical Object ID 72) could result in the following JSON payload:
{“bn”:“/72/“,

  “e”:[ 

  {"n":"1/2","v":22.4,"t":-5},

  {"n":"1/2","v":22.9,"t":-30},

  {"n":"1/2","v":24.1,"t":-50}],

 "bt":25462634

}
For example a request to Object 65 of the LWM2M example from Figure 26 (Read /65/0) would return the following JSON payload.

Because the Base Name is specified, the full hierarchy linked to the Instance 0 of Object 65 can be reported in a single response (Object 66 Instance 0 & 1, and Instance 0 of Object 67 are part of the payload). This example has a size of 435 bytes.

{ "bn":"/",

  "e":[
  {"n":"65/0/0/0","ov":"66:0"},

  {"n":"65/0/0/1","ov":"66:1"},

  {"n":"65/0/1","sv":"8613800755500"},
  {"n":"65/0/2","v":1},
{"n":"66/0/0","sv":"myService1"},
{"n":"66/0/1","sv":"Internet.15.234"},

  {"n":"66/0/2","ov":"67:0"},

{"n":"66/1/0","sv":"myService2"},
{"n":"66/1/1","sv":"Internet.15.235"},

  {"n":"66/1/2","ov":"FFFF:FFFF"},

  {"n":"67/0/0","sv":"85.76.76.84"},

  {"n":"67/0/1","sv":"85.76.255.255"}]
}
For example a request to Device Object on Resource 0 of the LWM2M example client (Read /3/0/0) could return the following JSON payload.

{“bn”:“/3/0/0”,

 “e”:[ 

  {“sv":"Open Mobile Alliance}]
}
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