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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

The following numbering scheme is used:

xxx-y.z-con-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’con’
Indicating this test is a conformance test case
number
Leap number for the test case

Or

xxx-y.z-int-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’int’
Indicating this test is a interoperability test case
number
Leap number for the test case
3.2 Definitions
	Application

Device
Module
	1) The customer's realisation of a service through M2M - e.g. satnav, smart metering

2) Individual software components that run on top of the device's operating system.Access Point Name
The hardware that is realising a function for the customer e.g. a smart meter.
A modular component of a device e.g. the radio module housing the SIM


3.3 Abbreviations
	API

APN
CoAP

CON
DM

GDSP

GUI

IMEI

IMSI

IOP

LwM2M
M2M

MSISDN

OMA
OpCo

OS

SIM

UI
	Application Programming Interface
Access Point Name
Constrained Application Protocol

Conformance

Device Management

Global Data Service Platform

Graphical User Interface
International Mobile Equipment Identity
International Mobile Subscriber Identity
Interoperability

Lightweight Machine to Machine (refers to this OMA enabler)

Machine to Machine

Mobile Station International Subscriber Directory Number
Open Mobile Alliance
Operating Company

Operating System

Subscriber Interface Module

User Interface


4. Introduction

The purpose of this document is to provide test cases for LightweightM2M Enabler Release V1.0.

The implementation of some features is optional for the Clients and/or the Servers in the LightweightM2M Enabler.  The tests associated with these optional features are marked as "(Includes Optional Features)" in the test specification.
The following items on an overall level are needed to adequately test the LwM2M enabler:

· A LwM2M Server
· A LwM2M client e.g. embedded in a M2M device or module connected via UDP and SMS with the LwM2M Server
The LwM2M enabler tests are carried out using the LwM2M protocol and objects, and using the underlying protocols such as [CoAP].
The four data formats used in that document, namely Plain Text, Opaque, TLV and JSON data formats are respectively associated to the text/plain, application/octet-stream, application/vnd.oma.lwm2m+tlv, application/vnd.oma.lwm2m+json Media Types referred by LwM2M TS 1.0 and registered in  IANA
5. LightweightM2M Conformance Test Cases
None.
6. LightweightM2M Interoperability Test Cases

6.1 LwM2M Core Specification Test cases [0-999]
6.1.1 Bootstrap Interface: [0-99]

<Test Cases to fill-up>
6.1.2 Registration Interface [100-199]

6.1.2.1 LightweightM2M-1.0-int-101 – Initial Registration
	Test Case Id
	LightweightM2M-1.0-int-101

	Test Object
	Client and Server

	Test Case Description
	Test that the Client registers with the Server.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· 
· 
· The Client supports the minimum Configuration  C.1.a  as defined in Annex  C 
· 
· 
· 
· 
· 
· 
· Device is turned on

· The bootstrap procedure has been completed or the required bootstrap information is available to the Client

	Test Procedure
	
The Client automatically registers at the Server, once this information is available.
Normal flow:

a. Registration message (CoAP POST) is sent from Client to Server.

b. Client receives Success message (2.01 Created) from the Server.

	Pass-Criteria
	1. Server has received REGISTER operation
2. Server gets the following information :
· Endpoint Client Name

· registration lifetime
· LwM2M version 
· binding mode (optional)
· SMS number (optional) 
· Objects and Object Instances (mandatory and optional objects / object instances) ; possibly with Version of Objects
3. Client has received “Success” message from Server


6.1.2.2 LightweightM2M-1.0-int-102 – Registration Update
	Test Case Id
	LightweightM2M-1.0-int-102

	Test Object
	Client and Server

	Test Case Description
	Test that the client updates the registration information on the Server.
The second UPDATE occurs when the Client Update Registration time is elapsed 


	Tool
	n/a

	Test code
	n/a

	Preconditions
	· The client supports the minimum Configuration  C.1.a  as defined in Annex  C 
· Client is registered to the Server
· The Server will be prepared to change the Client lifetime registration to 20 sec to set the conditions for a Client UPDATE  operation.

	Test Procedure
	The Client is registered with the Server and try to Re-Register (UPDATE Operation) 
Normal flow:

a.  The Server set the lifetime resource of the Server Object Instance to 20 sec  (CoAP PUT /1/0/1)
b. Client receives Success message (2.04 Changed) from the Server
c. UPDATE (Re-Registration) message (CoAP PUT) is sent from Client to Server with Lifetime parameter set to 20 sec
d. Client receives Success message (2.04 Changed) from the Server.
e. When registration expires (20 sec) the Client send a new UPDATE message without parameter to the Server.

f. Client receives Success message (2.04 Changed) from the Server.

	Pass-Criteria
	1. Server has received UPDATE operation with lifetime parameter = 20 sec
2. Client has received “Success” (2.04) message from Server
3. Server has received UPDATE operation with no  parameter 

4. 
5. 
6. 
7. 
8. 
9. 
10. 
11. Client has received “Success” (2.04) message from Server


6.1.2.3 LightweightM2M-1.0-int-103 – Deregistration
	Test Case Id
	LightweightM2M-1.0-int-103

	Test Object
	Client and Server

	Test Case Description
	Test that the client is able to deregister at the Server.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· The Client supports the minimum Configuration  C.1.a  as defined in Annex  C
· Client is registered

	Test Procedure
	Client will no longer be available, thus, it should de-register
Normal flow:

a. Deregistration message (CoAP DELETE) is sent from Client to Server.
b. Client receives Success message (2.02 Deleted) from the Server.

	Pass-Criteria
	1. Client is removed from the servers registration database


6.1.2.4 LightweightM2M-1.0-int-104 – Registration Update Trigger
	Test Case Id
	LightweightM2M-1.0-int-104

	Test Object
	Client and Server

	Test Case Description
	Test that the Client re-registers with the Server when triggered with the Registration Update Trigger (see LwM2M Server object)

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· The Client supports the minimum Configuration  C.1.b   as defined in Annex  C 
· Device is turned on

· The bootstrap procedure has been completed or the required bootstrap information is available to the client
· 
· The Client  is registered with the Server with a Lifetime of 20 sec (LightweightM2M-1.0-int-102)

	Test Procedure
	
After Client Registration lifetime expired (lifetime is 20 sec) the 
Server sends Registration Update Trigger via SMS and the Client re-registers via the UPDATE Operation
Normal flow:


a. Client registration expires on the Server (for test purposes a short registration lifetime is  chosen 20 sec)
b. Registration Update Trigger message CoAP POST /1/0/8 is sent from Server to Client via SMS

c. UPDATE (Re-Registration) message (CoAP PUT) is sent from Client to Server via UDP
d. Client receives Success message (2.04 Changed) from the Server.

	Pass-Criteria
	1. Client has received a Registration Update Trigger via  SMS

2. Server has received UPDATE  operation via UDP  without parameter
3. 
· 



4.  
· 
5. Client has received “Success” message from Server


6.1.2.5 
	
	

	
	

	
	

	
	· 
· 
· LwM2M
· LwM2M

· LwM2M

· LwM2M


	
	1. 
2. 

a. CoAP
b. 

	
	1. 
2. 
· 
· 
· LwM2M
· 
· 
· 
3. 


Appendix A. Change History
(Informative)
Appendix B. Additional Information
B.1 Example of Test Configuration and Setup
The following hardware components were part of a test setup.

· M2M device equipped with LwM2M client

· Computer that runs the browser interface to the LwM2M Server component

· Server that runs the LwM2M Server software
· USIM provisioned for use on the network.

· External appliance which is connected directly to M2M device (e.g. light, temperature sensor, motor).

In addition the demonstration setup shall include the following software components:

· Measurement software which enables to see e.g. LwM2M messages and CoAP messages.

· The software shall enable

· GUI to trigger the chosen test cases

· To see the flow of information between client and Server, e.g. on LwM2M protocol level and on CoAP transport level.
Appendix C. LwM2M Configurations

When a Test Case references a certain Configuration of that Annex, it means the features of that configuration are the minimum ones which must be supported by LwM2M Clients & Servers to pass that test; a richer configuration (superset) may be used instead, as long as it still contains the minimum features.  
· Basic Configuration
a) Configuration 1.a : PSK Mode support, no SMS support

b) Configuration 1.b : PSK Mode & SMS supports




{“bn”:“/”,


   “e”:[ 


  {"n":"0/0/0","sv": <LwM2M Server URI>},


  {"n":"0/0/1","bv":false},


  {"n":"0/0/2","v":0},


  {"n":"0/0/3","sv":<PSK Identity>},  // opaque in Base64


  {"n":"0/0/4","sv": <n/a> },


  {"n":"0/0/5","sv": <Secret Key>},    // opaque in Base64                       


  {"n":"0/0/10","v":1},


  {"n":"1/0/0","v":1},


  {"n":"1/0/1","v":86400},


  {"n":"1/0/6","bv":false},


  {"n":"1/0/7","sv":"U"},


  {"n":"3/0/0","sv":<Manufacturer Name>},


  {"n":"3/0/1","sv":<Model Name>},


  {"n":"3/0/2","sv":<Serial Number>},


  {"n":"3/0/3","sv":<Firmware Version>},


  {"n":"3/0/11","v":0},


  {"n":"3/0/16","sv":"U"},


    ]


}





Server Object ID:1 implements the mandatory Executable Resource ID:8   - Registration  Update Trigger


Device Object ID:3 implements the mandatory Executable Resource ID:4  - Reboot














{“bn”:“/”,


   “e”:[ 


  {"n":"0/0/0","sv": <LwM2M Server URI>},


  {"n":"0/0/1","bv":false},


  {"n":"0/0/2","v":0},


  {"n":"0/0/3","sv":<PSK Identity>},  // opaque in Base64


  {"n":"0/0/4","sv": <n/a> },


  {"n":"0/0/5","sv": <Secret Key>},    // opaque in Base64   


  {"n":"0/0/6","v":3},


  {"n":"0/0/7","sv":<KIc,KID,SPI,TAR>},   // opaque in Base64


  {"n":"0/0/8","sv":<SMS Secret Keys>},     // opaque in Base64


  {"n":"0/0/9","sv":<MSISDN>},                


  {"n":"0/0/10","v":1},


  {"n":"1/0/0","v":1},


  {"n":"1/0/1","v":86400},


  {"n":"1/0/6","bv":false},


  {"n":"1/0/7","sv":"U"},


  {"n":"3/0/0","sv":<Manufacturer Name>},


  {"n":"3/0/1","sv":<Model Name>},


  {"n":"3/0/2","sv":<Serial Number>},


  {"n":"3/0/3","sv":<Firmware Version>},


  {"n":"3/0/11","v":0},


  {"n":"3/0/16","sv":"US"},


    ]


}





Server Object ID:1 implements the mandatory Executable Resource ID:8   - Registration  Update Trigger


Device Object ID:3 implements the mandatory Executable Resource ID:4  - Reboot
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