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1 Reason for Change

Updates for new requirements for TLS/DTLS guidance
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Request DM WG to review and agree to the change
6 Detailed Change Proposal

Change 1:  Sec 5.1.1 LwM2M Core Functionality 
5.1.1.x TLS/DTLS Guidance 

LwM2M version 1.0 provides guidance for how to use DTLS to offer communication security for CoAP over various transports. 
Change 2:  6.1.1 LwM2M Core Functionality
6.1.1.x TLS/DTLS Guidance
	Label
	Description
	Release

	LightweightM2M-TLS-001
	The LwM2M Enabler MUST offer guidance for the use of TLS and DTLS over various transport bindings. 

Examples include signature algorithm choices, session resumption, use of compression, PFS, keep-alive mechanisms, timeouts, random number generators, truncated MAC / Encrypt-then-MAC extension, Server Name Indication extension, maximum fragment length negotiation, session hash, re-negotiation attacks, crypto agility, key length and algorithm recommendations, false start support, etc. 
Whenever possible, these recommendations SHOULD be referenced rather than copied or reproduced. 
	1_1

	LightweightM2M-TLS-002
	Errors in the DTLS / TLS procedures MUST be handled by the LwM2M procedures. 
	1_1
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