Doc# OMA-DM-LightweightM2M-2016-091-CR_ObserveFix
[image: image3]


[image: image3]Doc# OMA-DM-LightweightM2M-2017-0206-CR_TS1.0.2_Minor_Fixes    



Change Request

	Title:
	TS1.0.2 Minor Fixes
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM LightweightM2M WG

	Doc to Change:
	OMA-TS-LightweightM2M-V1_0_2-20170921-D

	Submission Date:
	09/26/2017

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Thierry Garnier, Gemalto N.V, thierry.garnier@gemalto.com


	Attached file Replaces:
	na


1 Reason for Change

.   Typos  section 7.3          (Gitub Issue #229)
.   Range Fix in AC Object (minor issue)   (Gitub Issue #229 ++)    

.   Figure 21 Fix
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and Agree this CR
5 Detailed Change Proposal
Change 1:  Typo I
The section 7.3.1 and its sub-sections specify what MUST be applied in multiple LwM2M Servers environment. For consistency and for reducing the efforts of the LwM2M Client when switching from single to multiple LwM2M Servers environment after deployment, the Access Control Object MAY also be instantiated in a single LwM2M Server context. In the case the Access Control Object is instantiated in a single LwM2M Server context, section 7.3.1 and its sub-sections MUST also be applied that context.
Change 2:  Typo II

7.3.2 Authorization
The LwM2M Client MUST authorize a CREATE operation requested by a LwM2M Server for instantiating a certain Object, only if the associated Access Control Object Instance exists and contains an ACL Resource Instance for that LwM2M Server set with the Access Right “Create” (section 7.3.1.2.1).

The LwM2M Client MUST authorize other operations than CREATE requested by a LwM2M Server either on an Object Instance, or on Resource after performing a two-steps check:

· 1st step: the LwM2M Client gets the access right of the targeted Object Instance (as described in section 7.3.2.1) - and checks whether this access right is sufficient – according to the following table - to perform the LwM2M Server requested operation.

	LwM2M Operations
	Minimum Access Right

	READ – OBSERVE – WRITE-ATTRIBUTE
	R

	WRITE
	W

	DISCOVER
	-

	DELETE
	D

	EXECUTE
	E


· 2nd step: if at step 1, the LwM2M Server is authorized to perform the operation, the LwM2M Client still needs to check if the LwM2M Server requested operation is supported by the targeted Resource or Object Instance (details are provided in section 7.3.2.2, 7.3.2.3, and 7.3.2.4).
The LwM2M Object specification defines which operations are allowed to be performed on Resource within an Object Instance (Refer to Supported Operations in Appendix D LwM2M Object Template and Guidelines). The operations allowed on a given Resource MUST apply to all the Resource Instances of that Resource.
The LwM2M Client MUST support the authorization procedure described in Section 7.3.2 and its sub-sections.
Change 3:  Range Fixes in Access Control Object
D.1 LwM2M Object: Access Control

	Description
	

	Access Control Object is used to check whether the LwM2M Server has access right for performing an operation.
	

	Object definition
	

	Name

Object ID

Instances

Mandatory

Object URN

LwM2M Access Control

2

Multiple

Optional

urn:oma:lwm2m:oma:2

	

	Resource definitions
	

	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

Object ID

R

Single

Mandatory

Integer

1-65535
The Object ID and The Object Instance ID are applied for.

1

Object Instance ID

R

Single

Mandatory

Integer

0-65535

See Table 20: LwM2M Identifiers.

2

ACL

RW

Multiple

Optional

Integer

16-bit

The Resource Instance ID MUST be the Short Server ID of a certain LwM2M Server for which associated access rights are contained in the Resource Instance value.
The Resource Instance ID 0 is a specific ID, determining the ACL Instance which contains the default access rights.
Each bit set in the Resource Instance value, grants an access right to the LwM2M Server to the corresponding operation.
The bit order is specified as below.
1st LSB: R(Read, Observe, Write-Attributes)
2nd LSB: W(Write)
3rd LSB: E(Execute)
4th LSB: D(Delete)
5th LSB: C(Create)
Other bits are reserved for future use.
3

Access Control Owner

RW

Single

Mandatory

Integer

1-65535

Short Server ID of a certain LwM2M Server; only such an LwM2M Server can manage the Resources of this Object Instance. 

The specific value MAX_ID=65535 means this Access Control Object Instance is created and modified during a Bootstrap phase only.

	

	
	


Change 4:  Figure 21 Fix
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Figure 21: Example register, update and de-register operation exchanges (shorthand in [CoAP] example style, actual messages using CoAP binary headers)
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