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Reason for Contribution
This solution is to support the requirement about the group.
Grp-Fw-01 The LwM2M Enabler SHALL support blob delivery for a group of LwM2M clients 1.2 
Grp-Fw-02 LwM2M Enabler SHALL support blob delivery for a group over unicast 1.2 
Grp-Fw-03 LwM2M Enabler MUST support blob delivery for a group over multicast 1.2
Summary of Contribution
Add a new object to manage the group information of LwM2M clients.
Detailed Proposal
1 There is Group Management object between LwM2M Server and LwM2M Gateway.
Use case1: The LwM2M Server can operate a group of LwM2M Clients which are in the same building. For example, the LwM2M Server write Firmware Package for the group.
 The LwM2M Server has the group configuration information in table1. The LwM2M Server gets the member information according to the Member List. And then the LwM2M Server sends Write 5/0/0 to each member. The interface is the same as the single Client.
In this use case, there is no need to specify group management object between LwM2M Server and LwM2M Clients.
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Figure1 Group communication by Unicast
Use case2: The LwM2M Server can operate a group of LwM2M Clients through a LwM2M Gateway. For example, the LwM2M Server reads the location information of this group. The LwM2M Gateway uses the group information to fan out the operation to each member.
In this case, the LwM2W Gateway shall map the group fanout target to the LwM2M Client
[image: ] Figure2 Group communication via Gateway

Table1 Group Configuration Information
	Field
	Description

	Group ID
	Indicates group identifier. This value MUST be unique within the LwM2M Server. The value MUST be set by the LwM2M Server.

	Member Number
	Indicates the number of members within the group.

	Member List
	Indicates all of the member identifiers of the group.

	Fanout Target
	Indicates the group fan out target URI.



2 It should add Group Management Object when the group communication is multicast.
Use case: The LwM2M Server can upgrade the firmware for a group of LwM2M Clients which are in the same building via 3GPP MBMS to improve the communication efficiency. 

The service flow in the clause 5.5.1 of 3GPP TS 23.682:
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Figure3 Group communication by 3GPP MBMS
This procedure descripts the group communication by 3GPP MBMS. This procedure is triggered after the LwM2M Server creates the group configuration locally.
Step1: If MB2 is used, the LwM2M Server sends Allocate TMGI Request to the 3GPP via T8 API. The parameter External Group ID is the globally unique ID exposed by the underlying network that is mapped to an internally used identifier (Group ID) for a specific group related services. The External Group ID of the LwM2M Client is assigned by 3GPP network.
Step2: 3GPP returns the Allocate TMGI Response with TMGI (Temporary Mobile Group Identity) parameter. The Temporary Mobile Group Identity is allocated to identify the MBMS bearer service as specified in 3GPP TS 23.246[i.32]. It’s used to uniquely indentify the 3GPP multicast or broadcast message with External Group ID together.
Step3: The LwM2M Server writes the Group Mgmt object to the members of the group by unicast.
Step4: The LwM2M Server sends Group Message Request to the 3GPP via T8 API. The parameter Group Message Payload includes the group operation. 
Step8: The LwM2M Client sends response message to the LwM2M Server. To prevent the 3GPP network congestion caused by the multiple LwM2M Clients responding at the same time, the LwM2M Client can wait a randomized time. 
3 What are the members of a group?
Use case 1: The LwM2M Server can operate a group of LwM2M Clients which are in the same building via 3GPP MBMS to improve the communication efficiency. In this case, the LwM2M Server can operate any object of the group LwM2M Clients.
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Use case 2: The OTA server can upgrade the firmware of a group LwM2M Clients. In this case, the OTA server can operate the Firmware Management Object only.
[image: ]

So the member ID is: ep={Endpoint Client Name}/{Object ID}. The group operation privilege of the LwM2M Server is controlled by the ACP.

4 Group Management object proposal.
Object definition
	Name
	Object ID
	Instances
	Mandatory
	Object URN

	Group Mgmt
	XXXX
	Multiple
	Optional
	urn:oma:lwm2m:oma:0



	ID
	Name
	Operations
	Instances
	Mandatory
	Type
	Range or Enumeration
	Units
	Description

	0
	Group ID
	RW
	Single
	Mandatory
	String
	
	
	Indicates group identifier.

	1
	Group Type
	RW
	Single
	Optional
	Integer
	0: 3GPP MBMS 
1: IP multicast
2: Unicast
	
	Indicates the group type. It’s used for the Gateway.

	2 
	Member Number
	RW
	Single
	Optional
	Integer
	
	
	Indicates the number of members within the group. It’s used for the Gateway.

	3
	Member List
	RW
	Single
	Optional
	String
	
	
	Indicates all of the member identifiers of the group. It’s used for the Gateway.

	4
	Fanout Target
	RW
	Single
	Optional
	String
	
	
	Indicates the group fan out target URI. It’s used to indicate the Gateway to map the group request to single member request from LwM2M Server.

	5
	External Group ID
	R
	Single
	Mandatory
	String
	
	
	It is the External-Group-ID as specified in 3GPP TS23.682 [aa] clause 4.6.3.
It is the globally unique ID exposed by the underlying network that is mapped to an internally used identifier (Group ID) for a specific group related services.

	6
	TMGI
	RW
	Multiple
	Optional
	String
	
	
	The Temporary Mobile Group Identity is allocated to identify the MBMS bearer service as specified in 3GPP TS 23.246[bb]. It’s used to uniquely indentify the 3GPP multicast or broadcast message with External Group ID together.

	7
	Multicast Address
	RW
	Single
	Optional
	String
	
	
	The multicast address assigned by the LwM2M Server for the LwM2M Client to join the multicast group. The procedure of multicast address assignment is specified in RFC 5771[cc] and RFC 2375[dd].

	8
	Schedule
	RW
	Multiple
	Optional
	Time
	
	
	Indicates the time when the LwM2M Server performs the group operation. It’s absolute time and used to wake up the client when the client is in power saving mode.

	9
	Response Time Window
	RW
	Single
	Optional
	Integer
	
	second
	Indicates the time window how long the LwM2M Client shall wait before sending a response message. The LwM2M Client shall wait a randomized time that is less than the value of this resource.  This randomized delay helps prevent network congestion caused by multiple LwM2M Clients responding at the same time as one another.
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