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1. Scope
(Informative)

This document lists the requirements for the OMA LWM2M Gateway Capability enabler.  It mainly focuses on requirements to enable a LWM2M Server to manage LWM2M devices and to enable services in that devices which are not directly accessible to the LWM2M Server (for example, because the devices are deployed behind a firewall, or a local router / concentrator)  . 

This document then  provides requirements for management and service enablement of  LWM2M devices when organized in a local cluster : for example, in fanning out LWM2M commands from a  LWM2M Server to multiple LWM2M End Devices and aggregating responses from multiple LWM2M End Devices so that a consolidated response is sent back to the distant LWM2M Server.  

The following issues are in the scope of this document:  bootstrapping,  registration, discovery and notification  mechanisms, fan out and aggregation of messages, with respect of  OMA LWM2M TS 1.0 enabler. 

When OMA LWM2M Gateway Capability  requirements are identified but are recognized of being not affordable by OMA LWM2M TS 1.0 enabler, this requirement will be considered out of the scope of  that  LWM2M Gateway Capabilty current release 1.0;  however that functionality has to be noted  for being addressed in the time frame of  OMA LWM2M TS 1.1 enabler.

The scope of OMA LWM2M Gateway Capability enabler in current release 1.0, is to cover devices only supporting LWM2M TS 1.0 protocols. Requirement for devices supporting not LWM2M TS 1.0 protocol could be addressed in a future release of   the OMA LWM2M Gateway Capability,  however as much as possible, current release should be prepared to support such evolution (e.g. LWM2M/CoAP bearer evolution).  
2. References

2.1 Normative References

	[DMDICT]
	“OMA Device Management Dictionary, Version 1.0”. Open Mobile Alliance(. 
OMA-SUP-DM_Dictionary-v1_0.                                                          URL:http://www.openmobilealliance.org/ 

	[RFC2119]

[LWM2M]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt
“OMA LightweightM2M”, Version 1.0, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/



2.2 Informative References

None.

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

Kindly consult [DMDICT] for all definitions used in this document.
	Bootstrap Provisioning
	The process of providing initial parameters and/or applications on the LWM2M Device so that it can be brought under management

	Connection Address
	Connection Address is a network identifier that is used by the LWM2M server to access the LWM2M device via a specific communication bearer.

	Connectivity Status
	Connectivity Status is a state for a specific network connection of a LWM2M Device. It tells that whether a LWM2M Device and LWM2M Server are able to exchange message through a specific network bearer or not. There are two statuses, connected or disconnected.

	Device Discovery
	The process of identifying the LWM2M Device by the LWM2M Server

	Device Registration
	The process of adding the information of the LWM2M Device to the  database so that remote access and management to the LWM2M Device is achievable

	Device State
	Device State is a unique condition that represents available capabilities of LWM2M Device.

Information Note: possible Device State value could be ‘Active’, ‘Idle’, ‘Sleep’.

	Disabling Device
	Disabling a device or a Physical Resource is the process of disable their full capabilities, with the exception of being able to process an Enabling request.

	Enabling Device
	Enabling a device or a Physical Resource is the process of enable its capabilities.

	LWM2M Client
LWM2M Cluster
	A logical component residing in the LWM2M Device conforming to the requirements for the LWM2M Client specified in this enabler. This LWM2M Client serves as an end-point of the LWM2M protocol, and communicates with the LWM2M Server to execute the operations from the LWM2M Server for the device and the service management.
A LWM2M Cluster is composed of a set of LWM2M End-Devices managed by a LWM2M Gateway Device playing the role of local LWM2M Server  according to TS LWM2M-GwCap Enabler.

	LWM2M Device
	A LWM2M Device is a device that runs (a) M2M application(s) and communicates through the Network Provider’s network.

	LWM2M Server
	A logical component residing within the M2M Service Provider or the Network Provider which serves as an end-point of the LWM2M protocols. The LWM2M Server provides the following high level functionalities: discovery and registration, bootstrap provisioning, and device and service management

	LWM2M Service
	LWM2M Service is a service that is provided to M2M Users by M2M Service Provider

	M2M Network Subscriber
	M2M Network Subscriber is a M2M User or a M2M Service Provider that has a contractual relationship with the Network Provider to use the network communication service.

	M2M Service Provider
	A M2M Service Provider provides (a) M2M service(s) to the M2M User by communicating to the LWM2M Client through the Network Provider’s network.

	M2M Service Subscriber
	M2M Service Subscriber is the M2M User that has a contractual relationship with a M2M Service Provider to use M2M Services.

	M2M User
	A M2M User uses the service provided by the M2M Service Provider.

	Network Provider
	A Network Provider offers network communication services over its wireless and/or wireline network.

	Physical Resource
	Physical Resource is any physical entity that works as a part of the LWM2M device or works as a peripheral.

	Power Saving Mode
	Power Saving Mode is a setting for the LWM2M Device that helps to decrease its power consumption and meanwhile keep full or partial capabilities available

	Resource Constrained Device
	A device that consumes low power and is limited in its CPU, memory, I/O for processing of requests.


3.3 Abbreviations

Kindly consult [DMDICT] for all abbreviations used in this document.

	LWM2M
	Lightweight M2M


	OMA
	Open Mobile Alliance


4. Introduction
(Informative)

The OMA LWM2M protocol is used for  both the remote management of LWM2M Devices and Services Enablement in that Devices. In many instances, the OMA LWM2M Server and the OMA LWM2M Client communicate with each other directly. However, direct communication between the LWM2M Server and the LWM2M Client is not always possible, nor desirable, due to inaccessibility of devices behind a firewall or router/concentrator. 

This document provides the requirements for OMA LWM2M enabler to manage LWM2M Devices indirectly (that is, through a Gateway). This Gateway is managed by an OMA LWM2M Server; in turn, the LWM2M Gateway manages  LWM2M End-Devices behind  it.

A LWM2M Gateway is an Intermediate LWM2M Device which can be viewed as a LWM2M Client by the distant LWM2M Server and as a LWM2M (local) Server for the LWM2M End-Devices registered to it.

5. LWM2M Gateway Capability Release Description 
(Informative)

The LWM2M GwCap Enabler MUST be compatible by LWM2M TS 1.0 enabler and later versions. 

This document of requirement MAY contains requirement which are likely to be addressable by a later release of LWM2M TS 1.0 Enabler only, however such a requirement MUST be clearly identified as not intending to be supported by LWM2M Enabler release 1.0 . 
The LWM2M GwCap Requirements MUST be established in such a way an instance of the LWM2M GwCap Enabler can be coherently implemented in a full LWM2M TS 1.0 context. 

5.1 End-to-end Service Description
The LWM2M GwCap Enabler will provide a solution for Resource Constrained LWM2M End-Devices which take benefit of being organized in LWM2M cluster e.g. for  minimizing traffic impact on communication,  for  privileging local data management or  for  guarantying security inside and outside the cluster at the lowest cost.  

Typically, an implementation of the LWM2M GwCap Enabler, will be located in a LWM2M intermediate device, and could be seen as a LWM2M Client from the LWM2M (distant) Server side; it could also be viewed as a LWM2M (local) Server for  the LWM2M Clients registered to that local Server. 

The problematic is then to proceed with the LWM2M basic operations of  Bootstrap, Registration, Data Management and Application Services, on the LWM2M End-Devices located behind this LWM2M Intermediate –Device.

5.2 Modes of Operation

<The LWM2M Gateway Device will be configurable according to several operating modes>
5.3 Devices Registration Description


<The LWM2 Gateway not only need to perform  it’s own Registration to the Distant Server, but also need to communicate in some way to that Server some Registration information  from  the End-Devices behind it>

5.4 Bootstrap description


<After the Bootstrap Phase, any devices End-Devices, Intermediate Device must be able to communicate between them or with the distant Server >

5.5 Command Fanout and Response Aggregation Description


<Commands arriving to the LWM2M Gateway need to be addressed to the right Client in the Cluster (including the Gateway Client itself). In return, messages sent by the End-Device Clients to the LWM2M distant Server, can  have the opportunity to be aggregated  at the LWM2M Gateway level for minimizing network traffic.> 

5.6 Security Levels Description
<At all stages, LWM2M enabler guaranties communication (using DLTS) and  data  (through Access Control) are preserved;  differenciating security level for the external network world and the internal one (inside the cluster),  could –in certain cases - allow to reduce the cost of the Constrained End-Devices without penalty for the syetm as a whole;  the LWM2M Gateway Device assuring the strong protection against the external world>.   

5.7 <Other> Description
6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Release

	GwCap-HLF-001
	
	1.0

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

6.2 Modes of Operation

	Label
	Description
	Release

	GwCap-MOO-001
	
	1.0


Table 2: Operation Modes Requirements

6.2.1 Transparent Mode
	Label
	Description
	Release

	GwCa-TMode-001
	
	1.0


Table 3: Transparent Mode Requirements

6.2.2 Proxy Mode
	Label
	Description
	Release

	GwCap-PMode-001
	
	1.0

	
	
	

	
	
	


Table 4: Proxy Mode Requirements

6.3 Device Registration
	Label
	Description
	Release

	GwCap -DR-001
	
	1.0

	
	
	1.0

	
	
	1.0

	
	
	1.0

	
	
	1.0


Table 6: Device Inventory Requirements

6.4 Device Bootstrap 
	Label
	Description
	Release

	GwCap-DB-001
	The GwMO enabler SHALL allow the DM Server to manage device groups on the DM Gateway.
	1.0


Table 7: Device  Bootstrap Requirements

6.5 Command Fanout and Response Aggregation

	Label
	Description
	Release

	GwCap-FORA-001
	
	1.0

	
	
	


Table 8: Command Fanout and Response Aggregation Requirements
6.6 Security 
	Label
	Description
	Release

	GwCap-Sec-001
	
	1.0

	
	
	

	
	
	


Table 9:  Security Requirements
6.7 <Other> Requirements
	Label
	Description
	Release

	GwCap-XXX-001
	
	1.0

	
	
	

	
	
	


Table 10:  <other> Requirements
Appendix A. Change History
(Informative)

A.1 Approved Version History
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Appendix B. Use Cases
(Informative)

B.1 Home gateway
It needs to be noted that not all the requirements in this RD have accompanying use cases. The main uses cases addressed by the LWM2M Gateway Capability Enabler are listed below.

[image: image2.emf]
Figure 1 : LWM2M Home Gateway
Several and various LWM2M devices are distributed at home and registered on the LWM2M Gateway which plays  the role of a local LWM2M Server. This LWM2M Gateway  has in turn to register on a distant LWM2M Server, so playing the role of a LWM2M Client.  During that registration this LWM2M Gateway –Client can  report all or just part of its Device Capabilities. 

LWM2M Gateway is able to accommodate various  LWM2M Based devices (BLE-IP, Wifi, 6LowPan ..) with local /short distance communication capabilities only.

Regarding the Distant Server, the LWM2M Gateway is able to report optimized  data streams, When outside, John Doe, could consult his house-dashboard. Furthermore, when back home, John Doe can connect his smartphone as a second LWM2M Server, to get cumulative data, to get more accurate  information or  just to trigger critical device management operations. 
B.2 Home Gateway as a backup server 
In case the nominal  LWM2M Server  is off or out of order, the LWM2M Gateway takes the role, ensure operation  continuity and storage of the data to be restored to nominal  Server when available.   

B.3 Home Gateway as a centralized and secured server
The home LWM2M Gateway can act as an access point to centralized data coming from all present LWM2M Devices; access to these data are  secured by the Gateway and accessible from certified distant LWM2M Servers.
LWM2M End-to-End Devices being not directly accessible beyond the LWM2M Gateway Server, the level of security can afford lower complexity at home to fit End-Devices constrained capabilities, but stronger characteristics  on the public network for achieving  total  data protection. 
B.4 Health device gateway (e.g. PCHA AHD)

This LWM2M Gateway  would act as a local LWM2M Server controlling/enabling  the  various  LWM2M medical devices John Doe is using,  as a glucose meter,  a scale , cardiac rhythm analyser.  Medical monitoring data can  be  daily reported  to a remote LWM2M Server  (e.g. located at a medical facility) . 
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