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1. Scope
(Informative)

2. References

2.1 Normative References

2.2 Informative References
3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

3.3 Abbreviations
	OMA
	Open Mobile Alliance


4. Introduction
(Informative)

4.1 Version 1.0

4.2 Version 1.1
The following are new features are introduced:

1) Improved ability to use LWM2M for device management of low power wide area network devices and the 3GPP NB-IoT in particular.
2) Alignment with better current security practices by using the recommendations from RFC 7925 and better performance with new TLS/DTLS extensions provided thereof.
3) TCP and TLS to enable better support for CoAP in environments with firewalls and other middleboxes. The use of TCP also lowers the need for frequent keepalives messages in the presence of network address translators.

4) Alignment with the IETF Resource Directory, to bring in group concepts and discoverable resources. 

5) Ability to utilize existing protocol stack HTTP/2 for non-constrained devices.
5. LWM2M v1.1
(Informative)

5.1 End-to-end Service Description

LWM2M v1.0 implementation has brought us several new dimensions to get towards LWM2M v1.1, the following are enhanced solutions in the new release:
· LPWAN 

· Firewall Traversal 

· Security Enhancement

· Evolution of new LPWAN standards and its impacts on Device Management
· Enhancement needs of Gateway functionality

· Emergence of HTTP2 (efficient header)

· Cleanup 

5.1.1 Firewall Traversal

There are several needs with which firewall is becoming an essential part of any telecommunication network. Abilities to traverse the firewall is brought by introducing some of the upcoming work in the IETF CoRE area.
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5.1.2 LWM2M Gateway functionality
The Gateway functionality added on LWM2M v1.0 would be extended with the following abilities.
5.1.2.1 CoAP PubSub

Reuse concepts of PubSub to create a Broker in the context of LWM2M Gateway 

· Gateway as a broker would remember the state of the nodes and last known information

· Gateway to announce itself to Resource Directory if present in the network 

5.1.3 HTTP2
Using HTTP2 instead of CoAP would essentially reuse TCP segment. 

· To be looked for non-constrained IoT devices

· Entire information can flow in one flow as HTTP2 could accommodate more information in one message

· Message Identity could be introduced for LWM2M message context in order to push more commands/responses in one go

· Contents of existing LWM2M v1.0 can be reused inside HTTP2 messages  

· Stream method from HTTP2 should be added
· default HTTP2 could be started between client and server (no HTTP 1.1 support)
5.1.4 Cleanup

To cleanup and reduce unwanted topics in LWM2M v1.0 would be good to maintain the structure of the standards. Following topics are foreseen for this action

· << Open Topic >> Deprecate unwanted bootstrap procedure and recommend best way forward

· << Open Topic >> Clean up the security area for necessary approach
5.1.5 Security Enhancement

IETF DICE is bringing in a new profile type for DTLS to make better security for UDP based approach in LWM2M. 

5.1.6 Evolution of new LPWAN standards

LWM2M is the management and data plane for the application layer in constrained IoT/M2M devices. The GSMA Mobile IoT project dealing with new 3GPP standardization inputs in the area of cellular LPWAN. The Mobile IoT standards from 3GPP define similar scenarios for the three standardization threads: EC-GSM-IoT, LTE-MTC (Cat-M1) and NB-IoT (Cat-NB1).

NIDD (Non-IP Data Delivery) carries delays due to the inherent nature built to make the device smaller, efficient both in battery operations and network operations. This means NIDD path is for devices needing such possibilities. For real-time critical communications like fire alarm choose IP delivery path with right small retry timeouts.
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Figure 1: 3GPP CIoT IP & Non-IP Data Paths

3GPP CIoT architecture, described in 3GPP TR 23.720 (TS 23.628), the various scenarios indicated by Non-IP and IP paths are indicated in the following figures. Control plane and User plane options provided by 3GPP CIoT, including ability to have complete IP path. 3GPP CIoT also provides non-IP path in the last mile to make the device more efficient in amount of bytes it utilizes as well as the energy it consumes (battery saving). 

LWM2M v1.0 provides optimal model and protocol capabilities serving the management and data plane needs for the applications residing in IoT/M2M devices. The 3GPP-CIoT scenario for delivery of data over the User plane (see figure 4) is applicable in LWM2M v1.0 already and can be used with any new additions in LWM2M v1.1 without any specific modifications. The 3GPP-CIoT scenario for delivery of data over the Control plane needs the introduction of specific requirements and adaptations as part of LWM2M v1.1 in order to cater to the emerging needs from 3GPP CIoT in the scenarios indicated below (see control plane delivery figures).
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Figure 2: non-IP delivery using control plane
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Figure 3: Non-IP and IP scenarios using control plane
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Figure 4: User plane solution
5.2 Refactoring the above inputs towards requirements 

5.2.1 CoAP over TCP

Operating over TCP would bring in default operating procedures in the network to go over the firewalls.

IETF-CORE-COAP-TCP-TLS [Ref RFCxxxx]. 

Usages to be brought into LWM2M v1.1 TS 

· TCP gives the ability providing information about the session timing during the present interaction phase.

· Header length definition for a TCP packet which indicates the overall length of the data carried by the message.

· Removing unwanted backward messages/acknowledgements due to delivery guarantee nature which is provided by TCP layer.

· Default nature providing dual origin server capability using coap+tcp and coaps+tcp, during interacting with the same namespace.

· <<Open Point>> Interaction between CoAP layer and TCP layer need to be factored into LWM2M as soon as it appears in IETF
5.2.2 CoAP Resource Directory

Resource Directory introduction in the network would provide opportunity to discover resources even when resources are not reachable due to various business usages. For details refer to IETF-CORE-RESOURCE-DIRECTORY (Ref RFCxxxx)
Impacts to be brought onto the LWM2M TS from CoAP Resource Directory

· Create RD server registration points for the LWM2M Clients the necessary parameters.
· Introduction of PATCH for LWM2M to add, remove or change the registered objects
· Introduction of Lookup for LWM2M to fetch the details from RD server (uses ATOM or HTML)

· Introduction of authorization parameters for RD in LWM2M Client

· Introduction of authorization mechanism for RD in LWM2M server

· <<Open Point>> use RD with only HTTP option. LWM2M to support RD in HTTP mode and not in CoAP mode?

· <<Open Point>> group concept is brought in RD, it is not clear how to port it in LWM2M

· <<Open Point>> need to interface to check the implementation of 12.2 section on LWM2M in IETF draft
6. Requirements
(Normative)

6.1  Enabler Domains
6.1.1 Security

6.1.1.1 Authentication

6.1.1.2 Authorization

6.1.1.3 Data Integrity

6.1.1.4 Confidentiality

6.1.2 Charging Events
6.1.3 Administration and Configuration

6.1.4 Usability

6.1.5 Interoperability

6.2 Overall System Requirements (Testing Focused)
6.2.1 CoAP over TCP
	Label
	Description
	Release

	LightweightM2M-CoT-001
	LWM2M MUST allow communications using CoAP over TCP
	1.1

	LightweightM2M-CoT-002
	LWM2M MAY also allow CoAP over TCP function transparently without intervention from LWM2M layer 
	1.1

	LightweightM2M-CoT-003
	LWM2M SHALL allow CoAP over TCP to work with all existing content formats supported by CoAP over UDP
	1.1

	LightweightM2M-CoT-004
	LWM2M MAY allow 2 namespaces to be accessed when used with coap+tcp and coaps+TCP.
	1.1

	LightweightM2M-CoT-005
	LWM2M MAY suppress LWM2M-level acknowledgements where delivery of the TCP guarantees the delivery
	1.1

	LightweightM2M-CoT-006
	LWM2M MUST support message identity of data using CoAP over TCP
	1.1


6.2.2 CoAP PubSub
	Label
	Description
	Release

	LightweightM2M-CoP-001
	LWM2M SHALL announce resource directory if present in the network.
	1.1

	LightweightM2M-CoP-002
	LWM2M Gateway MAY act as a broker (as defined by IETF) if present in the network
	1.1


6.2.3 CoAP Resource Directory
	Label
	Description
	Release

	LightweightM2M-CRD-001
	LWM2M MAY support registration points for the LWM2M clients to the resource directory server
	1.1

	LightweightM2M-CRD-002
	LWM2M SHALL support PATCH for add, remove or change of the registered object
	1.1

	LightweightM2M-CRD-003
	LWM2M MAY support lookup for for resource and resource details
	1.1

	LightweightM2M-CRD-004
	LWM2M MAY support authorisation mechanism for resource directory in LWM2M server
	1.1

	LightweightM2M-CRD-005
	LWM2M MAY support authorisation parameters for resource directory in LWM2M client
	1.1

	LightweightM2M-CRD-006
	LWM2M SHALL support group concept for a group of resources
	1.1


6.2.4 HTTP2
	Label
	Description
	Release

	LightweightM2M-HTT-001
	LWM2M SHALL support HTTP2 based delivery
	1.1

	LightweightM2M-HTT-002
	LWM2M MAY also support payload directly from CoAP using HTTP2 with multiple contents together
	1.1

	LightweightM2M-HTT-003
	LWM2M MAY support the stream method using HTTP2
	1.1

	LightweightM2M-HTT-004
	LWM2M SHALL support message identity of data using HTTP2
	1.1


Note: HTTP2 is on a best effort path for LWM2M v1.1

6.2.5 LWM2M over Cellular LPWAN
	Label
	Description
	Release

	LightweightM2M-LPW-001
	LWM2M SHALL support external Identifier for Cellular LPWAN needs
	1.1

	LightweightM2M-LPW-002
	LWM2M SHALL support  delayed/no acknowledgement methods between LWM2M server and LWM2M client
	1.1

	LightweightM2M-LPW-003
	LWM2M SHALL support message identity for LPWAN control plane data delivery
	1.1

	LightweightM2M-LPW-004
	LWM2M SHALL support message identity for LPWAN user plane data delivery
	1.1

	LightweightM2M-LPW-005
	LWM2M SHALL support LWM2M server talking to SCEF, in order to route NIDD (non-IP Data Delivery)
	1.1

	LightweightM2M-LPW-006
	LWM2M MAY support bulk interface method between LWM2M server and SCEF
	1.1

	LightweightM2M-LPW-007
	LWM2M MAY support Time-to-Live for messages between LWM2M server and  SCEF, further to which SCEF would discard these messages
	1.1

	LightweightM2M-LPW-008
	LWM2M SHALL Support rate and byte quota in LWM2M server per device
	1.1

	LightweightM2M-LPW-009
	LWM2M SHALL exchange information on rate and byte quota between LWM2M server and SCEF
	1.1


6.2.6 General 
	Label
	Description
	Release

	LightweightM2M-OSR-001
	LWM2M MUST support application ID to identify the right LWM2M Server
	1.1
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