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[bookmark: _Ref511812747][bookmark: _Toc196557482][bookmark: _Toc531939743]Scope	(Informative)
[bookmark: _Toc417923657][bookmark: _Toc420918770][bookmark: _Toc421202735]<< This clause defines the scope and applicability of the RD.  
DELETE THIS COMMENT >>
This document represents Lightweight M2M version 1.2 consolidated requirements.<enter text here>
<< This clause acts as a reminder to contributors of the RD:
The RD has to provide a prose description illustrating what the release is about.
The RD has to provide the requirements necessary for the service release technical specification activity.
The RD has to provide only the requirements in the scope of the work item under which it is created.
Use cases in the Appendix of the RD are additional to the main text in the RD and facilitate clarification of the requirements.
DELETE THIS COMMENT>>
<enter text here>
[bookmark: _Toc196557483][bookmark: _Toc531939744]References
The policy for reference lists is:
1.	OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same release package).  In short – approved docs should not reference unapproved docs.
2.	When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.
3.	The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.
4.	For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.
5.	References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.
6.	The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)
Models to use
	[REFLABEL]	<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 
	[OMADOC]	<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 
If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT
[bookmark: _Toc196557484][bookmark: _Toc531939745]Normative References
	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


[bookmark: _Toc196557485][bookmark: _Toc531939746]Informative References
Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.
DELETE THIS COMMENT
	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


[bookmark: _Toc196557486][bookmark: _Toc531939747]Terminology and Conventions
[bookmark: _Toc196557487][bookmark: _Toc531939748]Conventions
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>
[bookmark: _Toc51147381][bookmark: _Toc196557488][bookmark: _Toc531939749][bookmark: _Toc18142912][bookmark: _Toc436619239][bookmark: _Toc451844169][bookmark: _Toc466346613][bookmark: _Toc466352930][bookmark: _Toc496418245][bookmark: _Toc497790723][bookmark: _Toc497790744][bookmark: _Toc533496854]Definitions
<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.
Examples:
	Entity	Use definition #1 from [OMADICT]
	Interactive Service	Use definition from [OMADICT]
	Local Term	The definition description would be presented directly
DELETE THIS COMMENT>>
	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


[bookmark: _Toc124671659][bookmark: _Toc196557489]
[bookmark: _Toc531939750]3.3	Abbreviations
<< Add abbreviations as needed to the following table.  No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.
DELETE THIS COMMENT >>
	OMA
	Open Mobile Alliance

	LwM2M
	Lightweight Machine to Machine

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


[bookmark: _Toc196557490][bookmark: _Toc531939751]Introduction	(Informative)
<< This clause contains an introduction to this requirements specification, describing the background.
DELETE THIS COMMENT >>
[bookmark: _Toc531939752][bookmark: _Toc512328842][bookmark: _Toc533496862]Version 1.0 - VOID
This section provides a high level, concise and informative description of the main functionality supported in the initial version of the RD.  The description should be brief, target length should be a few paragraphs.   When the release or reference release is finished, this description should be aligned with the final functionality.   
DELETE THIS COMMENT
Void
[bookmark: _Toc531939753]Version <x.y>1.1 - VOID
This section should be included for each new major or minor version of the RD.
It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the RD, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the release or reference release is finished, this description should be aligned with the final functionality differences.
DELETE THIS COMMENT
Void

[bookmark: _Toc531939754]Version <x.y.z>1.2
This section should be included for each new service release of the RD.   It should describe at a high level the main changes made to the RD compared to the previous version.  The description should be brief, target length should be one paragraph.
DELETE THIS COMMENT
The following are enhancements and new features are introduced:
1. Bootstrap Enhancements
2. Security Enhancements
3. Compatibility Negotiation
4. Software/Firmware Update Enhancements
5. Registration Optimizations
6. Transport Binding Conflict Resolution

[bookmark: _Toc196557504][bookmark: _Toc531939755][bookmark: _Toc18142917][Release name]LwM2M v1.2 release description 	(Informative)
<< This clause illustrates what the release is about, describing the release in terms of its functionalities, identifying the actors and their relationships. The inclusion of any pictures to back up text should be kept simple, showing various actors involved. The text shall summarize the functionalities of the release in a generic form which does not constrain terminal or network design. It is intended to allow an understanding of the release without regard to implementation. The description should include functional, charging, administration and configuration, usability, interoperability, privacy aspects as well as interactions with other releases.
Part of this text can be easily extracted from the WID
DELETE THIS COMMENT >>
<text>
Enhancements to Lightweight M2M v1.1

[bookmark: _Toc196557505]5.1 End-to-end Service Description
This section provides indications on what is the business rational for creating such enabler release. The text has to be a high level description of the features and functions provided by the OMA enabler release, including their objectives, when considered as a service (e.g. Mobile Code,  Mobile Advertising, Customized Multimedia Ringing,  MMS,  Mobile Spam Reporting) and/or a building block (e.g. Service User Profile Management , Parlay Service Access, Converged IP Messaging, Device Profile Evolution). 
This description should address the end-to-end experience provided by the OMA services (e.g. the end-users prefer to receive advertising contents that are targeted to their interests and needs; they demand that the service provider guarantees that messages are sent by authenticated parties, as they do not want to receive spam). Also, this description should address what are the overall functions of the enabler release to be able to support other enablers (e.g. Service User Profile Management provides one unique central point to access and allow management of user data). 
The end-to-end description should address the direct benefits for the end users as well as the indirect benefits for the equipment usage, or network interconnections, or overall operations or content adaptation, to mention just a few. 
Both enterprise and consumer scenarios may be considered.
The text in this section should be brief, target length should be a few paragraphs. When the RD definition is finished, this description should be aligned with the final functionality..   
DELETE THIS COMMENT
[bookmark: _Toc530762472][bookmark: _Toc531858488]
[bookmark: _Toc530762473][bookmark: _Toc531858489]
[bookmark: _Toc531939756]Software Management/Firmware Management 

Usage Pattern
Usage Pattern
· Retail cases needs wait state for specific user inputs, whereby the devices have small entry display for certain user inputs and act as a go sign to progress on upgrade 
· Mission critical devices like medical applications needs device to be in ready condition before the FOTA push, as they be in the middle of performing certain actions which cannot be overridden
· Agricultural use cases like remote device not-so-available online always needs to be factored in during a push
· 	Comment by DADAS Mohammed TGI/OLN: Hannes : This sentence sounds broken.  ask Padhu >> updated with text from email discussion
· 	Comment by DADAS Mohammed TGI/OLN: Hannes: What is the implication for LwM2M?  ask Padhu  >> updated with text from email discussion
	Comment by DADAS Mohammed TGI/OLN: Hannes: What does this mean?  Ask Padhu >> updated with text from email discussion
[bookmark: _Toc531939757]LwM2M Gateway 

LwM2M Gateway can act in the following modes (similar to OMA-DM Gateway) 
· Transparent: The LwM2M Gateway assists the LwM2M Server in sending a LwM2M Notification to the End Device(s) behind the DM Gateway
· Proxy: The LwM2M Gateway manages End Device(s) behind the LwM2M Gateway on behalf of the LwM2M Server over LwM2M protocol
· Adaptation: Similar to the Proxy Mode with the difference that the LwM2M Gateway manages End Device(s) behind the LwM2M Gateway on behalf of the DM Server over non-LwM2M protocols (such as UPnP, TR069, USP, Zigbee, Bluetooth, OMA-DM etc.)
· OMA-DM: In this mode the intention is to replace OMA-DM interface through LwM2M gateway. In order to create the commands of OMA-DM flow through LwM2M. In certain configuration cases, LwM2M could straight replace XML file configurations.


[bookmark: _Toc531939758]Message Identity 

Multicast needs would make LwM2M server relationship to a particular message gets lost in the response, it would be essential to make available an identity on the LwM2M level of the protocol in order to keep the synergy. This may also be applicable in cases where unicast is used and the LwM2M message is traversed through different 3rd party systems. It may be essential to interpret and understand the response based on the original request. Supporting such an identity would make LwM2M more robust across boundaries of service entities and telecommunication networks.
	Comment by DADAS Mohammed TGI/OLN: Hannes : This text also does not connect or explain the message identity  Ask Padhu >> updated with text from email discussion
[bookmark: _Toc531939759]Group Firmware Upgrade 

Firmware upgrade of LPWAN based devices is important feature to manage the lifecycle of devices. LPWAN devices are expected to be deployed for many years (e.g. Smart Meters), firmware upgrade is a business imperative. Constrained devices with low power, limited CPU, limited memory and battery operated with expectation to be running for multiple years independent of power source or battery replacement(s), need a solution which is LPWAN based in order to make it efficient and sustainable.
	Comment by DADAS Mohammed TGI/OLN: Hannes: Why is this 3GP CIoT specific? Aren’t other devices also in need for a firmware update? This text does not say what is meant by “group” firmare upgrade and how it relates to LwM2M  ask Padhu>> updated with text from email discussion


[bookmark: _Toc530762478][bookmark: _Toc531858494]
[bookmark: _Toc531939760]Registration Interface

In case of multiple LwM2M server accounts configured on the LwM2M client, LwM2M enabler mandates the client to register to all the servers using registration priority order(s). However, there are several use cases in which the client is configured with multiple LwM2M server accounts but does not require registering to all the servers. Registration of the client to a selected list of LwM2M server(s) is sufficient for the use case and non-connected LwM2M server account(s) on the client can be considered as offline.

For the client to determine which LwM2M server(s) to connect to, the client needs to be configured on which terms and conditions the registration shall happen. This configuration should not impose proprietary methods not to break interoperability, instead use the structures defined in the LwM2M enabler and minimize the resources used on the device itself.

[bookmark: _Toc531939761]Bootstrap and Registration

Information written on the device during bootstrapping is most of the time the same for devices of same or similar type. Similarly, registration information retrieved from the client is generally the same for devices of same or similar type. Transmitting mostly static information introduces overhead in terms of transmission overhead and delay. Hence, both bootstrap and registration interfaces can be optimized further.



[bookmark: _Toc531939762]Bootstrap Process

The currently defined bootstrap process does not allow initialization of LwM2M Servers from multiple sources including factory provisioning, smart card and one or more "bootstrap" servers. The bootstrap process needs clarification and enhancement to enable successful initial bootstrapping and re-bootstrapping from multiple sources concurrently.

[bookmark: _Toc531939763]Transports	Comment by Mohammed DADAS - Orange: Inputs from Mert (Ericsson)
The Constrained Application Protocol (CoAP) supports several bindings which are UDP, Datagram Transport Layer Security (DTLS) over UDP, TCP, Transport Layer Security (TLS) over TCP and SMS. While these bindings cover most of the transport protocols used in Internet of Things (IoT) deployments, publish-subscribe based transfer protocols still have a large portion of use in IoT deployments. 
While having their drawbacks, the reasons why publish-subscribe transfer protocols still share a large portion can be listed as enabling to collect information from devices across networks with IP architecture and not being blocked by firewalls generally because of TCP-oriented connections.
However, there is no standardized way of handling device management and service enablement in IoT deployments with publish-subscribe transfer protocols. These ecosystems are highly fragmented with proprietary methods for device management and service enablement with obvious problems of interoperability between devices and networks. Hence, there is opportunities for LwM2M to enable solutions to standardized device management and service enablement capabilities for publish-subscribe transfer protocols.

[bookmark: _Toc531939764]Transport Bindings

LwM2M resources exist to indicate capabilities of both the server and client in terms of the supported transport bindings. The server declares which bindings are supported by the server in binding resource (Resource 7) of the LwM2M server object (Object 1). The client declares to the server which bindings are supported in the client in Supported Binding and Modes resource (Resource 16) in the Device object (Object 3).
The server also declares a single preferred binding to be used by the client in Preferred Transport resource (Resource 22) in LwM2M server object (Object 1). The server can override the Preferred Transport for a single packet data network connection by including an argument when the Registration Update Trigger resource (Resource 8) in the LwM2M server object (Object 1) is executed.
There are many cases where these values and other transport binding related information (e.g. uri values, APN Connectivity profile resources) are inconsistent such that the client must choose between specified transport bindings. The algorithm to enable a consistent selection needs to be clarified.

[bookmark: _Toc531939765]Version Negotiation

As the LwM2M enabler continues to evolve, additional enabler versions will exist concurrently in deployment scenarios. To support independent deployment of servers and clients, version negotiation should occur during bootstrapping and registration to enable an agreement between the server and client on the version to be used.


[bookmark: _Toc531939766]Reduction of the bandwidth usage of LwM2M
To transmit a single resource value, LwM2M allows four encodings:
· Plain text (3 bytes “123” or 5 bytes “12.34”) overhead varies.
· SenML (24 bytes “[{"n":"/1/0/1","v":123}]” or 26 bytes “[{"n":"/6/0/0","v":12.34}]”) overhead is at least 21 bytes.
· CBOR (7 bytes “0xA1 0x00 0xA2 0x2F31 0x18 0x7B” or 14 bytes “0xA1 0x00 0xA2 0x2F30 0xFA 0x414570A4”) overhead is 6 bytes.
· TLV (3 bytes “0xC1 0x01 0x7B” or 6 bytes “0xC4 0x00 0x414570A4”) overhead is 2 bytes
With the deprecation of the TLV format, a low overhead representation of single resource values is missing.
A possible technical solution is to transmit the value as a binary blob. There would be no overhead (“0x7B” or “0x414570A4”).
In the TS, this would be implemented in Appendix C (Data Types) by adding a new column for binary that would duplicates what is stated for TLV encoding.
E.g.:
	Data Type
	Text Format
	TLV Format
	Binary

	Unsigned Integer
	Represented as an ASCII unsigned integer.
	Represented as a binary unsigned integer in network byte order. The value may be 1 (8-bit), 2 (16-bit), 4 (32-bit) or 8 (64-bit) bytes long as indicated by the Length field.
	Represented as a binary unsigned integer in network byte order. The value may be 1 (8-bit), 2 (16-bit), 4 (32-bit) or 8 (64-bit) bytes long as indicated by the Payload Length.

	Float
	Represented as an ASCII signed numeric representation.
	Represented as a binary floating point value [IEEE 7542008] [FLOAT]. The value may use the binary32 (4 byte length) or binary64 (8 byte length) format as indicated by the Length field.
	Represented as a binary floating point value [IEEE 7542008] [FLOAT]. The value may use the binary32 (4 byte length) or binary64 (8 byte length) format as indicated by the Payload Length.

	Boolean
	Represented as the ASCII value 0 or 1.
	Represented as an 8 bit unsigned Integer with value 0, or 1. The Length of a Boolean value MUST always be 1 byte.
	Represented as an 8 bit unsigned Integer with value 0, or 1. The Payload Length of a Boolean value MUST always be 1 byte.



The may issue is the content-format to use when transmitting such a payload.
One possibility is to reuse “application/octet-stream”. Both the Server and the Client would know how to interpret this value because of the LwM2M Data Model which defines the data type of the targeted resource. This is similar to the usage of “text/plain”.
Another possibility is to register new media types for the various data types defined in LwM2M e.g. “application/signed-integer”, “application/unsigned-integer”, “application/float” etc.


[bookmark: _Toc196557508][bookmark: _Toc531939767]Requirements	(Normative)
<< This section should capture the requirements necessary for service releases to support end-to-end interoperability across different devices, networks, service providers and network operators.  Linkage of requirements to Use Cases is not mandatory.
In cases where a common or shared requirement document will supply requirements for a section below (e.g. Privacy RD), note it in the appropriate section and reference the requirements to be included.  Then, in the table, add any specific requirements not covered by the shared document.
Each requirement listed in the tables below includes an indication of release.  The value for the release should identify the release in which the requirement desired, expected, or is fulfilled.  In early phases of RD development preceding the RD Review, this field should provide guidance on preferences.  Before commencing the Consistency Review, the fields should be updated, if needed, to reflect the actual requirement coverage fulfilled by the release.
Within the requirement description column in the tables of the following sections, “Notes” might be optionally included. These notes will be considered informative material. Notes are intended to be used to include any kind of information that could help to clarify the corresponding requirement (meaning, applicability, implications, etc.).
In order to improve further development it is recommended that the reason for classifying a requirement as "SHOULD" or “MAY”(instead of "SHALL") shall be given as an "Informational Note" for each such requirement.  See the following example:
	Label
	Description
	Release

	FOO-EXMPL-001
	The FOO Enabler MAY be capable to notify users or not based on political affiliations contained in the User Profile.
Informational Note: This requirement is optional because in some markets this functionality could be forbidden due to regulatory aspects.
	FOO V1.0


For each table (i.e. set of requirements) in this chapter, please provide introductory text describing the background to the requirements.
DELETE THIS COMMENT >>
[bookmark: _Toc18142918][bookmark: _Toc196557510][bookmark: _Toc531939768]High-Level Functional Requirements
<< This clause identifies the high level functional requirements for this release.  These requirements will be used to describe and derive the functions and interfaces that the release will support, and which defines its core purpose.  When writing requirements, care should be taken to recognise the difference between the release specifying a mechanism to perform a function versus its required usage in any given deployment.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Whenever a requirement is directly attributable to a particular actor, it is recommended to mention it.
Examples of such requirements are:
The XYZ release SHOULD support content delivery estimation time before and /or during service execution.
The XYZ release MUST be capable of supporting the Service Provider to log information about invocations of this release
The XYZ release MUST allow the end user to terminate a session
The XYZ release MUST allow actor X to perform function Y
If possible, requirements should be listed in a logical sequence that intuitively captures the behaviour of the release (or feature of the release). In order to get a good readability and quality of RDs, some additional Sections (“Heading 2”) and Subsections should be identified, that group together requirements related to a specific functionality, avoiding having the most of the requirements as High-Level Functional requirements.
DELETE THIS COMMENT >>
<intro text for High Level requirements here>
	Label
	Description
	Release

	FOO-HLF-001
	This is where the requirement goes.
Informational Note: This is where any supporting comments would be placed, if needed
	

	Sw-Mgmt-001
	The LwM2M Enabler & SwMgmt Enabler SHALL create single software management/firmware upgrade ability for the market.
	V1.2

	Sw-Mgmt-002
	The SwMgmt Enabler SHALL create standardized mechanisms for manifest of the upgrade process
	V1.2

	Sw-Mgmt-003
	The SwMgmt Enabler SHALL provide abilities to indicate the performance of the upgrade procedures (time of acceptance and actions interface by the user)
	V1.2

	Gw-Enab-001
	The LwM2M Enabler and LwM2M Gateway Enabler SHALL provide abilities to manage the end device through transparent mode, whereby LwM2M Gateway is pass through for commands on either direction
	V1.2

	Gw-Enab-002
	The LwM2M Enabler and LwM2M Gateway Enabler SHALL provide abilities to manage the end device through proxy mode, whereby LwM2M Gateway is acting as a LwM2M server on behalf of LwM2M server
	V1.2

	Gw-Enab-003
	The LwM2M Enabler and LwM2M Gateway Enabler SHALL provide abilities to manage the end device through adaptation mode, whereby LwM2M Gateway translates the different end device protocol as LwM2M towards the server and vice versa
	V1.2

	Msg-Iden-001
	The LwM2M Enabler SHALL provide message identity as a unique way of identifying the commands and responses.
	V1.2

	Grp-Fw-001
	The LwM2M Enabler SHALL support blob delivery for a group of LwM2M clients
	V1.2

	Grp-Fw-002
	LwM2M Enabler SHALL support blob delivery for a group over unicast
	V1.2

	Grp-Fw-003	Comment by Mohammed DADAS - Orange: Input from Padhu (Nokia)
	LwM2M Enabler MUST support blob delivery for a group over multicast
	V1.2

	
	
	

	
	
	


[bookmark: _Toc528230941]Table 1: High-Level Functional Requirements
0. [bookmark: _Toc531939769]Trigger Mode


	Label
	Description
	Release

	LightweightM2M-TRIG-1
	Lightweight M2M MUST extend the Trigger Mode to other transports than SMS.
	

	LightweightM2M-TRIG-2
	Lightweight M2M MUST support Trigger Mode broadcast on transports that support broadcast capability.
	

	LightweightM2M-TRIG-3
	Lightweight M2M MUST limit the Trigger Mode to Execute operations on the Registration Update Trigger and BootstrapRequest Trigger resources.
	

	LightweightM2M-TRIG-4
	Lightweight M2M MUST restrict the Trigger Mode to authorized entities.
	

	LightweightM2M-TRIG-5
	Lightweight M2M MUST allow the Trigger Mode to trigger a registration to the LwM2M Server.
	


[bookmark: _Toc528230942]Table 2: Requirements – Trigger Mode Items

0. [bookmark: _Toc531939770]Information Reporting Interface


	Label
	Description
	Release

	LightweightM2M-INFO-1
	LwM2M Observe Operation MUST support attributes valid only for the observation in a standard way.
	1.2

	LightweightM2M-INFO-2
	LwM2M Observe-Composite Operation MUST support attributes valid only for the observation in a standard way.
	1.2

	LightweightM2M-INFO-3
	LwM2M MUST provide a way to observe only raising edge or falling edge transitions of Boolean resources.
	1.2


[bookmark: _Toc528230943]Table 3: Requirements – Information reporting Interface

0. [bookmark: _Toc531939771]Device Management and Service Enablement Interface
For some Objects, when creating a new instance, the LwM2M Server does not have the required Resource values, e.g. the Location Object. For other Objects, the Client does not have the capability to create the new Instance, e.g. a sensor Object.

	Label
	Description
	Release

	LightweightM2 M-DMSE-001 
	The LWM2M enabler SHALL allow the LWM2M Client to refuse a Create or Delete operation from the LwM2M Server.
	1.2

	LightweightM2 M-DMSE-002 
	The LWM2M enabler SHALL give the LwM2M Server the ability to request the LwM2M Client to create Object Instances without being required to provide all of the Resource values of the new Instance.
	1.2


Table 4: Requirements – Device Management and Service Enablement Interface

[bookmark: _Toc18142919][bookmark: _Toc196557511][bookmark: _Toc531939772]Security
<< This clause identifies the high-level security needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements. 
in this area.
DELETE THIS COMMENT >>
<intro text for Security requirements here>
	Label
	Description
	Release

	SMS-WAKE-001FOO-SEC-001
	The LwM2M Enabler SHALL provide a security mechanism for LwM2M enabler messages over SMS initiated by LwM2M Server is unique.This is where the requirement goes.
Informational Note: This is where any supporting comments would be placed, if needed
	V1.2

	
	
	

	
	
	


[bookmark: _Toc528230944][bookmark: _Toc18142920]Table 25: High-Level Functional Requirements – Security Items

Communication Security

	Label
	Description
	Release

	CS-001
	The LwM2M enabler SHALL support the use of TLS 1.3. TLS 1.3 reduces the number of roundtrips. 
	v1.2

	CS-002
	The LwM2M enabler SHALL support the use of DTLS 1.3. DTLS 1.3 in addition to the roundtrip improvements also optimizes the record layer format, which leads to lower over-the-wire overhead. 
	v1.2

	CS-003
	The LwM2M enabler SHALL support the use of the DTLS 1.2 Connection ID. The Connection ID extension for DTLS adds an additional record layer header field to improve an alternative demultiplexing strategy. As a result, changes of the IP address and ports by NATs will not have an impact on the correct processing of DTLS-protected packets. Note that the Connection ID functionality is also available for DTLS 1.3. 
	v1.2


[bookmark: _Toc528230945]Table 6: Requirements – Communication Security
Authentication - VOID
<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 
DELETE THIS COMMENT >>
<intro text for Authentication requirements here>
	Label
	Description
	Release

	
	This function MUST be able to authenticate the {requestor of this function | user | device | initiator | ...} {if required by the applicable policies}.
	

	
	This function MUST be able to authenticate the {provider of this function | server | proxy | responder | ...} {if required by the applicable policies}.
	

	
	This function MUST be able to provide data origination authentication {if required by the applicable policies}. This means, it MUST be possible to ensure confidence that a received message or piece of data has been created by a certain party at some (unspecified) time in the past, and that this data has not been corrupted or tampered with.
	

	
	This function MUST be able to provide replay protection {if required by the applicable policies} to ensure confidence that a received message has not been recorded and played back.
	

	
	This function MUST be able to authenticate the source of the broadcast or streaming {if required by the applicable policies}.
	

	
	This function MUST be able to implicitly authenticate the destinations of the broadcast or streaming {if required by the applicable policies}.
	

	
	This function MUST allow the user to authenticate himself to the {device | agent} e.g., by entering a PIN code or by using biometrics if applicable.
	

	
	
	

	
	
	


[bookmark: _Toc528230946]Table 3: High-Level Functional Requirements – Authentication Items
Authorization - VOID

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 
DELETE THIS COMMENT >>
<intro text for Authentication requirements here>
	Label
	Description
	Release

	
	This function MUST be able to authorize access only to requestors entitled to access the function.
	

	
	
	

	
	
	


[bookmark: _Toc528230947]Table 4: High-Level Functional Requirements – Authorization Items
Data Integrity - VOID

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 
DELETE THIS COMMENT >>
<intro text for Data Integrity requirements here>
	Label
	Description
	Release

	
	This function MUST be able to provide data integrity, protecting against accidental or intentional changes to the data, by ensuring that changes to the data are detectable.
	

	
	
	

	
	
	


[bookmark: _Toc528230948]Table 5: High-Level Functional Requirements – Data Integrity Items
Confidentiality - VOID

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 
DELETE THIS COMMENT >>
<intro text for Confidentiality requirements here>
	Label
	Description
	Release

	[bookmark: _Toc530762514][bookmark: _Toc531858530]
	This function MUST use/support data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes.
	[bookmark: _Toc530762516][bookmark: _Toc531858532]

	[bookmark: _Toc530762518][bookmark: _Toc531858534]
	This function MUST use/support* data confidentiality that ensures that stored information is not made available or disclosed to unauthorised individuals, entities, or processes.
	[bookmark: _Toc530762520][bookmark: _Toc531858536]

	[bookmark: _Toc530762522][bookmark: _Toc531858538]
	[bookmark: _Toc530762523][bookmark: _Toc531858539]
	[bookmark: _Toc530762524][bookmark: _Toc531858540]

	[bookmark: _Toc530762526][bookmark: _Toc531858542]
	[bookmark: _Toc530762527][bookmark: _Toc531858543]
	[bookmark: _Toc530762528][bookmark: _Toc531858544]


[bookmark: _Toc528230949]Table 6: High-Level Functional Requirements – Confidentiality Items
[bookmark: _Toc196557512][bookmark: _Toc531939773]Charging Events - VOID

<< This clause identifies the specific charging events needed for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.
DELETE THIS COMMENT >>
<intro text for Charging requirements here>
	Label
	Description
	Release

	FOO-CHG-001
	The list of Charging events SHALL include at least.
- event#1
- event#2
- …
Informational Note: This is where any supporting comments would be placed, if needed
	[bookmark: _Toc530762545][bookmark: _Toc531858561]

	[bookmark: _Toc530762547][bookmark: _Toc531858563]
	[bookmark: _Toc530762548][bookmark: _Toc531858564]
	[bookmark: _Toc530762549][bookmark: _Toc531858565]

	[bookmark: _Toc530762551][bookmark: _Toc531858567]
	[bookmark: _Toc530762552][bookmark: _Toc531858568]
	[bookmark: _Toc530762553][bookmark: _Toc531858569]


[bookmark: _Toc528230950][bookmark: _Toc18142921]Table 7: High-Level Functional Requirements – Charging Events Items
[bookmark: _Toc196557513][bookmark: _Toc531939774]Administration and Configuration - VOID

<< This clause identifies the high-level administration and configuration needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.
DELETE THIS COMMENT >>
<intro text for Administration and Configuration requirements here>
	Label
	Description
	Release

	FOO-ADM-001
	This is where the requirement goes.
Informational Note: This is where any supporting comments would be placed, if needed
	[bookmark: _Toc530762567][bookmark: _Toc531858583]

	[bookmark: _Toc530762569][bookmark: _Toc531858585]
	[bookmark: _Toc530762570][bookmark: _Toc531858586]
	[bookmark: _Toc530762571][bookmark: _Toc531858587]

	[bookmark: _Toc530762573][bookmark: _Toc531858589]
	[bookmark: _Toc530762574][bookmark: _Toc531858590]
	[bookmark: _Toc530762575][bookmark: _Toc531858591]


[bookmark: _Toc528230951]Table 8: High-Level Functional Requirements – Administration and Configuration Items
[bookmark: _Toc196557514][bookmark: _Toc531939775]Usability - VOID

<< This clause identifies the usability needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.
DELETE THIS COMMENT >>
<intro text for Usability requirements here>
	Label
	Description
	Release

	FOO-USE-001
	This is where the requirement goes.
Informational Note: This is where any supporting comments would be placed, if needed
	[bookmark: _Toc530762589][bookmark: _Toc531858605]

	[bookmark: _Toc530762591][bookmark: _Toc531858607]
	[bookmark: _Toc530762592][bookmark: _Toc531858608]
	[bookmark: _Toc530762593][bookmark: _Toc531858609]

	[bookmark: _Toc530762595][bookmark: _Toc531858611]
	[bookmark: _Toc530762596][bookmark: _Toc531858612]
	[bookmark: _Toc530762597][bookmark: _Toc531858613]


[bookmark: _Toc528230952]Table 9: High-Level Functional Requirements – Usability Items
[bookmark: _Toc196557515][bookmark: _Toc531939776]Interoperability - VOID

<< This clause identifies the high-level interoperability needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.
DELETE THIS COMMENT >>
<intro text for Interoperability requirements here>
	Label
	Description
	Release

	FOO-INT-001
	This is where the requirement goes.
Informational Note: This is where any supporting comments would be placed, if needed
	[bookmark: _Toc530762611][bookmark: _Toc531858627]

	[bookmark: _Toc530762613][bookmark: _Toc531858629]
	[bookmark: _Toc530762614][bookmark: _Toc531858630]
	[bookmark: _Toc530762615][bookmark: _Toc531858631]

	[bookmark: _Toc530762617][bookmark: _Toc531858633]
	[bookmark: _Toc530762618][bookmark: _Toc531858634]
	[bookmark: _Toc530762619][bookmark: _Toc531858635]


[bookmark: _Toc528230953]Table 10: High-Level Functional Requirements – Interoperability Items
[bookmark: _Toc196557516][bookmark: _Toc531939777]Privacy - VOID

<< This clause identifies the high-level privacy needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>
<intro text for Privacy requirements here>
	Label
	Description
	Release

	FOO-PRV-001
	This is where the requirement goes.
Informational Note: This is where any supporting comments would be placed, if needed
	[bookmark: _Toc530762632][bookmark: _Toc531858648]

	[bookmark: _Toc530762634][bookmark: _Toc531858650]
	[bookmark: _Toc530762635][bookmark: _Toc531858651]
	[bookmark: _Toc530762636][bookmark: _Toc531858652]

	[bookmark: _Toc530762638][bookmark: _Toc531858654]
	[bookmark: _Toc530762639][bookmark: _Toc531858655]
	[bookmark: _Toc530762640][bookmark: _Toc531858656]


[bookmark: _Toc528230954][bookmark: _Toc18142922]Table 11: High-Level Functional Requirements – Privacy Items
[bookmark: _Toc196557517][bookmark: _Toc531939778]Overall System Requirements

<<This clause describes the general behaviour and characteristics of the release such as deployment options, conformance, exceptions, use of existing technologies and specifications, etc.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Examples of General System Requirements are:
The XYZ release MUST NOT restrict deployment options
The XYZ release MUST be defined in an execution environment neutral manner
The XYZ release MUST specify interfaces that are access technology neutral
The XYZ release MUST be able to support services applicable to any kind of users or segments
It SHOULD be possible to use existing OMA Device Management and Provisioning releases.
DELETE THIS COMMENT >>
<intro text for System requirements here>
	Label
	Description
	Release

	FOO-SYS-001
	This is where the requirement goes.
Informational Note: This is where any supporting comments would be placed, if needed
	[bookmark: _Toc530762659][bookmark: _Toc531858675]

	[bookmark: _Toc530762661][bookmark: _Toc531858677]
	[bookmark: _Toc530762662][bookmark: _Toc531858678]
	[bookmark: _Toc530762663][bookmark: _Toc531858679]

	[bookmark: _Toc530762665][bookmark: _Toc531858681]
	[bookmark: _Toc530762666][bookmark: _Toc531858682]
	[bookmark: _Toc530762667][bookmark: _Toc531858683]


[bookmark: _Toc528230955]Table 12: High-Level System Requirements
[bookmark: _Toc531939779]Firmware Updates Requirements

	Label
	Description
	Release

	
	
	

	
	
	

	
	
	

	FW-001
	The LwM2M enabler SHALL support security protection of the firmware image and associated meta-data in an end-to-end fashion. Note that there is currently work ongoing to standardize the format of the meta-data along with the end-to-end security protection mechanism.
	v1.2

	FW-002
	The LwM2M enabler SHALL minimize the amount of redundant information contained in the LwM2M Firmware Update Object with respect to what is already contained in the end-to-end protected meta-data.
	v1.2

	FW-003
	The LwM2M enabler SHALL support extensible and flexible error reporting so that trouble-shooting is simplified.
	v1.2


[bookmark: _Toc528230956]Table 7: Requirements – Firmware Updates

[bookmark: _Toc531939780]Bootstrapping Requirements

	Label
	Description
	Release

	
	
	

	BS-001
	The LwM2M specification SHALL ability to rotate bootstrap credentials. This feature is, for example, needed when the long-term credential expires and needs to be replaced.
	v1.2

	
	
	


[bookmark: _Toc528230957]Table 8: Requirements – Bootstrapping 
[bookmark: _Toc531939781]Profile Identifier Requirements
Introduction of LwM2M Profile Identifier to further optimise registration message
	Label
	Description
	Release

	Identifiers-001
	The LwM2M enabler SHALL support optional use of Profile ID in the client Registration message
	1.2

	
	
	

	Identifiers-002
	When LwM2M Profile ID is present in the registration message, objects and instances MAY be omitted
	1.2

	Identifiers-003
	Semantics and meaning of LwM2M profile IDs are outside scope of LwM2M specifications
	1.2

	Identifiers-004
	LwM2M Profile Ids have to be registered with OMA and have publicly available precise definition and semantics	Comment by DADAS Mohammed TGI/OLN: Hannes: The statements in 004 and 005 contract each other. If it is outside the scope of LwM2M specifications then why we need to register them with OMA?  Ask Mojen >> Updated with text from OMA-DM-LightweightM2M-2018-0061-CR_Profile_identifier
	1.2


[bookmark: _Toc528230958]Table 9: Requirements – Profile Identifier Support
[bookmark: _Toc531939782]Registration Interface 	Comment by Mohammed DADAS - Orange: Input from Mert (Ericsson)
	Label
	Description
	Release

	LightweightM2M-REG-001
	The LWM2M enabler SHALL allow LWM2M client to determine which LWM2M server(s) to register to when multiple LWM2M server accounts are configured.
	1.2

	LightweightM2M-REG-002
	The LWM2M enabler SHALL allow configuration of LWM2M client to determine which LWM2M server(s) to register to.
	1.2

	LightweightM2M-REG-003
	The LWM2M enabler SHALL allow LWM2M client to change its registration during its lifetime between LWM2M server(s) based on the provided configuration.
	1.2


Table 10: Requirements – Registration Interface
[bookmark: _Toc531939783]Bootstrap and Registration Optimizations
	Label
	Description
	Release

	LightweightM2M-Opt-001	Comment by Mohammed DADAS - Orange: Input from Mert (Ericsson)
	The LWM2M enabler SHALL provide methods to optimize bootstrap sequence and payload(s) delivered during bootstrapping.
	1.2

	LightweightM2M-Opt-002	Comment by Mohammed DADAS - Orange: Input from Mert (Ericsson)
	The LWM2M enabler SHALL provide methods to optimize registration sequence and payload(s) delivered during registration.
	1.2

	TRAN-BIND-001
	The client SHALL use the binding indicated in the Preferred Transport resource (Resource 24) in LwM2M server object (Object 1), if defined, unless unable to do so.
	v1.2

	TRAN-BIND-002
	The client SHALL use the argument when the Registration Update Trigger resource (Resource 8) in the LwM2M server object (Object 1) is executed unless not supported by the client or not indicated as supported by the server in binding resource (Resource 7) of the LwM2M server object (Object 1).
	v1.2

	TRAN-BIND-003
	When the Registration Update Trigger resource (Resource 8) in the LwM2M server object (Object 1) is executed and contains an argument indicating an overriding binding that is supported by the client, the client SHALL immediately release the existing packet data network connection and establish a new packet data network connection using the overriding binding if that overriding binding is different than the current packet data network connection.
	v1.2

	TRAN-BIND-004
	The client SHALL use a client-preferred binding supported by both the server and client if the Preferred Transport resource (Resource 24) in LwM2M server object (Object 1) is not defined.
	v1.2

	TRAN-BIND-005
	The client SHALL assume that the server supports UDP binding even if the server does not include UDP (“U”) in the binding resource (Resource 7) of the LwM2M server object (Object 1).
	v1.2

	TRAN-BIND-006
	If defined, the PDN Type (Resource 24) in an APN Connection Profile (Object 11) SHALL be preferred when that PDN Type is present in the binding resource (Resource 7) of the LwM2M server object (Object 1).
	v1.2

	TRAN-BIND-007
	When configurations related to the bindings change, those new values SHALL be applied to the future communications.
	v1.2

	TRAN-BIND-008
	When configurations related to the bindings change, those new values SHALL NOT affect ongoing communications.
	v1.2

	TRAN-BIND-009	Comment by Mohammed DADAS - Orange: Input from Alan (Qualcomm) – TRAN-BIND-001 to 009
	Configurations related to bindings SHOULD NOT affect LwM2M client registrations.
	v1.2


Table 11: Requirements – Optimization of Bootstrap and Registration

[bookmark: _Toc531939784]Registration and Discovery

	Label
	Description
	Release

	LightweightM2M-RD-1
	Lightweight M2M SHOULD allow to declaring the version of several Objects in a registration payload at once.
	1.2

	LightweightM2M-RD-2
	Lightweight M2M DISCOVER Operation SHOULD include a way to limit the depth of the returned response.
	1.2


[bookmark: _Toc443549078]Table 12: Requirements – Registration and Discovery Items

[bookmark: _Toc530762676][bookmark: _Toc531858692]
[bookmark: _Toc531939785]Bootstrap Clarifications
	Label
	Description
	Release

	BOOT-PROV-001
	The bootstrap process SHALL be able to initialize the Security object (Object 0) and LwM2M server objects (Object 1) from multiple sources including from the factory provisioning, smart card and network.
	v1.2

	BOOT-PROV-002
	Access Control on a per source basis SHALL be enabled on the Security object (Object 0) and LwM2M server objects (Object 1).
	v1.2


Table 13: Requirements – Bootstrap Clarifications

[bookmark: _Toc531939786]Version Negotiation
	Label
	Description
	Release

	VER-COMP-001
	The client and server SHALL be able to negotiate the version of the enabler to be used during the bootstrap process.
	v1.2

	VER-COMP-002
	The client and server SHALL be able to negotiate the version of the enabler to be used for LwM2M server communications.
	v1.2

	VER-COMP-003
	A LwM2M server SHALL be backward compatible with LwM2M clients using the same major version of the enabler.
	v1.2

	VER-COMP-004
	A LwM2M client SHALL be backward compatible with LwM2M servers using the same major version of the enabler.
	v1.2


Table 14: Requirements –Version Negotiation
[bookmark: _Toc531939787]Encoding and Standardized Data Models
[bookmark: _Toc531939319][bookmark: _Toc531939788] 
[bookmark: _Toc530762679][bookmark: _Toc531858695][bookmark: _Toc531939320][bookmark: _Toc531939789]
	Label
	Description
	Release

	LightweightM2M-ENC-1
	Lightweight M2M SHOULD provide further optimization of encoding method of single resource value in a standardized encoding.
	1.2

	LightweightM2M-ENC-2
	Lightweight M2M SHOULD provide further optimization of encoding method of Object or Object Instance values in a standardized encoding.
	1.2


Table 15: High-Level Functional Requirements – Encoding

[bookmark: _Toc530762680][bookmark: _Toc531858696]
[bookmark: _Toc531939790]Core	Comment by Mohammed DADAS - Orange: Input from Sandeep (Ericsson)
Existing LwM2M Bootstrap Server Trigger (1/x/9) initiates the entire Bootstrapping process and does not allow for other operations to be performed by the Bootstrap Server.
As an example, the Bootstrap Server Trigger can be used to perform Unbootstrapping.

	Label
	Description
	Release

	LightweightM2 M-Core-001 
	The LWM2M enabler SHALL allow the LWM2M Client to be triggered to contact the LwM2M Bootstrap Server with necessary indicators. 
	1.2


Table 15: Requirements – Core

[bookmark: _Toc531939791]Transports	Comment by Mohammed DADAS - Orange: Nput from Mert (Ericsson)
Support for LwM2M to be used with publish-subscribe transfer protocols.

	Label
	Description
	Release

	LightweightM2 M-Trans-001 
	The LWM2M enabler SHALL support MQTT.
	1.2


Table 16: Requirements – Transport


[bookmark: _Toc49561953][bookmark: _Toc51144804][bookmark: _Toc196557518][bookmark: _Toc531939792][bookmark: _Toc512328858][bookmark: _Toc493666382][bookmark: _Toc503865642]Change History	(Informative)
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