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1. Scope

This document defines the technical specification for an Object to be used in conjunction with the Lightweight M2M enabler and to act as a general placeholder to store and optionally to provide cyphering capability to sensisitive data.

2. References

2.1 Normative References

	[LWM2M]
	“OMA LightweightM2M”, Version 1.0, Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[OMADICT] 
[GSMA]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/
 “GSM Association CLP.03 –IOT Device Connection Efficiency Guidelines Version 1.1 30 January  2015”


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
	Device Capability
	Physical characteristics and related parameters supported by a device.


3.3 Abbreviations
	OMA
	Open Mobile Alliance


4. Introduction and Scope





M2M Applications could require access to sensitive information about a Device that is closely related to an LWM2M Client but which is not directly used by that LWM2M Client (e.g. the identity of a Host Device into which a module containing an LWM2M Client is embedded). 
Managing sensitive information such as Device IDs in a secure manner is a need in many IoT applications.

The Portfolio Object specifies a generic placeholder that can be used to store and optionally to provide cyphering capability to protect such an information. 

The objective of this document is to specify an LWM2M Object that allows managing sensitive information that is associated with an LWM2M Client but that is not directly used by that LWM2M Client. 

5. Portfolio Object Functionality 

The main purpose of the Portfolio Object is to provide a placeholder for storing extended information that may be used by another LWM2M Object.
Accordingly, each Portfolio Object Instance and its Resources MUST be fully dedicated to a given LWM2M Object Instance. 

In addition, a Portfolio Object Instance MAY provide an end-to-end service for securing the transport of the information it contains. 
6. LWM2M Object: Portfolio Object
Description

This LWM2M Object is dedicated to gathering and transmitting sensitive information for applications. 

One important application of the Portfolio Object is to have its Instances attached to other LWM2M Object instances to extend their capability in terms of specific information. Additionaly, the Portfolio Object may offer, per instance, the capability to cypher the sensitive information stored therein on a end-to-end basis for an application.

	Object definition

	Name

Object ID

Instances

Mandatory

Object URN

IDPortfolio

16

Multiple

Optional

urn:oma:lwm2m:oma:16



	Resource definition
ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

Identity
R

Multiple
Optional

String

Any kind of Information

 e.g  for [GSMA]  : 

0 : Host Device ID, 

1:  Host Device Manufacturer

2:  Host Device Model

3:  Host Device Software Version,
1
GetAuthData
E
Single

Optional

Executable resource for retrieving  a set of Authenticated Data associated to this Object  Instance
2
AuthData
R

Multiple
Optional

String

Buffer for the set of Authenticated  Data associated to  this  Object Instance


	


Table 1 XE "Table 1"  : Portefolio Object Resources Definition
	

	

	Execution Resource Arguments definition

	
	ID
	Resource Name
	Order
	Name
	Type
	Range or Enum
	Unit
	Description
	

	
	1
	GetAuthData
	0
	Identity Instance Id
	Integer
	-
	-
	Identity Resource Instance ID  of the current Portfolio Object Instance
	

	
	
	
	1
	Key Set Order 
	Integer
	
	
	The Key Set to use in secure element
	

	
	
	
	2
	Challenge
	Integer
	
	
	A Challenge provided by the  Server 
	

	
	
	
	3
	AuthData Nb
	Integer
	
	
	The Number of Authenticated Data (1 per AuthData Instance)
	

	
	
	
	4..9 
	-
	String
	
	
	Application dependent arguments
	


Table 2: GetAuthData Executable Resourse Arguments Definition
7. 
7.1 


7.2 


Appendix A. Change History
(Informative)
A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	Draft version

OMA-TS-LWM2M_PortfolioObj-V1_0
	12 Dec 2015
	all
	First draft

	
	
	
	


Appendix B. Portefolio Object Usage Examples 

B.1   IIlustration I   : Current GSMA CLP.03 requirement [GSMA]
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Figure 1 :  GSMA CLP.03 Requirement (IoT Device Connection Efficiency Guidelines)
B.2  IIlustration II  :  Extended usage   
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Figure 2 :  End-to-end security for application 
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