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9Figure 1: Deployment Component State Machine. (** See below for detailed figure on Download Operations)


9Figure 2: Download Operations in Deployment Component State Machine




1. Scope

This document describes management object employed in a Software Component management process that leverages OMA DM protocol.  It provides a standard DM management object and associated client and server-side behavior necessary to manage mobile device’s software components.

Software Component management object enables delivery and management of software components within client device.

Dependency management between software components is out of the scope of this specification, so that both client and server controlled dependency management are possible. The choice of methods is implementation-specific.

Mapping to the DM tree and displaying of software components that are delivered to or installed in the device outside of the Software Component management enabler are out of the scope of this specification.

Timeouts and other triggers for operation commands or exception handling methods are implementation specific decisions.

2. References
2.1 Normative References

	
	

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[DMPRO]
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM_Protocol-V1_2. URL:http://www.openmobilealliance.org

	
	


2.2 Informative References

	[DLOTA]
	“Generic Content Download Over The Air Specification Version 1.0”, Open Mobile Alliance(, OMA-Download-OTA-v1_0, URL:http://www.openmobilealliance.org/ 

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-Notification-V1_2_0. 

URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V1_2_0. 
URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TND-V1_2_0. 

URL:http://www.openmobilealliance.org


3. Terminology and Conventions

3.1 Conventions
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

See the DM Tree and Description [DMTND] document for definitions of terms related to the management tree.
	Delivery Package
	An abstract collection of Deployment Components that are delivered as a single unit. Installing a Delivery Package may result in deployment of multiple Deployment Components.

	Deployment Component
	Deployment component is an abstraction of software component that is dedicated for management purposes.

	Device Management System
	A background system capable to interact with a (set of) Device(s) for the purpose of Device Management.

	Software Component
	A software component is a resource utilized by the mobile device software platform 

	Primitive
	Operation that transfers Deployment Component to a different state.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DM
	OMA Device Management

	DMS
	Device Management System

	MO
	Management Object

	SCOMO
	Software Component Management Object


4. Introduction

This specification enables remote client software component management. This can be used for example to update antivirus software or browser plug-in etc. 
Management operations defined by this enabler for the purpose of software componenet management on the device support delivery, installation, update, removal, activation & de-activation. In addition, retrieval of inventory of software components on the device is also supported. 
5. Software Component Management Framework

5.1 Deployment Component

Deployment component is an abstraction of software component that is dedicated for management purposes. Deployment Component is execution environment neutral so that it may be used to describe the software components of different platforms. 
Deployment component may include any type of asset, such as applications, executables, libraries, UI-elements, certificates, licenses etc.

Deployment Component consists of actual Component data and Metadata. The metadata can consist of multiple metadata attributes or and/or descriptor file.

5.2 Delivery Package
It may be desireable to deliver multiple software components in a single download operation. The Delivery Package abstraction represents platform specific package formats used to deliver software components to the device. A single Delivery Package may contain one or more Deployment Components. Specification of Delivery Package is out of scope of this enabler.
5.3 Deployment Component State Machine and Primitives

Dedicated Deployment Component management primitives trigger transition from one state to another. These state transitions are atomic and each Deployment Component in the device MUST have one of the three states at any point in time. In case a state transition fails, a Deployment Component MUST remain in the previous state. In state transitions, the client internal operation must appear to be atomic; i.e. if a state transition fails, client MUST return to the previous state.

There are three possible lifecycle states for a Deployment Component in the device:

a) Delivered state (as part of a Delivery Package)
b) Deployed – Inactive state (optional state)

c) Deployed – Active state
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Figure 1: Deployment Component State Machine. (** See below for detailed figure on Download Operations)
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Figure 2: Download Operations in Deployment Component State Machine

5.3.1 Delivered State

In Delivered State a Delivery Package containing one or more Deployment Components has been delivered to the device.  This state enables the optimization of the most crucial phase in Software Component Management (i.e. delivery) in terms of fault tolerance, performance and security.

Delievered state also enables “deliver-first-install-later”-like use cases e.g. updates of mobile office solutions requiring all the  components to be activated immediately after back-end update.

Support for discrete Delivery and Deployment and hence for the delivered state is platform-specific. It is RECOMMENDED that clients support discrete Deilvery and Deployment and hence clients SHOULD support this state.
5.3.2 Inactive state

In Inactive State the Deployment Component has been installed into the execution environment but services or resources it embodies are not yet  (or any more) accessible to other entities or resources (including end-user). 

Main goal of Inactive state is to minimise the downtime of Deployment Component management operations. Interference with external events (e.g. some end-user actions) could disturb or even block some management tasks. Inactive state is powerful concept when implementing fault tolerant systems it enables controlled management operations. e.g. safe removals of deployment components from runtime-environment.

This state MAY be supported by the client.

5.3.3 Active State

Deployment Component has been installed into the execution environment and services or resources it embodies are accessible to other entities or resources (including end-user)

A service that consists of multiple Deployment Components is ready for launch after all the relevant Deployment Components have reached the active state.

This state MUST be supported by the client.

5.3.4 Installation Related Primitives

Client support for each primitive is dependent upon client support for the dependent states. If a state is not supported then only those primitives that are possible without that state are relevant for the implementation. The Exec command semantics related to operations primitives are described in Chapter 7.1. 

Operation primitives are used to transfer Deployment Components between different states:

	Primitive
	Description
	Applicable states
	Post-primitive state
	Primitive support dependency 

	Install
	This primitive is used to Install Deployment Component(s) from a single Delivery Package and Activate them.
	Delivered
	Active
	MUST be supported

	Remove
	This primitive is used to remove Deployment Components from the device. 
	Delivered

Active

Inactive
	N/A (none)
	MUST be supported

	Activate
	This primitive is used to move a Deployment Component from the Inactive state to the Active state. 
	Inactive
	Active
	Depends on support for the Inactive state and on the capabilities of the particular component.

	Deactivate
	This primitive is used to move a Deployment Component from the Active state to the Inactive state. 
	Active
	Inactive
	Depends on support for the Inactive state and on the capabilities of the particular component.

	InstallInactive
	This primitive is used to Install Deployment Component(s) from a single Delivery Package but leave them in the Inactive state. 
	Delivered
	Inactive
	Depends on support for the Inactive state and on the capabilities of the particular component.


If the Delivered state is supported, the Install primitvite MUST be supported. If the Inactive state is supported, the Activate, Deactivate and InstallInactive prmitives MUST be supported. The Remove primitive MUST be supported in the Active state.
5.3.5 Download related primitives

Download primitives are used to enable the client to download the Deployment Component into a specifc state directly with one command. For example the DownloadAndActivate enables streaming like installation of a Deployment Component.

	Primitive
	Description
	Applicable states
	Post primitive state
	Primitive support dependency

	Download
	This primitive is used to download a Delivery Package containing one or more Deployment Components. The Delivery Package is placed in the Delivered state. 
	N/A (none)
	Delivered
	Dependent on support for the Delivered state.

	DownloadInstall
	This primitive is used to download a Delivery Package containing one or more Deployment Components, install the Deployment Components, and Activate them.
	N/A (none)
	Active
	MUST be supported

	DownloadInstallInactive
	This primitive is used to download a Delivery Package containing one or more Deployment Components and install the Deployment Componentsbut leave them in the Inactive state. 
	N/A (none)
	Inactive
	Depends on support for the Inactive state and on the capabilities of the particular component.


If the Delivered state is supported, the Download and DownloadInstall primitvites SHOULD be supported. If the Inactive state is supported, the DownloadInstallInactive prmitive MAY be supported. 

5.4 Deployment Component Delivery

Deployment Components can be delivered to the client in a Delivery Package. The Delivery Package may be delivered in different ways. When using direct delivery, such as OMA DM Replace command, the Delivery Package MUST go to the delivered state. In indirect delivery by using alternate Download mechanism, the Delivery Package is delivered and may remain in the delivered state, just as in direct delivery. However, using indirect delivery, the Deployment Components in the Delivery Package may also be installed to either the inactive or active state as part of a single SCOMO Operation. 
When indirect delivery is used to deliver the Deployment Component into the device, the client MUST return Generic Alert to the server to indicate the URI of the delivered Delivery Package or deployed Deployment Component(s).

6. Software Component Management Object 

The management objects associated with Software Component Management are assembled under an internal node x (dynamically or statically created). 

Management Object identifier:  urn:oma:dm:oma-scomo:1.0
Protocol Compatibility:  This object is compatible with OMA Device Management protocol specifications, version 1.2 and releases compatible with DM 1.2..

6.1 Figure of the Management Object
(Informative)
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Figure 3: Software Component Management Object

6.2 Software Component Management Object Parameters

Software Component management object consists of following parameters:
<Interior Node>

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This interior node groups together the parameters of a Software Component management object. The ancestor elements of this node define the position in the management tree of this management object. But the structure of the DM tree and hence positions in the tree of management objects are out of scope of this specification.

The type of this node MUST be the SCOMO management object ID, urn:oma:dm:oma-scomo:1.0.
Inventory

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This node is a parent node for all the delivered packages and deployed Deployment Components in the device.
Inventory/Deployed

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This node is a parent node of the deployed Deployment Components in the device.

Inventory/Deployed/<X>

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrMore
	Node
	Get


This node acts as a placeholder for the deployed Deployment Components in the device. The node name is assigned by the client.
Inventory/Deployed/<X>/ID

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Chr
	Get


This leaf node specifies the ID of a deployed Deployment Component in the device. This value is assigned by the client. 
Inventory/Deployed/<X>/PkgIDRef

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Chr
	Get


This leaf node provides the reference to the package ID as specified in Download and/or Delivered package in the device. The value of this node is the same as the value of PkgID for corresponding download package if the deployed component is deployed via SCOMO mechanism. If the component is deployed using other mechanism (such as the user install an application), the value of PkgIDRef could be empty.  

Inventory/Deployed/<X>/Name

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Name of a deployed Deployment Component in the device.

Inventory/Deployed/<X>/Version

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Version of a deployed Deployment Component in the device.

Inventory/Deployed/<X>/State

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Int
	Get


This leaf node specifies the State of a deployed Deployment Component in the device. The value of this node is one of the following:

	State
	Description 
	Integer Value

	Inactive
	The Deployment Component is in Inactive state  
	10

	Active
	The Deployment Component is in Active state  
	20


	
	

	
	

	
	


Inventory/Deployed/<X>/Status
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Int
	Get


This leaf node specifies the Status of Remove action. This value is set by the client and the possible values are:

.
	Status
	Description 
	Integer Value

	Idle / Start
	The device hasn’t started the remove action
	10

	Remove Failed
	Remove failed and the component is still in the device
	20

	Remove  Progressing
	Denotes that remove has started 
	30


Inventory/Deployed/<X>/EnvType

	Status
	Tree Occurrence
	Format
	Min. Access Types

	To be defined
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Environment type of a deployed Deployment Component in the device.

Inventory/Deployed/<X>/Operations

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This node is a parent node for Operations that can be executed for deployed Deployment Component in the device.

Inventory/Deployed/<X>/Operations/Activate

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	null
	Exec


This node is used with Exec command to start the Activate operation; to transfer the deployed Deployment Component from Inactive state to Active state.

Inventory/Deployed/<X>/Operations/Deactivate

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	null
	Exec


This node is used with Exec command to start the Deactivate operation; to transfer the deployed Deployment Component from Active state to Inactive state.

Inventory/Deployed/<X>/Operations/Remove

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	null
	Exec


This node is used with Exec command to start the Remove operation; to Remove the deployed Deployment Component from Software Component Management framework. The present of this node means the deployed component supports Remove operation.
Inventory/Deployed/<X>/Operations/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This optional interior node designates a branch of the deployed Deployment Component operations sub-tree into which platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Software Component management object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

Inventory/Deployed/<X>/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This optional interior node designates a branch of the deployed Deployment Component parameters sub-tree into which platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Software Component management object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

Inventory/Delivered

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This node is a parent node of the delievered Deployment Components in the device.

Inventory/Delivered/<X>

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrMore
	Node
	Get


This node acts as a placeholder for the delivered Deployment Component in the device.

Inventory/Delivered/<X>/PkgID
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Chr
	Get


This leaf node specifies the ID of a delivered package in the device.
The PkgID MUST uniquely identify the Delivery Package within the SCOMO tree. A Delivery Package MUST preserve the same identifier after a state transition. For example, the same value of Download/<X>/PkgID that was used for the Delivery Package while it was in the Not Delivered state – MUST also be used as the value for Inventory/Delivered/<X>/PkgID once the state of the package changes to Delivered.

Inventory/Delivered/<X>/Data

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Bin
	No Get


This leaf node specifies the actual software binary Data of a delivered Deployment Component in the device. When using OMA-DM In-band delivery, this node is targeted with a Replace command containing the data of the deployment component to be delivered.
Inventory/Delivered/<X>/Name

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Name of a delivered Deployment Component in the device.

Inventory/Delivered/<X>/Version

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Version of a delivered Deployment Component in the device.

Inventory/Delivered/<X>/Descriptor

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Bin
	Get


This leaf node specifies the Descriptor file of a delivered Deployment Component in the device.

Inventory/Delivered/<X>/EnvType

	Status
	Tree Occurrence
	Format
	Min. Access Types

	To be defined
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Environment type of a deployed Deployment Component in the device.

Inventory/Delivered/<X>/PkgType
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Content Type of a delivered package in the device. The value must be a MIME content type.
Inventory/Delivered/<X>/Status

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Int
	Get


This leaf node specifies the Status of Remove or Install action. This value is set by the client and the possible values are:.

	Status
	Description 
	Integer Value

	Idle / Start
	The device hasn’t started the remove or Install action
	10

	Remove Failed
	Remove failed and the component is still in the device
	20

	Remove  Progressing
	Denotes that remove has started 
	30

	Install Progress
	Denotes that an installation has started
	40

	Install Failed
	Install failed and the downloaded package is still in the device
	50


Inventory/Delivered/<X>/Operations

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This node is a parent node for Operations that can be executed for delivered Deployment Component in the device.

Inventory/Delivered/<X>/Operations/Install

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start the Install operation; Deployment Component(s) from a single Delivery Package (in the Delivered state) are installed into the Active state.

Inventory/Delivered/<X>/Operations/InstallInactive
	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start the InstallInactive operation; Deployment Component(s) from a single Delivery Package (in the Delivered state) are installed to the Inactive state.
Inventory/Delivered/<X>/Operations/Remove

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start the Remove operation; to Remove the delivered Delivery Package from the device.

Inventory/Delivered/<X>/Operations/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This optional interior node designates a branch of the deployed Deployment Component operations sub-tree into which platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Software Component management object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

Inventory/Delivered/<X>/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This optional interior node designates a branch of the delivered Deployment Component parameters sub-tree into which platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Software Component management object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

Download

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Node
	Get 


This node is a parent node of the Delivery Packages that are ready for Download or are in the process of Downloading.

Download/<X>

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrMore
	Node
	Get


This node is a parent node of the Download parameters for a single Delivery Package. Nodes in this sub-tree are used with Exec commands to start the Download operation to download the Delivery Package; to optionally Install the delivered Deployment Components; and to optionally move the Deployment Components into either the Active or Inactive state.
Download/<X>/PkgID
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Chr
	Get


This leaf node specifies the ID for a downloadable Deployment Component.

Download/<X>/PkgURL
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Chr
	Get


This leaf node specifies the URL of the downloadable Delivery Package.

Download/<X>/Name

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Name for the downloadable Deployment Component.

Download/<X>/Version

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Version for the downloadable Deployment Component.

Download/<X>/Status

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Status of the Donwload and/or Install operation. This value is set by the client and the possible values are:

	Status
	Description 
	Integer Value

	Idle / Start
	There is no data available and download is about to start
	10

	Download Failed
	Download failed and there is No data received
	20

	Download Progressing
	Denotes that a download has started and that 0 or more bytes of data have been downloaded
	30

	Download Complete
	Have data after Download has been completed successfully
	40

	Install Progressing
	Denotes that an installation has started
	50

	Install failed 
	Install failed and the downloaded package is still in the device
	60


Download/<X>/EnvType

	Status
	Tree Occurrence
	Format
	Min. Access Types

	To be defined
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Environment type of a Delivery Package.

Download/<X>/PkgType
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Chr
	Get


This leaf node specifies the Content Type of a Delivery Package. The value MUST be a MIME Content Type.
Download/<X>/Operations

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This node is a parent node for Operations that can be executed to start a download of a Deployment Component into the device.

Download/<X>/Operations/Download

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start the Download operation; to download the Delivery Package into the device and into Delivered state.

Download/<X>/Operations/DownloadInstall

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start the Download operation and download the Delivery Package and install the Deployment Component(s); to download the Delivery Package into the device and install the Deployment Component(s) into the Active state.

Download/<X>/Operations/DownlaodInstallInactive
	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start the Download operation and download the Delivery Package and install the Deployment Component(s); to download the Delivery Package into the device and install the Deployment Component(s) into the Inactive state.

Download /<X>/Operations/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This optional interior node designates a branch of the download operations sub-tree into which platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Software Component management object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

Download/<X>/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This optional interior node designates a branch of the Download delivery package sub-tree into which platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Software Component management object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This optional interior node designates a branch of the Software Component Management Object into which platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Software Component management object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

7. Agent Behaviour associated with the Management Object

7.1 Operations Exec command semantics

The Exec command targeting one of the subnodes of an Operations node starts the execution of a chosen operation. For example: 

<Exec>


<CmdID>3</CmdID>


<Item>



<Target>




<LocURI>SCM/Inventory/Deployed/Component234/Operations/Remove</LocURI>



</Target>


</Item>

</Exec> 

In the Software Component Management Object tree the Exec command is only allowed to target Primitives under Operations nodes. When the DM Exec command is sent to one of the Operations nodes (e.g. Install), the Client sends a status command for the Exec command back to the server. If the Exec command is acceptable and will be executed asynchronously, the client returns result code 202. Upon completion of the asynchronous operation, the client sends a response back to the server by using the Generic Alert [DMPRO] after the operation has completed. If the Exec command is executed synchronously, the client returns the appropriate result code upon completion of the requested operation but does not send a Generic Alert.
7.2 Download Exec command semantics

When DM Exec command is sent to the Download/<X> node, the Client sends a status command for the Exec command back to the server. If the Exec command is successful then client starts the download of the Deployment Component. After the operations are finished, the client must send the response back to the DM Server by using the Generic Alert to indicate the URI of the dynamic node describing the deployed Deployment Component and URI of the dynamic node on which the Exec command was invoked.

Pre-Condition:

· Download/<X> dynamic node creation

At least the following nodes need to be set with an appropriate value:

· Download/<X>/PkgID
· Download/<X>/PkgURL
· Download/<X>/Operations… (at least one Operation sub-node )

<Exec>


<CmdID>3</CmdID>


<Item>



<Target>




<LocURI>./SCM/Download/SWComp123/Operations/DownloadInstall</LocURI>


</Target>


</Item>

</Exec>
After the successful command execution a sub-tree under the Inventory (either Delivered or Deployed) node is created for the Deployment Component by the client. The client informs the server the Deployment Component tree address via Generic Alert immediately after the successful operation.

7.3 Tree management responsibilities

After an Exec command to one of the primitives under Operations subtree it is the client responsibility to reflect the changes in the Inventory subtree.

When Deployment Component state changes (e.g. from inactive to active) the client MUST transfer all Deployment Component metadata with the Deployment Component. After the Deployment Component is deployed to the device, the Deployment Component is tracked with the Deployment Component ID. The client MUST create the ID for the Deployment Component.
If the deployment of Deployment Component succeeds than the client SHOULD remove the Deployment Component from the download or delivered subtree. If the deployment of the Deployment Component fails the client MUST NOT remove the Deployment Component from the download or delivered subtree.

7.4 Use of the Generic Alert

At the end of a Download or Management operation invoked by an Exec command from the DM Server, the device MUST send a notification to the DM server about the outcome of the operation via a Generic Alert [DMPRO] message. The Client MAY send the alert message during the same or subsequent DM session. The alert message includes the following data:

· An integer result code – Used to report status of the operation. The appropriate result code is sent in an Item/Data element within the Generic Alert. An appropriate integer result code MUST be included.
· The URI of the node on which the Exec command was invoked – Used to identify the source MUST be included. The URI is included in the Source/LocURI element within the Generic Alert. 
· The URI of the dynamic node under the Delivered or Deployed tree that describes the Delivery Package or Deployment Component – used to identify the result. The URI MUST be included in a separate Item/Data element within the Generic Alert.
· An alert type – Used to identify the operation MUST be included.
· Correlator – MUST be included if used by the server and passed as part of the Exec command.
Alerts that are reporting an error or failure condition SHOULD report a severity other than Informational in the Mark field of the Meta information. If the server needs to retrieve additional information, such as Status, then the server MAY query the device for those specific nodes.

7.4.1 Result Code

The result code of the operation MUST be sent as an integer value in  Item/Data element of the GenericAlert [DMPRO] message.  The Result Code MUST be one of the values defined below:

	Result Code
	Result Message
	Informative Description of Status Code Usage

	200
	Successful 
	Successful - The Request has Succeeded

	250-299
	Successful – Vendor Specified
	Successful Operation with Vendor Specified Result

	400
	Client Error
	Client error – based on User or Device behaviour

	401
	User cancelled
	User chose not to accept the operation when prompted

	402
	Download Failed
	The software component download failed 

	403
	Alternate Download  Authentication Failure
	Authentication was Required but Authentication Failure was encountered when downloading software component

	404
	Download failed due to device is out of memory
	The download failed due insufficient memory in the device to save the software component.

	405
	Install Failed
	Software component  installation failed in device

	406
	Install failed due to device out of memory
	The install fail because there isn’t sufficient memory to install software component in the device.

	407
	Failed package validation
	Failure to positively validate digital signature of the software package

	408
	Remove failed
	The software component remove operation failed

	409
	Not Implemented
	The device does not support the requested operation.

	410
	Undefined Error
	Indicates failure not defined by any other error code

	450-499
	Client Error  – Vendor Specified
	Client Error encountered for Operation with Vendor Specified Result Code

	500
	Alternate Download Server Error
	Alternate Download Server Error Encountered

	501
	Alternate Download Server Unavailable
	The Alternate Download Server is Unavailable or Does not Respond

	550-599
	Alternate Download Server Error – Vendor Specified
	Alternate Download Server Error encountered for Operation with Vendor Specified Result Code


7.4.2 The URI of the executable node

The URI of the Download, Delivery Package, or Deployment Component interior node (see Download/<x>, Inventory/Delivered/<x>, or Inventory/Deployed/<x> in section 6.2) for which the operation was invoked MUST be sent as the value of the Source/LocURI element in the Generic Alert [DMPRO] message.  This allows the DM Server to identify the origin of the alert.

7.4.3 The URI of the dynamic node

The URI of the dynamic node under the X/Inventory/ node that describes the Deployment Component MUST be sent as the value in a separate Item/Data element within the Generic Alert [DMPRO] message.

7.4.4 Alert Types for the Software Component Management Object

One of the following alert types MUST be used in a Generic Alert [DMPRO] message originating from a Software Component Management Object. The alert types are used to identify the operation that was performed on the device.

· org.openmobilealliance.softwarecomponent.OperationComplete
7.4.5 Correlator

If the server passes a <Correlator> element to the client in the Exec command for an operation, the client MUST return the same value to the server in the <Correlator> element of the Generic Alert [DMPRO] message.

If the server does not pass a <Correlator> element to the client in the Exec command for an operation, the client MUST NOT send a <Correlator> element to the server in the Generic Alert [DMPRO] message.

7.5 User Interaction Commands.

This section deals with the Client behavior associated with user interactions commands sent to the terminal.

7.5.1 Requesting User Confirmation

It is a Management Authority decision to request end-user confirmation before performing SCOMO operations on the phone. However it is important to ensure that the Client supports the ability to handle Alert messages. 

In particular the Client: 

· SHOULD support DISPLAY Alert as described in [DMPRO].

· SHOULD support CONFIRM OR REJECT Alert as described in [DMPRO].

· SHOULD support USER INPUT Alert as described in [DMPRO].

· SHOULD support USER CHOICE Alert as described in [DMPRO].

The Server SHOULD support all these Alerts.
8. SCOMO Usage (Informative)
9. This section describes some common flows for the purpose of software component management.
9.1 Delivery of Deployment Components
9.2 If delivery is supported, SCOMO allows a deployment component to be delivered either via OMA DM In-band delivery mechanism or using an alternate download mechanism such as [DLOTA]
OMA-DM In-Band Delivery
In-bnad delivery is achieved by the DMS sending an OMA-DM Replace command containing the actual deployment component data to the /Inventory/Delivered/X/Data/ node.
Alternate Download

Step 1: DMS sets the appropriate values in Download/<X>/ sub-tree. Please refer to section 7.2 for more details.
Step 2: DMS performs an Exec on one of the nodes under Download/<X>/Operations

Step 3: The Device returns an appropriate generic alert indicating status of the requested operation. Please refer to section 7.4 for details on generic alert usage.
9.3 Installation of Deployment Components
Step 1: The DMS performs an Exec on one of the supported installation nodes such as Inventory/Delivered/<X>/Operations/Install or Inventory/Delivered/<X>/Operations/InstallInactive
Step 2: The deployment component installation process is initiated on the device and and upon completeion an appropriate status is returned to the DMS using a generic alert. Please refer to section 7.4 for details on generic alert usage.
9.4 Activation/De-activation of Deployment Components

Step 1: The DMS performs an Exec on Inventory/Deployed /<X>/Operations/Activate or Inventory/Deployed /<X>/Operations/Deactivate depending on whether activation or decactivation is desired.
Step 2: The deployment component activation or deactivation process is initiated on the device and upon completeion an appropriate status is returned to the DMS using a generic alert. Please refer to section 7.4 for details on generic alert usage.
9.5 Removal of Software Components

Step 1: The DMS performs an Exec on Inventory/Deployed /<X>/Operations/Remove or Inventory/Delivered /<X>/Operations/Remove
9.6 Step 2: The deployment component removal process is initiated on the device and upon completeion an appropriate status is returned to the DMS using a generic alert. Please refer to section 7.4 for details on generic alert usage.
9.7 Retreiving Inventory of Deployment Components
Step 1: The DMS can perform a GET on the Inventory/ node (or the Invntory/Delivered or Inventory/Deployed nodes directly) to find out what components are delivered or deployed on the mobile device.
Step 2: The device returns the inventory to the DMS.

10. Security Considerations (Informative)

Security for delivery and management of software components is of paramount importance. It is envisioned that authentication mechanisms supported by OMA-DM shall be used to ensure that authenticated entities can deliver/perform management operations on software components on the device. Simillarly, authorization for management operations on software components under the purview of this enabler may also be based on the ACL mechanisms described by OMA-DM. 
The SCOMO enabler does not mandate nor restrict any mechanism to guarantee authenticity, confidentiality and integrity of software components delievered to the device. It is envisioned that existing security mechanisms for this purpose such as Digital Signatures, SSL/TLS etc. can easily work in conjunction with SCOMO.
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for Software Component Management Object Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for Software Component Management Object Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF
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