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1 Reason for Change

The synchronous reporting exists long time in SCOMO TS but lack of clarification. This CR tries to address the unsolved issue for synchronous reporting using <Status> command. 
Please note that Generic Alert is OPTIONAL for client and there may be SCOMO implementation without Generic Alert supporting, such as implementation based on DM 1.1.2.

DTD definition for <Status> command in [DMREPRO]:

<!-- Status operation. -->

<!ELEMENT Status (CmdID, MsgRef, CmdRef, Cmd, TargetRef*, SourceRef*, Cred?, Chal?, Data, Item*)>

It is possible to convey Delivery Package or Deployment Component information in <Status> command. 
2 Impact on Backward Compatibility

No
3 Impact on Other Specifications

No
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM Group agrees this contribution.
6 Detailed Change Proposal
Change 1:  add description for synchronous reporting
7. Behaviour associated with the Management Object

In the SCOMO tree the Exec command is only allowed to target Primitives under Operations nodes. After an Exec command to one of the Primitives under Operations node, the client MUST send response to the server in either of the following ways:

1. Asynchronously if the Exec command is acceptable and will be executed asynchronously. 
· The client MUST return status code 202  (“Accepted for processing”) for Exec command defined in [DMREPRO] 
· Upon completion of the asynchronous operation, the client MUST send an alert back to the server by using the Generic Alert defined in [DMPRO]. 

2. Synchronously: If the Exec command is acceptable and  executed synchronously.
· The client MUST return the appropriate status code for Exec command defined in [DMREPRO].
· Upon completion of the synchronous operation, the client MUST send Delivery Package or Deployment Component information in a <Status> command for Exec command according to the result of the operation.

In client’s response message for reporting purpose, the client MUST include the Delivery Package or Deployment Component information in addition to the result code described above:
· URI(s) of newly created dynamic node(s) <x> for Delivery Package or Deployment Component as a result of the Primitives executed in <Item>/<Target> element
· URI of the Primitive node on which the Exec command was invoked in <Item>/<Source> element
· Delivery Package ID or Deployment Component ID in <Item>/<Data> element which format is ‘xml’
· SCOMO Result Code of the Primitive executed in <Item>/<Data> element which format is ‘xml’
After an Exec command to one of the Primitives under Operations node it is the client’s responsibility to reflect the changes in the Inventory subtree as follows:

·  After successful installation of Deployment Components, the client MUST create their nodes in Deployed subtree. 

· The client MUST create nodes for Delivery Package in Delivered subtree, in the case a Download Primitive was executed successfully.
· The client MAY create nodes for Delivery Package in Delivered subtree, in the case a DownloadInstall or DownloadInstallInactive Primitve was executed successfully. In this case it MAY also remove these nodes after Deployment Components were installed successfully.
The detailed Exec command semantics and client responsibility is described below. 
Change 2:  add description for synchronous reporting

7.2 Use of Synchronous Reporting
If the Exec command is executed synchronously, the device MUST send Delivery Package or Deployment Component information in a <Status> command for Exec command in the same session. The message includes the following data:

· An integer result code – Used to report status of the operation. The appropriate SCOMO Result Code defined in section 7.4.1 MUST be included in an <Item>/<Data> element of <Status> element. 

· The URI of the Primitive node on which the Exec command was invoked – Used to identify the source MUST be included in the <Source>/<LocURI> element of <Status> element.

· The URI(s) of the newly created dynamic node(s) <x> under the Delivered or Deployed tree for the Delivery Package or Deployment Component – used to identify the result MUST be included in the <Target>/<LocURI> of <Status><Item> element.
· The ID of Delivery Package or Deployment Component MUST be included in <Item>/<Data> element <Status> element.
· An alert type “org.openmobilealliance.softwarecomponent.OperationComplete” used to identify the operation MUST be included in the <Meta>/<Type> element.
The following is the example message:

<Status>

<MsgRef>1</MsgRef>

<CmdRef>2</CmdRef>

<Cmd>Exec</Cmd>

<Data>500</Data>        <!-- status code defined by [DMREPRO] for Exec command -->
<Item>

<Source>

<LocURI>./SCOMO/Download/Package1/Operations/Download</LocURI> (Primitive Executed)

</Source>

<Target>

<LocURI>./SCOMO/Inventory/Delivered /Package1</LocURI>   (URI of package)

</Target>
        <Data>
<![CDATA[

<ResultCode>200</ResultCode>                    <!-- SCOMO Result Code -->
<Identifier>Component2ID</Identifier>        <!--  ID of Delivery Package or Deployment Component -->
          ]]>
</Data>

</Item>

</Status>

Change 3:  add missing information

7.3 Use of the Generic Alert

If the Exec command is executed asynchronously, the device MUST send a notification to the DM server about the outcome of the operation via a Generic Alert [DMPRO] message. The Client MAY send the alert message during the same or subsequent DM session. The alert message includes the following data:

· An integer result code – Used to report status of the operation. The appropriate SCOMO Result Code defined in section 7.4.1 MUST be included in an <Item>/<Data> element within the Generic Alert. 

· The URI of the Primitive node on which the Exec command was invoked – Used to identify the source MUST be included in the <Source>/<LocURI> element within the Generic Alert.

· The URI(s) of the newly created dynamic node(s) <x> under the Delivered or Deployed tree for the Delivery Package or Deployment Component – used to identify the result MUST be included in the <Target>/<LocURI> within the Generic Alert.
· The ID of Delivery Package or Deployment Component MUST be included in <Item>/<Data> element within the Generic Alert.
· An alert type “org.openmobilealliance.softwarecomponent.OperationComplete” used to identify the alert type MUST be included in the <Meta>/<Type> element.

· Correlator – If the server passes a <Correlator> element to the client in the Exec command for an operation, the client MUST return the same value to the server in the <Correlator> element of the Generic Alert [DMPRO] message. If the server does not pass a <Correlator> element to the client in the Exec command for an operation, the client MUST NOT send a <Correlator> element to the server in the Generic Alert [DMPRO] message.

Alerts that are reporting an error or failure condition SHOULD report an importance level defined in [DMPRO] other than Informational in the Mark field of the Meta information. If the server needs to retrieve additional information, such as Status, then the server MAY query the device for those specific nodes.

In case nodes are created for multiple Deployment Components after package installation, they MUST be individually represented in multiple Item elements in a single generic alert message. In each Item element, the Target/LocURI element contains the URI of the newly created dynamic node(s) <x> under the Deployed node, and the Source/LocURI contains the URI of the executable Primitive node on which the Exec command was invoked.

The following is the example message:

<Alert>

   <CmdID>2</CmdID>

   <Data>1226</Data>
<!-- alert code for Generic Alert -->

   <Correlator>correlator1</Correlator>

   <Item>      
      <Source><LocURI>SCM/Inventory/Delivered/Package456/Operations/Install</LocURI></Source>

      <Target><LocURI>./SCOMO/Inventory/Deployed/Component1</LocURI></Target>
      <Meta>

         <Type xmlns="syncml:metinf">org.openmobilealliance.softwarecomponent.OperationComplete</Type>

         <Format xmlns="syncml:metinf">text/plain</Format>

         <Mark xmlns="syncml:metinf">warning</Mark>  

      </Meta>

      <Data>

<![CDATA[

<ResultCode>200</ResultCode>          <!--SCOMO Result Code -->
<Identifier>Component1ID</Identifier>

]]>
      </Data>

   </Item>
   <Item>      
      <Source><LocURI>SCM/Inventory/Delivered/Package456/Operations/Install</LocURI></Source>

      <Target><LocURI>./SCOMO/Inventory/Deployed/Component2</LocURI></Target>
      <Meta>

         <Type xmlns="syncml:metinf">org.openmobilealliance.softwarecomponent.OperationComplete</Type>

         <Format xmlns="syncml:metinf">text/plain</Format>

         <Mark xmlns="syncml:metinf">warning</Mark>  

      </Meta>

      <Data>

<![CDATA[

<ResultCode>200</ResultCode>                 <!-- SCOMO Result Code -->
<Identifier>Component2ID</Identifier>      <!--  ID of Delivery Package or Deployment Component -->
          ]]>
</Data>

   </Item>

</Alert>
Change 4:  change the description for SCOMO Result Code

7.3.1 SCOMO Result Code

The SCOMO Result Code MUST be sent as an integer value in  <Item>/<Data> element of the message for reporting.  The Result Code MUST be one of the values defined below:

	Result Code
	Result Message
	Informative Description of Status Code Usage

	200
	Successful 
	Successful - The Request has Succeeded

	250-299
	Successful – Vendor Specified
	Successful Operation with Vendor Specified Result

	400
	Client Error
	Client error – based on User or Device behaviour

	401
	User cancelled
	User chose not to accept the operation when prompted

	402
	Download Failed
	The software component download failed 

	403
	Alternate Download  Authentication Failure
	Authentication was Required but Authentication Failure was encountered when downloading software component

	404
	Download failed due to device is out of memory
	The download failed due insufficient memory in the device to save the software component.

	405
	Install Failed
	Software component  installation failed in device

	406
	Install failed due to device out of memory
	The install fail because there isn’t sufficient memory to install software component in the device.

	407
	Failed package validation
	Failure to positively validate digital signature of the software package

	408
	Remove failed
	The software component remove operation failed

	409
	Not Implemented
	The device does not support the requested operation.

	410
	Undefined Error
	Indicates failure not defined by any other error code

	450-499
	Client Error  – Vendor Specified
	Client Error encountered for Operation with Vendor Specified Result Code

	500
	Alternate Download Server Error
	Alternate Download Server Error Encountered

	501
	Alternate Download Server Unavailable
	The Alternate Download Server is Unavailable or Does not Respond

	550-599
	Alternate Download Server Error – Vendor Specified
	Alternate Download Server Error encountered for Operation with Vendor Specified Result Code


Change 5:  editorial changes
7.3.2 Alert Types for the Software Component Management Object

One of the following alert types MUST be used in a Generic Alert [DMPRO] message originating from a Software Component Management Object:
· org.openmobilealliance.softwarecomponent.OperationComplete: This alert type is used to indicate that the alert message conveys the result of SCOMO Operation(s) that was performed on the device.
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