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1 Reason for Change

This Change Request is considered of Recover Operation. Previously long time ago, Data Protection has been importanted. Also that's more important. And the required standard of Data Protection is more than high. Recover Operations are managed, backuped and recovered of data with saved user time. When delivered package is removed, there is no way to recover it. And also for installing software component, package is redownloaded. Therefore, if recover function was supported, Client will be reduces download time.  This CR is considered of recover operation.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

n/a
6 Detailed Change Proposal
9. Delivery Package State Machine and Primitives

Delivery Package management Primitives trigger transition from one state to another. The client internal operations and state transitions must appear to be atomic. If a state transition fails client MUST reverse the operation and make sure Delivery Package remain in the previous state.  
Two kinds of Primitives are defined as below:

· Atomic Primitives: Download, Install, InstallInactive
· Composed Primitives: DownloadInstall, DownloadInstallInactive
When a Composed Primitive is executed, two state transitions happen in the device. For example if DownloadInstall is executed, a Deployment Component transits from Not Download State to Delivered State after successful download procedure. It transits to Active State after successful installation procedure. If the latter processing failes it remains in previous state and the second state transition does not happen.
Change 1:  Add Recycled State for Delivery Package State 
Each Delivery Package in the device MUST have one of the four states as follow: 

a) Not Downloaded state
b) Recycled state
c) Delivered state

d) Installed state
e) Removed state
The following figure depicts the state transition triggered by Delivery Package Primitives executed:
Change 2:  Modify Figure of Delivery Package State Machine 
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Figure 3: Delivery Package State Machine

5.4 .1 Not Downloaded State

In Not Downloaded State a Delivery Package has not been downloaded to the device.  
The client MUST support this state.
5.4 .2 Delivered State

In Delivered State a Delivery Package containing one or more Deployment Components has been delivered to the device. The Deployment Component within the Delivery Package has not been installed and no corresponding nodes are added in the Deployed tree.

Delivered State also enables “deliver-first-install-later”-like use cases e.g. updates of mobile office solutions requiring all the components to be activated immediately after back-end update. In this case the Delivery and Deployment is discrete. 

The client MUST support this state.
Change 3:  Add recycled state
5.4 .3 Recycled State

In Recycled State a Delivery Package containing one or more Deployment Component has been recycled to the device. The Deployment Component within the Delivery Package has not been installed and no corresponding nodes are added in the Deployed tree. 
The ‘Wipe’ primitive of Delivery Package MUST NOT affect the state of installed Deployment Components.  The client MUST keep Delivery Package from the device and keep corresponding nodes of recycled Delivery Package from Delivered tree. In this case the Delivery and Deployment is discrete.
The client May support this state.

5.4 .4 Installed state

In Installed State the Delivery Package has been installed which means that Deployment Component(s) within it have been installed into the execution environment. The client MUST create corresponding nodes of each Deployment Component in the Deployed tree. The state of Deployment Components depends on the Delivery Package Primitive that has been executed. If the primitive is ‘Install’ or ‘DownloadInstall’ then all Deployment Components have been installed and placed in Active State. If the primitive is ‘InstallInactive’ or ‘DownloadInstallInactive’ then all Deployment Components have been installed and placed in Inactive State. 
The client MUST support this state.

5.4 .5 Removed State

In Removed State the Delivery Package has been removed from the device. The ‘Remove’ primitive of Delivery Package MUST NOT affect the state of installed Deployment Components. The client MUST remove Delivery Package from the device and remove corresponding nodes of removed Delivery Package from Delivered tree.

The client MUST support this state.
Change 4:  Add Wipe and Recover for Delivery Package Primitives
5.4 .6 Delivery Package Primitives

Delivery Package Primitives are used to trigger management process and state transition of a Delivery Package.
	Primitive
	Description
	Applicable states
	Post primitive state
	Primitive support dependency

	Download
	This primitive is used to download a Delivery Package. The Delivery Package is placed in the Delivered state. 
	Not Downloaded
	Delivered
	MUST be supported

	DownloadInstall
	This primitive is used to download and install a Delivery Package . The Deployment Component(s) contained in the Delivery Package will be installed to Active State.
	Not Downloaded
	Installed
	MUST be supported

	DownloadInstallInactive
	This primitive is used to download and install a Delivery Package.  The Deployment Component(s) contained in the Delivery Package will be installed to Inactive State.
	Not Downloaded
	Inactive
	  MUST be supported .

	Install
	This primitive is used to install a Delivery Package. The Deployment Component(s) contained in the Delivery Package will be installed to Active State.
	Delivered
	Installed
	MUST be supported

	InstallInactive
	This primitive is used to install a Delivery Package. The Deployment Component(s) contained in the Delivery Package will be installed to Inactive State.
	Delivered
	Installed
	MUST be supported

	Remove
	This primitive is used to remove Delivery Package from the device. 
	Delivered

Installed
	Removed
	MUST be supported

	Wipe
	This primitive is used to wipe Delivery Package from the device
	Delivered
	Recycled
	May be supported

	Recover
	This primitive is used to recover Delivery Package from the device.
	Recycled
	Delivered
	May be supported


6. Software Component Management Object 

The management objects associated with Software Component Management are assembled under an internal node x (dynamically or statically created). 

Management Object identifier:  urn:oma:dm:oma-scomo:1.0

Protocol Compatibility:  This object is compatible with OMA Device Management protocol specifications, version 1.2. 
Change 5:  Add Wipe and Recover for Tree Structure
6.1 Tree Structure

SCOMO tree has a well-defined structure, with designated Ext nodes to allow non-standard extension nodes. The general structure of the tree is as follows:

1. Download – a subtree containing pre-delivery information and actions that are used for triggering the delivery of Delivery Packages.

2. Inventory – a parent node, aggregating post-delivery information and actions.

2.1 Inventory/Delivered – a subtree containing post-delivery (but pre-installation) information of Delivery Packages. These Delivery Packages contain Deployment Component(s) in the Delivered state. This subtree contains actions for installation, removal, wipe and recover.

2.2 Inventory/Deployed – a subtree containing post-installation information of Deployment Components, as well as actions for activation, deactivation and removal.

6.5 Definition of SCOMO nodes 
This section specifies the identifier and defines the nodes of SCOMO tree. Nodes with the same syntax and similar semantics that can reuse the same definition are shown together.

Change 6:  Add Wipe and Recover for Figure of the Management Object
6.6 Figure of the Management Object
(Informative)
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Change 7:  Add Recover Status for Inventory/Delivered/<X>/Status
Inventory/Delivered/<X>/Status

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Int
	Get


This leaf node specifies the status of Remove or Install action. This value is set by the client and the possible values are:.

	Status
	Description 
	Integer Value

	Idle / Start
	The device hasn’t started the remove or Install action
	10

	Remove Failed
	Remove failed and the component is still in the device
	20

	Remove  Progressing
	Denotes that remove has started 
	30

	Install Progressing
	Denotes that an installation has started
	40

	Install Failed with data
	Install failed and the downloaded package is still in the device
	50

	Install Failed without data
	Install failed and the downloaded package is deleted
	60

	Recover Progressing
	Denotes that recover has started
	70

	Wipe processing
	Denotes that wipe has started
	80


Change 8:  Add Recover State for Inventory/Delivered/<X>/State
Inventory/Delivered/<X>/State

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Int
	Get


This leaf node specifies the state of a Delivery Package in the device. The value of this node is one of the following:

	Integer Value
	State
	Description

	10
	Delivered
	The Delivery Package is in Delivered State  

	20
	Installed
	The Delivery Package t is in Installed State  

	30
	Recycled
	The Delivery Package  is in Recycled State


Inventory/Delivered/<X>/Operations

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This node is a parent node for Operations that can be executed for Delivery Package in the device.

Inventory/Delivered/<X>/Operations/Install

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	null
	Exec


This node is used with Exec command to start the Install operation; Deployment Component(s) from a single Delivery Package are installed into the Active state.

Inventory/Delivered/<X>/Operations/InstallInactive

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start the InstallInactive operation; Deployment Component(s) from a single Delivery Package are installed to the Inactive state.

Inventory/Delivered/<X>/Operations/Remove

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start to temove the Delivery Package from the device.
Change 9:  Add Operations for Inventory/Delivered/<X>/Operations/Recover
Inventory/Delivered/<X>/Operations/Recover

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start to Recover the Delivery Package form the device.
Change 10:  Add Operations for Inventory/Delivered/<X>/Operations/Wipe
Inventory/Delivered/<X>/Operations/Wipe
	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Null
	Exec


This node is used with Exec command to start to Wipe the Delivery Package form the device
Inventory/Delivered/<X>/Operations/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This optional interior node designates a branch of the Deployment Component operations sub-tree into which platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Software Component management object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.
Change 11:  Add Wipe and Recover for Exec command semantics on Delivered
7.3   Exec command semantics on Delivered
Before receiving the Exec command, the following Pre-Condition needs to be satisfied:

· Delivered/<X> dynamic node creation

· At least the following nodes need to be set with an appropriate value:

· Delivered/<X>/PkgID

· Delivered/<X>/Data

· Delivered/<X>/Operations… (at least one Operation sub-node for the Primitive to be executed)
The Exec command targeting a child node of an Operations node starts the execution of a chosen Primitive. For example: 

<Exec>


<CmdID>3</CmdID>


<Item>



<Target>




<LocURI>SCM/Inventory/Delivered/Package456/Operations/Install</LocURI>



</Target>


</Item>

</Exec> 
If the Exec command is targeting Install Primitives, client MUST start the installation of the Deployment Components. 

The client responsibilities in that case are described in the following table. Grey cells describe the case and white cells show the resulting responsibilities:

	Installation procedure
	succeeds
	failed with data (Delivery Package data remains)
	failed without data (Delivery Package data lost)

	Create nodes in Deployed subtree and send Deployment Component information to the server
	MUST
	MUST NOT
	MUST NOT

	Remove nodes from Deployed subtree
	MAY
	MUST NOT
	MUST


If the Exec command is targeting Remove Primitives under Delivered subtree, client MUST remove the Delivery Package from the Device. In this case client MUST remove nodes of Delivery Package from Delivered subtree.

If the Exec command is targeting Wipe Primitives under Delivered subtree, client MUST keep the delivery package from the device in this case client MUST keep nodes of Delivery Package from Delivered subtree.

If the Exec command is targeting Recover Primitives under Delivered subtree, client MUST recover the delivery package from the device in this case client MUST recover nodes of Delivery Package from Delivered subtree.
Change 12:  Add an Result code of Recover Failed
7.5.1    SCOMO Result Code

The result code of the operation MUST be sent as an integer value in  Item/Data element of the GenericAlert [DMPRO] message.  The Result Code MUST be one of the values defined below:

	Result Code
	Result Message
	Informative Description of Status Code Usage

	200
	Successful 
	Successful - The Request has Succeeded

	250-299
	Successful – Vendor Specified
	Successful Operation with Vendor Specified Result

	400
	Client Error
	Client error – based on User or Device behaviour

	401
	User cancelled
	User chose not to accept the operation when prompted

	402
	Download Failed
	The software component download failed 

	403
	Alternate Download  Authentication Failure
	Authentication was Required but Authentication Failure was encountered when downloading software component

	404
	Download failed due to device is out of memory
	The download failed due insufficient memory in the device to save the software component.

	405
	Install Failed
	Software component  installation failed in device

	406
	Install failed due to device out of memory
	The install fail because there isn’t sufficient memory to install software component in the device.

	407
	Failed package validation
	Failure to positively validate digital signature of the software package

	408
	Remove failed
	The software component remove operation failed

	409
	Recover failed
	The software component Recover operation failed

	410
	Wipe failed
	The software component Wipe operation failed

	411
	Not Implemented
	The device does not support the requested operation.

	412
	Undefined Error
	Indicates failure not defined by any other error code

	450-499
	Client Error  – Vendor Specified
	Client Error encountered for Operation with Vendor Specified Result Code

	500
	Alternate Download Server Error
	Alternate Download Server Error Encountered

	501
	Alternate Download Server Unavailable
	The Alternate Download Server is Unavailable or Does not Respond

	550-599
	Alternate Download Server Error – Vendor Specified
	Alternate Download Server Error encountered for Operation with Vendor Specified Result Code


8.     SCOMO Usage (Informative)

This section describes some common flows for the purpose of software component management.
8.1 Delivery of Deployment Components

If delivery is supported, SCOMO allows a Deployment Component to be delivered either via OMA DM delivery mechanism or using an alternate download mechanism such as [DLOTA]
8.1.1      OMA DM Delivery

OMA DM delivery is achieved by the DMS sending a Replace command containing the actual Deployment Component data to the /Inventory/Delivered/X/Data/ node.

8.1.2      Alternate Download

Step 1: DMS sets the appropriate values in Download/<X>/ sub-tree as specified in section 7.2 
Step 2: DMS performs an Exec on one of the nodes under Download/<X>/Operations

Step 3: The Device returns an appropriate Generic Alert indicating status of the requested operation as specified in section 7.4 Generic Alert Usage.

8.2 Installation of Deployment Components

Step 1: The DMS performs an Exec on one of the supported installation nodes such as Inventory/Delivered/<X>/Operations/Install or Inventory/Delivered/<X>/Operations/InstallInactive

Step 2: The Deployment Component installation process is initiated on the device and upon completion an appropriate status is returned to the DMS using a Generic Alert as specified in section 7.4 Generic Alert Usage.

8.3 Activation/De-activation of Deployment Components

Step 1: The DMS performs an Exec on Inventory/Deployed /<X>/Operations/Activate or Inventory/Deployed /<X>/Operations/Deactivate depending on whether activation or decactivation is desired.

Step 2: The deployment component activation or deactivation process is initiated on the device and upon completeion an appropriate status is returned to the DMS using a Generic Alert as specified in section 7.4 Generic Alert Usage.

8.4 Removal of Software Components

Step 1: The DMS performs an Exec on Inventory/Deployed /<X>/Operations/Remove or Inventory/Delivered /<X>/Operations/Remove

Step 2: The deployment component removal process is initiated on the device and upon completeion an appropriate status is returned to the DMS using a Generic Alert as specified in section 7.4 Generic Alert Usage.
[further clarification is needed]
8.5 Retreiving Inventory of Deployment Components

Step 1: The DMS can perform a GET on the Inventory/ node (or the Invntory/Delivered or Inventory/Deployed nodes directly) to find out what components are delivered or deployed on the mobile device.

Step 2: The device returns the inventory to the DMS.
Change 13:  Add SCOMO Usage of Recover and Wipe
8.6 Recover of Software Components
8.7 Step 1: The DMS performs an Exec on Inventory/Delivery/<X>/Operations/Recover

8.8 Step 2: The recover process is initiated on the device and upon completion an appropriate status is returned to the DMS using a Generic Alert as specified in section 7.4 Generic Alert Usage.
8.9 Wipe of Software Components
Step 1: The DMS performs an Exec on Inventory/ Delivery /<X>/Operations/Wipe

Step 2: The deployment component wipe process is initiated on the device and upon completeion an appropriate status is returned to the DMS using a Generic Alert as specified in section 7.4 Generic Alert Usage.
[further clarification is needed]
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