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1 Reason for Change

This CR requests to add into current DM Scheduling AD the proposed text to address the security considerations for the DM Scheduling Enabler at the architectural level. 
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Add new section as follows.

5.5 Security Considerations

Based on the DM layered architecture model, the DM Scheduling Enabler, like other MO Enablers, fully takes advantage of the security mechanisms provided by the underlying OMA DM Enabler. The mechanisms for authentication, integrity protection and data confidentiality of the DM v1.2 can be leveraged to protect the Schedules in transit. 
As important as the protection of the Schedule in transit is ensuring the data integrity after that because, depending on the device platform, the Schedules in storage could be left vulnerable to the attacker or accidental modifications by the user, for example. Such content protection can be achieved by using one of the out-of-band content protection mechanism, such as [XMLSIGN] or [XMLENC], as is recommended in [DMSEC].
Finally, additional care should be taken to the DMSA-TS interface, the interface between the DM Scheduling Agent and the Trigget Sources. The DM Scheduling Agent receives triggers from the external components as a signal that it is time to execute the scheduled management tasks. Considering that such triggers may be implemented by different vendors from that of the DM Scheduling Agent, there has to be some mechanism for the DM Scheduling Agent to ensure that received trigger is not modified en route and originated from the trusted source. A platform may provide sufficient mechanism to secure this interface or this may not be an issue at all depending on the devices. It is also possible that simple password-based access control mechanisms be devised during the Technical Specifications development stage.
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