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1 Description

The primary objective of the Device Management Working Group is to specify protocols and mechanisms to manage distributed mobile wireless devices, in order to optimise subscriber’s experience, reduce the network operating costs and create new business opportunities. 

The DM group has decided that several requirements (functionalities) unfulfilled in DM enabler 1.2, and also new ones, would not be dealt by a later DM enabler release, but likely in new enablers that would refer to and interoperate in a consistent manner with DM 1.2. Concerning the Smart Card functionalities, it was agreed to have a new work item dealing with them. The main Smart Card functionalities to be covered by this WI are (but not limited to): 

· Defining a secure dynamic provisioning of Management Objects available on the Smart Card; 

· definition and description of Smart Card Management Objects;

· Authorization and security for some other DM related functionalities such as Firmware Update, etc. (This work can be socialized / re-used by other enablers as: Scheduling, Software Management, Diagnosis, etc.) 

· Secure management of Management Objects (including private and sensitive data) in the Smart Card. It would include: MO’s update in the SC over-the-air, MO’s update in the DM-client and synchronization with the SC, new MO’s storage in the SC after manufacturing, etc.

This work item refers to and enhances the role of the Smart Card, started but not fully addressed in DM v1.2.
Deliverable(s):

DM Smart Card RD.

DM Smart Card AD.

New Technical specifications addressing the DM Smart Card requirements and use cases.

Interoperability specifications and report.

Existing Specifications or Documents Affected:

None

Linked Work Items:

OMA-WID_0001-Device Management (including FUMO 1.0)

Linked Affected OMA Groups and External For a

OMA Groups:

· OMA REQ

· OMA ARCH 

· OMA IOP-DMSync 

· OMA SEC

· OMA SCT

External fora:

· 3GPP
· 3GPP2
· ETSI SCP
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Service Impacts:

The work defined in this work item will provide help to the Device Management actors (network operators, device manufacturers, service providers) in specific use cases such as authorizing or securing the Device Management operations. The Smart Card and the Terminals are obviously impacted by this WI. But Servers (DM server in particular) may also be impacted in the case of Smart Card data management.

Architecture Impacts:

The work defined in this work item is not likely to impact the architecture diagram assumed by the Device Management 1.2 Enabler Release. Any enhancements will be included in the DM Smart Card AD.

Charging/Billing Impacts:

The deliverables defined in this work item will comply with the charging/Billing requirements of Device Management RD.

Security Impacts:

The work defined in this work item should normally not impact the security framework already defined in the Device Management 1.2 Enabler Release.
Ensure that a correct level of security model is in place. New security mechanisms are likely to be developed or adopted in order to satisfy the security requirements of the WI.
Privacy Impacts:

The work defined in this work item will not introduce new privacy issues.
Ensure sensitive data protection mechanism is introduced in accordance with privacy requirements of the WI.
IOT Impacts:

IOT testing with the DM enabler 1.2 will be necessary as this new Work Item is based on it.

3 Document History

3.1 Approved Versions

	Version
	Date
	Notes

	1.0
	
	


3.2 Draft Version 1.0 Revisions

	Date
	Notes

	14-Jun-05
	Initial Draft

	11-Aug-05
	Updated draft after DM group comments and WID/WISPR transfer to different champion

	25-Aug-05
	Update during Montreal Meeting with comments given by the DM group

	09-Oct-05
	Update after socialization with REQ and ARC working groups.

	18-Oct-05
	Update with Security Enhancements proposed through contribution OMA-DM-SC-2005-0018R03.
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