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1 Reason for Contribution

The scope of the WI 0126 on Smart Card will introduce new functionalities in the device that will challenge the current security mechanisms, e.g. malicious adoption of MO information from one device to another.   Therefore, we believe that it is important to review and enhance the existing security procedures to ensure that security risks are minimised.

2 Summary of Contribution

· Ensure that only authorised Management Authorities are allowed to provision MO in the SC.

· Review existing security mechanisms in order to combat attacks or misuse of provisioning of MO in the SC, e.g. ensuring that the right levels of authentication and authorization on DM Client, Devices and Provisioning Servers are in place.

· Ensure that private and sensitive data, e.g. (passwords or PINs, credit card numbers) are protected against fraudulent manipulation.

· Prioritise the use of existing protocols instead of developing new ones, e.g. re-use USAT mechanism for transporting data between the SC and ME.

3 Detailed Proposal

Please see attached document. 
OMA-WID_0126-Smart-Card-V1_0-20051013-D
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed that the group should review and consider the addition of these security comments in the current WI 0126 SC.
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