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1 Reason for Change

This CR proposes:

· One new use case:

· Smart Card Security for Data Exchanges. The aim of this use case is to ensure that authentication between a Smart Card and a Device or a Smart Card and a Device Management Server is performed before any Device Management session. This use case targets the Security Extension of the DM _SC enabler.
· 
· Addition of new requirements.
2 Impact on Backward Compatibility

 No expected

3 Impact on Other Specifications

No expected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented for discussion only. . 

6 Detailed Change Proposal

Change 1:   New use case
5.2   DM Enablers Security

5.2.x.1  Smart Card Security for Data Exchanges. 

1.1 Short Description. 
Operator A wants to ensure that only Devices or Device Management Servers with the right permissions can handle configuration data stored in the Smart Card, e.g. write, read, update or delete.
5.2.x.2 Actors 

· User

· Device

· Smart Card

· Service Provider
5.2.x..3 Actor Specific Benefits.

· User: User can store private information onto the Smart Card against eavesdropping. 
· Service Provider: Can provision Devices with data store on the Smart Card.
5.2x.4 Pre-conditions

· Smart Card, Device and Device Management Server: Have been supplied with security credentials.  

5.2.x..5 Post-conditions

· Data stored on the Smart Card is secure against eavesdropping.
5.2.x.6 Normal Flow

1. Smart Card is inserted in Device and Device is switch on.

2. Smart Card bootstraps Device with bootstrap information provided by Smart Card.

3. Smart Card initiates a secure data exchange accepting the credentials of the Device Management Client.

4. Device Management Client responds to Smart Card providing its credentials.

5. Smart Card responds to Device Management Client indicating: access conditions and memory allocation to store MOs. 
6. A device management session between Device and Smart Card can take place.
7. Smart Card or Device ends the management session.
5.2.x.7 Alternative Flow
1. Device Management Server sends an Initiated Notification to the Smart Card via the device.

2. Smart Card initiates a secure data exchange, via the Device, to the Device Management Server providing its credentials 

3. Device Management Server responds to Smart Card providing its credentials.

4. Smart Card responds to Device Management Server indicating: access conditions and memory allocation where the Device Management Server can store its Management Objects.

5. A device management session between Device Management Server and Smart Card can take place.

6. Device Management Server or Smart Card decides to end the management session.
5.2x.8 Operational and Quality of Experience Requirements.

Change 2:  Requirements


6  Requirements

6.1    High-Level Functional Requirements

	Label
	Description
	Enabler Release

	DM-SC-GEN-1
	The Smart Card SHALL be capable of storing Management Objects (e.g., network address(es)). 

	DM_SC 1.0

	DM-SC-GEN-2
	The Device SHALL be capable of detecting the presence of provisioning data on an installed, activated Smart Card. 

	DM_SC 1.0

	DM-SC-GEN-3
	Device SHALL retrieve and incorporate relevant configuration data stored on the smart card into the Device's DM structure. 
	DM_SC 1.0

	DM-SC-GEN-4
	The data containing Device management objects on the Smart Card SHALL be capable of being modified (i.e., nodes or data fields added or deleted), read from, and/or written to. 
Smart Card enabler MUST support device management operations between  Smartcard and Device. 
	DM_SC 1.0

	DM-SC-GEN-5
	Smart card SHALL provide mechanism that allows efficient detection of its DM structure. 
Smart Card enabler MUST provide a mechanism that allows the exploration of the Device Management Structure contained in the Smartcard and Device.
	DM_SC 1.0

	DM-SC-GEN-6
	If the Smart Card is present, the Smart Card MAY be used to ensure authenticity, integrity and non-repudiation of session between Device and DMS. 
See DM-SC-SEC-3
	DM_SC 1.0

	DM-SC-GEN-7
	The Device MAY be capable of comparing MOs in the SC with the MOs installed in the device.

	DM_SC 1.0

	DM-SC-GEN-8
	The Device SHALL be capable of copying MOs from the SC on the DM tree.
See DM-SC-GEN-4
	DM_SC 1.0

	DM-SC-GEN-9
	DMS SHALL be capable of requesting the Device to store a MO in the SC.
See DM-SC-ADM-1
	DM_SC 1.0

	DM-SC-GEN-10
	The Device SHALL be capable of detecting the presence of MOs in the SC.
See DM-SC-GEN-4
	DM_SC 1.0

	DM-SC-GEN-11
	The Device SHALL be capable of using the cryptographic mechanisms stored in the SC to check approval of firmware packages and software components.
	DM_SC 1.0

	DM-SC-GEN-12
	Smart Card enabler MUST define a discovery mechanism to indicate support in Smartcards and Devices.
	DM_SC 1.0

	DM-SC-GEN-13
	Smart Card enabler SHALL use authentication credentials on every session.
	DM_SC 1.0

	DM-SC-GEN-14
	Smart Card enabler SHALL allow applications selected by the card issuer to act as Device Management Servers.
	DM_SC 1.0

	DM-SC-GEN-15
	Smart Card enabler SHALL define a mechanism that allows store and retrieve, in and from the Smartcard, Management Objects larger than 32KB.
	DM_SC 1.0

	DM-SC-GEN-16
	Smart Card enabler MUST define a mechanism that allows the initiation of device management sessions. 
	DM_SC 1.0

	DM-SC-GEN-17
	Smart Card enabler MUST define a mechanism to verify data integrity prior storing Management Objects onto Smartcard.
	DM_SC 1.0

	DM-SC-GEN-18
	Smart Card enabler SHALL support a mechanism to report status of device management operations.
	DM_SC 1.0

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 Security

 61.1.1 General Security Requirements
	Label
	Description
	Enabler Release

	DM-SC-SEC-1
	The Smart Card SHALL be able to securely store authentication parameters, such as keys, encryption mechanisms, etc.
	

	DM-SC-SEC-2
	Provisioning data on smart card SHALL be protected against unauthorized modification.
	DM_SC 1.0

	DM-SC-SEC-3
	Smart Card enabler MUST provide authentication, authorisation, confidentiality and integrity to device management and related operations.
	DM_SC 1.0

	DM-SC-SEC-4
	The Smart Card enabler SHALL support a transport mechanism that allows a variety of authentication methods to be used.
	DM_SC 1.0 

	DM-SC-SEC-5
	Smart Card enabler SHALL allow Card Issuer to set security and authentication methods that are required to establish device management operations.
	DM_SC 1.0

	DM-SC-SEC-6
	Smart Card enabler MUST ensure a successful completion of the authentication process before allowing any device management session.
	DM_SC 1.0

	DM-SC-SEC-7
	The Smart Card enabler SHALL support to re-initiate an authentication process during an active device management session.
	DM_SC 1.0

	
	
	


Table 2: High-Level Functional Requirements – Security Items
6.1.1.2  Recording

	Label
	Description
	Enabler Release

	
	
	

	
	
	


6.1.2    Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

6.1.3    Administration and Configuration

	Label
	Description
	Enabler Release

	DM-SC-ADM-1
	The Device Management Server SHALL be able to establish a data link with a Smart Card installed in a Device. 
Smart Card enabler SHALL support device management sessions between Smartcard and Device Management Server on Management Objects stored on the Smartcard. These device management sessions SHALL be established via the Device.
	DM_SC 1.0

	DM-SC-ADM-2
	The Device Management Server SHALL be capable of querying the Smart Card for information about Device properties, configuration, and capabilities. 
See DM-SC-ADM-1
	DM_SC 1.0

	DM-SC-ADM-3
	The Device Management Server SHALL be capable of manipulating a Management Object resident on a Smart Card.
See DM-SC-ADM-1
	DM_SC 1.0

	DM-SC-ADM-4
	The Device Management Server SHALL be capable of adding/deleting/editing the values of the Management Object present on a Smart Card. 
See DM-SC-ADM-1
	DM_SC 1.0

	DM-SC-ADM-5
	Smart Card enabler MUST support a negotiation mechanism that allows handling of memory space on the Smartcard for DM activities (e.g. request for memory space, extend memory size, release/reduce and delete memory space on the Smartcard).
	DM_SC 1.0

	DM-SC-ADM-6
	Smart Card enabler MUST allow the Card Issuer to decide size allocation for storing Management Objects on the Smartcard.
	DM_SC 1.0

	DM-SC-ADM-7
	Smart Card enabler MUST support a mechanism to enable/disable installation of firmware update packages and software components in the Device.
	DM_SC 1.0


Table 4: High-Level Functional Requirements – Administration and Configuration Items

6.1.4   Usability

	Label
	Description
	Enabler Release

	DM-SC-USE-1
	If smart card data contains user confirmation indication which explicitly requests user confirmation, the Device SHALL ask for user confirmation before incorporation of provisioning data (stored on smart card).
	DM_SC 1.0

	DM-SC-USE-2
	If smart card data contains user confirmation indication which explicitly requests no user confirmation, the Device MUST NOT ask for user confirmation before incorporation of provisioning data (stored on smart card).
	DM_SC 1.0

	DM-SC-USE-4
	If smart card data does not contain any user confirmation indication, the Device MAY ask for user confirmation before incorporation of provisioning data stored on smart card.
	DM_SC 1.0

	DM-SC-USE-5
	If user confirmation is indicated by smart card data, the Device SHALL ask for user confirmation before replacing a MO of the device.
	DM_SC 1.0

	DM-SC-USE-6
	If the check for Management Authority approval of a firmware update package or software component fails, the Device MAY reject the installation of the package/component and delete the downloaded data.
	DM_SC 1.0

	DM-SC-USE-7
	If the check for Management Authority approval of a firmware update package or software component fails, the Device SHALL ask for user confirmation before proceeding with the installation.
	DM_SC 1.0

	DM-SC-USE-8
	Smart Card enabler MUST support a mechanism to inform end-user that the process of managing data on the Smart Card has been completed.
	DM_SC 1.0

	DM-SC-USE-9
	Smart Card enabler MUST define a mechanism that indicates that user confirmation is required.
	DM_SC 1.0

	DM-SC-USE-10
	Smart Card Enabler MUST support a mechanism to request user confirmation before changing values on Management Objects stored on the Smartcard or in the Device. 
	DM_SC 1.0

	DM-SC-USE-11
	Smart Card enabler MUST request end-user authorisation to any manipulation of end-user private information, which is stored on the Smarcard.
	DM_SC 1.0

	
	
	


Table 5: High-Level Functional Requirements – Usability Items

6.1.5     Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Interoperability Items

6.1.6    Privacy

	Label
	Description
	Enabler Release

	DM-SC-PRV-1
	Smart Card enabler MUST allow the card issuer to indicate what data can be consumed without being stored in the Device.
	DM_SC 1.0

	
	
	

	
	
	


Table 7: High-Level Functional Requirements – Privacy Items
6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Table 8: Overall System Requirements
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