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1 Reason for Change

This contribution provides a revision of the existing requirements in the DM_SC RD. 

In the view of the above companies the current text needs some re-wording in order to reflect the business needs on this enabler. 

In addition, and considering the secure nature of the Smart Card, any further development should consider Security of a paramount importance. Also, the access and storage of data in the Smart Card must be only authorised by the Smart Card Issuer.

This CR rephrases existing requirements and adds new ones based on the above approach.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Improve the latest version of the RD approving the proposed changes.

6 Detailed Change Proposal

Change 1:  Revision of existing requirements and addition of new ones.

3.2  Definitions

	Card Issuer
	Issues to its customers smart cards. Telecommunications Network Operators can be card issuers and a Management Authority at the same time.

	Smart Card Management Object
	Management Object (as defined [DMTND] and [DMSTDOBJ]) describing part of the Smart Card content.

	Provisioning data
	Provisioning data is the information that will be instantiated as Management Objects in the Device.


6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	DM-SC-GEN-1
	The Smart Card SHALL be capable of storing Management Objects (e.g., network address(es)). 
	DM_SC 1.0

	DM-SC-GEN-2
	
The Device Management Smart Card Enabler SHALL allow the Device to request if the provisioning data (e.g. MO’s) is available on an installed network-authenticated Smart Card.


	DM_SC 1.0

	DM-SC-GEN-3
	Device SHALL retrieve and incorporate  provisioning data (e.g. MOs) stored on the smart card into the Device's DM structure. 
	DM_SC 1.0

	
	
	

	
	
	

	DM-SC-GEN-6
	If the Smart Card is present, the Smart Card MAY be used to ensure authenticity, integrity and non-repudiation of session between Device and DMS. 
	DM_SC 1.0

	DM-SC-GEN-7
	The Device MAY be capable of comparing MOs in the SC with the MOs installed in the device.
	DM_SC 1.0

	DM-SC-GEN-8
	
Device Management Smart Card Enabler SHALL define a mechanism to allow retrieval and incorporation of provisioning data (e.g. MOs) stored on the Smart Card into the Device’s Management Tree.
	DM_SC 1.0

	DM-SC-GEN-9
	DMS SHALL be capable of requesting the Device to store a MO in the SC.
	DM_SC 1.0

	DM-SC-GEN-10
	
Device Management Smart Card Enabler SHALL provide a mechanism to allow Devices to request information from the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-11
	Device Management Smart Card Enabler SHALL allow Devices to use  cryptographic mechanisms in the SC to check e.g. approval of firmware packages and software components.
	DM_SC 1.0

	DM-SC-GEN-12
	The Device Management Smart Card enabler SHALL allow to group a selection of Management Objects that may have some relation between them
	DM_SC 1.0

	DM-SC-GEN-13
	The Device Management Smart Card enabler SHALL allow a Device to request the selection of a specific group of Management Objects in the Smart Card
	DM_SC 1.0

	DM-SC-GEN-14
	A mechanism SHALL allow the Smart Cards to store Management Objects containing large blocks of data.
	DM_SC 1.0


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	DM-SC-SEC-1
	The Smart Card SHALL be able to securely store authentication parameters, such as keys, encryption mechanisms, etc. 
	DM_SC 1.0

	DM-SC-SEC-2
	Provisioning data (e.g. MOs) on smart card SHALL be protected against unauthorized modification. 
	DM_SC 1.0

	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	DM-SC-ADM-1
	
Device Management Smart Card Enabler SHALL provide a mechanism to allow authorised Device Management Servers to establish a data link with a Smart Card installed in a Device.
	DM_SC 1.0

	DM-SC-ADM-2
	
	DM_SC 1.0

	DM-SC-ADM-3
	
Device Management Smart Card Enabler SHALL provide a mechanism to allow authorised Device Management Servers to manipulate provisioning data (e.g. MO’s) available in the Smart Card.
	DM_SC 1.0

	
	
	


Table 4: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	DM-SC-USE-1
	If smart card data contains user confirmation indication which explicitly requests user confirmation, the Device SHALL ask for user confirmation before incorporation of provisioning data (e.g. MOs) stored on an installed network-authenticated smart card.
	DM_SC 1.0

	DM-SC-USE-2
	If smart card data contains user confirmation indication which explicitly requests no user confirmation, the Device MUST NOT ask for user confirmation before incorporation of provisioning data (e.g. MOs) stored on an installed network-authenticated smart card. 
	DM_SC 1.0

	DM-SC-USE-3
	If smart card data does not contain any user confirmation indication, the Device MAY ask for user confirmation before incorporation of provisioning data (e.g. MOs) stored on an installed network-authenticated smart card.
	DM_SC 1.0

	
	
	

	
	
	

	
	
	

	DM-SC-USE-7
	If the check for Management Authority approval of a firmware update package or software component fails, the Device MAY reject the installation of the package/component and delete the downloaded data.
	DM_SC 1.0

	DM-SC-USE-8
	If the check for Management Authority approval of a firmware update package or software component fails, the Device SHALL ask for user confirmation before proceeding with the installation.
	DM_SC 1.0

	DM-SC-USE-9
	Smart Card Enabler SHALL define a mechanism that allows Management Authorities to indicate user confirmation policy in the Smart Card.
	DM_SC 1.0


Table 5: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	DM-SC-PRV-1
	
Device Management Smart Card Enabler SHALL define a mechanism to allow the Device to consume data from Smart Card without being copied in the Device.
	DM_SC 1.0


Table 7: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	DM-SC-OSR-1
	Device Management Smart Card Enabler SHALL provide a discovery mechanism to allow Smart Cards and Devices to identify the support of this enabler.
	DM_SC 1.0

	
	
	

	
	
	


Table 8: Overall System Requirements
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